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use admin
db.createRole (
{

role: "qualys Role",

privileges: [
{ resource: { db: "", collection: "" }, actions: [ "viewRole", "viewUser" 1]},
{ resource: { "cluster" : true }, actions: [ "getCmdLineOpts" ]},
{ resource: { db: "admin", collection: "system.users" }, actions: [ "find" ]},
{ resource: { db: "admin", collection: "system.roles" }, actions: [ "find" ]}
1,
roles: []

}

2) A—HTFhIUNEERT S

ZDOAIVTNZEY | A AR ESND =T AT IBMER SN E T, A7V T e EITT DRI, 7SR —K
ZHRELTLTIESV, o, ZOAZVTMTEY, FIE 1 TIERRL7zr— L (qualys_Role) 237 7 MIfF 5 ET,

APV T N FATT DRI, qualys_scan EVIOIARTOT I U NAERR L, 7SAV—RERETHIEEBEIOLET,

use admin
db.createUser (
{
user: "qualys scan",
pwd: "<password>",
roles: [ "qualys Role"]

)
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3a)
use admin
db.runCommand ({getCmdLineOpts:1})

TRINLHSIOF:
{
"argv" : [
"/usr/bin/mongod",
"--config",
"/etc/mongodbl.conf"
I
"parsed" : {
"config" : "/etc/mongodbl.conf",
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"net"

{

"port" 27017
}
I
"security" {
"authorization" "enabled"
bo
"storage" {
"dbPath" "/usr/local/mongodbl/da
"journal" {
"enabled" true
}
bo
"systemLog" {
"destination" "file",
"logAppend" true,
"path" "/var/log/mongodbl.log",
"quiet" false

3b)

use admin

db.runCommand ({"find":"system.users","filter":{},limit:1, "projection": {"user":

01})

TRRSNDH OB
{
"cursor" {
"firstBatch" [
{
"user" "qualys scan"
}
I
"id" NumberLong (0),
"ns" "admin.system.users"
}y
"Okll l
}
3¢)

use admin

db.runCommand ({"find":"system.roles","filter":{},limit:1, "projection":{"role"

01})

TRSNDH DB
{
"cursor" {
"firstBatch" [
{
"role" "qualys_ Role"
}
1,
"id" NumberLong (0) ,
"ns" "admin.system.roles"
by
"Okll l
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AT Li‘j“o Target Configuration

Unix Configuration

IPs

Comments

Authentication

Provide login credentials to use for authenticated scanning. You have the option o get the

account.
Authentication Type:
Username*:
Password*:

Confirm Password*;

Basic

user_john

Cancel
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New MongoDE Record

Record Title

Target Configuration
Unix Configuration
IPs

Comments

Authentication

Provide login credentials to use for authenficated scanning. You have the option o get the log
account.

Authentication Type: Vault based e
Username*: usar_john
Vault Type: [ I
{CA Access Control
\ault Record™: - +
Cyber-Ark PIM Suite !
End Paint Name™ Cyber-Ark ATM
Quest Vault
End Point Type™ Thycotic Secret Server
BayondTrust PBPS

End Paoint Container*:
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New MongoDB Record

Record Title

Login Credentials
Unix Configuration
IPs

Comments

Target Configuration

Tell us the user account to use for authentication, the database instance you want to au
installed.

Database Name*:

Port*:

Record Title

Target Configuration

New MongoDB Record Launch H

Login Credentials

Target Configuration >

Hosts:

Tell us the user account to use for authentication, the database instance you want to authenticate to, and the port where the
database is installed.

Database Name™ 2dmin
Unix Configuration
IPs Port* 27017
017(defsult
Comments
SSL Verify: Select this option to verify that the server's SSL certificate is valid and trusted

Provide a list of FQDNSs for all host IP addresses on which a custom SSL cerfificate signed by
atrusted root CA is installed

192.168.3.20-192.168.3.25
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New MongoDB Record

Record Title Unix Configuration

Enter the full path to the MongoDB configuration file on your Unix hosts. The file must be in the same local

Login Credentials
If different, create another record.

Target Configuration Confguration File: jetc/mongodb.conf

Unix Configuration > example: fete/mongod.conf

IPs

Comments

coce

New MongoDB Record Launch

Record Title IPs

Login Credentials Add IPs to your MongoDB record

Target Configuration Enter or Select IPs/Ranges Select IPs/Ranges | Select Asset Group | Remove | Clear

192.168.0.87-182.168.2.92
Unix Configuration

IPs S

Comments

[ Display each IPRangs on new lins

Cacn
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