Qualys Policy Audit

BICEF/EREZ, IVTSA47

VRAZEEBTFUFRUL LS,

BEEOBEME. YVRIOAVYTA b EIRRATPSAAY S

C&KBIVTSATYROEH

SBOELTDIBRDIKNRATE. v1/\—F2V
T4 RUY—DIVTSATPVRIE BRElLD
FryvVBBE ULTOREZBZATNEY,

SRR % (L. Qualys Policy Audit (PA) H'&
B ROBRB(ICARYRTH D, RPEMIEDH
ENERDZEZRFLTVWET, 79T\
V—EBRL. TSV ROFHESFZZET, DY
T4 7Y RSB RNBBIBE R > TLET,

IVTSAPVRZEIRADHENE UTERT
BIC(F. BEREERDFEECKDY—ILDSHREA]
FTRIRENHDEXT, ROV Ja—Iy3V(E. I
VISATVRYRDEEEN L. FEIENNGER
B7O0CRZB8tL. EBENDERBZHERERICEZ
2B NH D XTI, Qualys Enterprise TruRisk
Sy R I7A—LDOPKIVR—RY ~THSQualys
PAG. DVTSA PV REFRPEMMENEEIRT S
eOCRERZREEE. 1VTA . ZLUTHEEE
REHELED,

MBIEEL, RA Y A VYA LABEED SHEREYS
BRRNR—RDIAVTSAPYINEBITLTNEX
9o COEICKD, BRDOEF2 VT« ERBHIOD
HFICRZ DS, BLor{ibE Y RO DB
IBRLS FANDFTEBRERIED RO SN TNEKT,

IVTSATPYRADMF . ITF—LEtFal)

TAF—ALICEDTRERIRMGBERDXT,
b LD BEEEBCIRINBUCE(CHE

Qualys Policy Audit

10,0006E XU DD D BEDITFEDKIA0%
ZEHBEEOLNTLET,

SHMREE DY RO—-LRvEVY S EBELT BT
& T, HBIEFEEZRRIOVHEIT L. EEFEHD
AR ZEKIBICHIR U, BB\ DGR S D Z
BCTEEXY, BHEBIEECELPIFRRNEDZE
T ITF—LREFa2UTsEDIVTSAPIRE
FEgbd 3. KDMEDSVERD BHDHEE (S5E
ATEDELSICIEDFET,

LT DRIV TSA P Y RBHICHIET IS, 1
EEFREDF v IRy O RARZEBRZV Y 21—
V3a3vEREELTWVWEY, Qualys PARNDIV TS
AP IR EEET DA EZBNMUET,

IVRY—IYVROEEBEL
AHUNEZBEMEL. RESBEZIV IS4 P YR
BHCEESIE, Fr v IDEERTIDI LT,
AVTSATPIRTOLRZEHFRULET, 100%i#8
ZADBLEVWEHE450%BR DT /0 —%Y
MR— k9 3Qualys PAF., DV TS4 7V 2ADER
WRZRVHOSREETALIEET,

TruRisSkMC K BEBE IV IS4 P Y RIERSBIED
BIRNaRIft (T

FIvOURNDRZEBZ., URVBRICEDWE
AVTSAPVRZFIRUEL &S5, Qualys PA
F. EFX2UT 1 EEBNODEDA VIO KCED
WTCIVTS4 7Y RIEHBBEDOEBFTIBAT (T 21T


http://qualys.com

LW REBERY RV ZBENCHRITED X SXIE
LEXd, INSIEFITART, Enterprise TruRisk™MD18
KRHOSTHNEXT,

BEBLR—bZBHBICER
BEZHF > TEERICBAXRL £S5, Qualys PA

(. 1 DOTF—FIREZERDODIVTSAFPVYAL
M— N CEBBNCERT D720, FEEOEEBHIER
SN, HEOWIEBEADBEICHMTED RFa XYy
EOVEECERESNE T,

Audit Fix[CK 23V T 54 7V B DTLRISHR
Audit FixtRE? R AV IC & BBEMERICED. 3

Qualys Policy Audit

VITSAT Y RERNDHIGICHN DB E HH%E
HIRILE T . FRINAZHERT D& T, FuR(C
FvryTz8, 2RNGIROZERL. BfD
X2 UT s hHZERIEL. BICEECHNTED
REZMHITTEXT,

EEFBEME

X2 UVT A F-LEITEPFIBOF v v T Z2BOX
9, ITSMEEED—2 70—(C KD, EYREHRN

BYREMRE OBV A I VI THEICEE. I
SML—Y3avomEt, MGEEOREE. SEEAE
DE{LZERRULE T,



Qualys Policy Audit

AVTSAT7 VR RO DEBEIBR

Qualys Policy Audit(ZQualys Enterprise TruRisk
Platform& e an., IV IS4 7Y RADORERR
TEEDEEE. BEDELE. ASBURIBRE
B LahE., BhY RO BDEBEIERZRE
TEBDLSXELXRT,

EBEBRZEILE

Qualys PA(ZAudit FixIC K2 BEMEIEHEEZEZ T
BEO, BEDOLF21VUTsBILEDVTSAPVR
EREXIELUX I, ServiceNow & DRBELLEHE(C
&O, RUY—DVTFSA PV R%EITSMO -0 2
O—(CY—ALRICHEETEZE,

IVRY—IVROIVISAPYREEML
Qualys PA(Z, TVYRY—IVROQOIVISATY
2B8ELDBAICHFDREZBRILL. A Rt
ZEDRY—LTPYvT O P —RICEL > THBEEIRE
TOREZRBLE T, BhETDIBHEERTIRD
BETERTDE. TS5y hDTAa—LDBHNICN
VY —ZzRBRABXURELEXT,

BB LIR— N DIER D &
EFEWMLR—cEY YV aR—RE VTS50
PYARREU IV A ATIRILL, EERSE%E
BHICU. MENRIYTSA PV REREERIRL
£9, Qualys PA[X, —EDT—YINET, BR2D
BHCEDLETERDOIVTISA P VYRLIR— %
BEMICERLET, IhicKD, EELET—F
IREHNRE(ICRD, EBEEAD—EUNERINE
ER



BHEHINOIFAS XD, TIVIRENEMHILT S
DN, AVTSATPVREBRBZFTvIURL
DRCEEFEST. EVYRRICKROIRLERE. LY
DIVR, HmBrY T« ZEENICEIRT DFEX
ERDBDVENHD XTI, Qualys Policy Audit(d. #
BRIV TSA TPV RDEHSZERHL. IR +E
RANRICHZ., IVTSA4 PV RZEKRRITERT
EBDSLOXZELEXT,

RO DEREBBD IV IS4 7Y RANDBITIC
U, DVTSA TPV RERFICEINETULEICS
D@, FhH. ZULTERENMDEERDEXT, I
VISATIVRTOLRZBHLIT D ET, tF
FDVTSATPVRIRNE N HHTZDRKI0%H!
U, FIEELCEKDFHEIOWNHEIFH L. 1/ R—
VIV ZY P FITDRHD Y — R %EE
RTEXT,

HECESE, IVRY—-IVEOIVTSAT7Y
28#bic LD, BEFBNT 75% Eigsh. &
BEHREDI S —H 95% s, EBEERIESAT
—BHUEEBEOBRVIY IS4 7Y AERHIMRIE
ENFEI,

Qualys Policy Audit® X S7xB8bigse = SAI
ZET, ERYRIDEBFEIBRIMA (T, FEBORE
ft. ZUTRICEBNDOERESBZHIFCTER

9, Qualys Policy Auditld, IVTFS54 7V R%#
BEEVEEZER & U TIRABEI Z & T REIEHZA
EORELGEERAN G, EBEBEORIBZEE
L. TO/0Y—-RIVIORKICTHOVHED
TAHERPAD I EETRECLET,

ZFOHRR, IVTSA4F7YR IR SN, T
REICHUF DR ¥ —EEADXEHTIRIE =
Ne URIORRAF v —EEIRR INTDA—IVRD
BEMHRILSNXT,

FRIER .
90% 30%
FEECELS ®BECED
DVTSA P RIEEEIHE AVTSAPYRIRN=ZHIE

75%

EEE RIFEZHIR

95%

EERhED Mz

Qualys Policy AuditZzi{ U CHDEFIFTES

Qualys Policy Audit

SICHT



https://www.qualys.com/forms/enterprise-trurisk-management/?utm_source=qscamericaevent&utm_medium=onepagerprint&utm_campaign=na-event-qscamericasprint-oct2024&leadsource=344575725
http://www.qualys.com/pc

Qualys Policy Auditld. LIR—RERICEVWTUTORBZ T R—ELUTWET, RFEFMIKF/ZEEI Y —RIICHEINTED,

BRCBRTEXT,

Australia

« The Australian Signals Directorate
- The Essential 8 Strategies (ASD 8)

« Australian Signals Directorate Information
Security Manual (ISM)

 Australian Signals Directorate - Essential Eight
Maturity Model

« APRA Prudential Practice Guide (PPG):
CPG 234 - Management of Security Risk
in Information and Information Technology

Brazil

» Brazilian General Data Protection Law (LGPD)

Canada

» Personal Information Protection and Electronic
Documents Act

« Annex 3A (Security Control Catalogue)
to IT Security Risk Management: A Lifecycle
Approach (ITSG- 33)

European Union

« The Network and Information Systems
(NIS 2 Directive) (EU) 2022/2555

« The Digital Operational Resilience Act (DORA) -
Regulation (EU) 2022/2554

« General Data Protection Regulation (GDPR)

« European Union Agency for Network and
Information Security

France

« ANSSI 40 Essential Measures
for a Healthy Network

North America

* NERC Critical Infrastructure Protection
(CIP)

Qatar

« Qatar 2022 Cybersecurity Framework National
Information Assurance Policy
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Saudi Arabia

« Saudi Aramco SACS-002 Third Party
Cybersecurity Standard

+ Saudi Arabian Monetary Authoirty (SAMA)
Cyber Security Framework (CSF)

+ Essential Cybersecurity Controls

Singapore

« Technology Risk Management (TRM) Guidelines

+ Monetary Authority of Singapore (MAS)
- Notice 834: Cyber Hygiene Practices

South Africa

« Protection of Personal Information Act
(POPI Act)

Spain

+ Royal Decree 311/2022 - Annex |l
(MEDIUM)

* Royal Decree 311/2022 - Annex Il (HIGH)

* Royal Decree 311/2022 - Annex Il (BASIC)

* Royal Decree 311/2022

United Arab Emirates (UAE)

» NESA UAE Information Assurance Standards
(IAS)

United Kingdom

« NCSC Basic Cyber Security Controls (BCSC)
« US Gramm Leach Bliley Act (GLBA)
« US Food & Drug Administration (FDA)

United States
» Criminal Justice Information Services (CJIS)
Security Policy

« Control Objectives for Information and Related
Technologies (COBIT)

« CERT Resilience Management Model

« California Consumer Privacy Act of 2018
(SB-1121)

< 2017 Trust Services Criteria for Security,
Availability, Processing Integrity, Confidentiality, and
Privacy



NIST 800-53 (Special Publication)

New York State Department of Financial
Services 23 NYCRR 500

Minimum Acceptable Risk Standards
for Exchanges (MARS-E)

Microsoft Cloud Security Benchmark
IRS Publication 1075

Health Insurance Portability and Accountability
(HIPAA) Security Rule 45 CFR Parts 160/164,
Subparts A/C:1996

Federal Risk and Authorization Management
Program (FedRAMP M) - Moderate Security
Baseline

Federal Risk and Authorization Management
Program (FedRAMP H) - High Security Baseline

Federal Financial Institutions Examination
Council (FFIEC)

Federal Acquisition Regulation (FAR)

Defense Federal Acquisition Regulation
Supplement (DFARS) 252.204-7008-7012

Cybersecurity Maturity Model Certification
(MM) Level 5

Cybersecurity Maturity Model Certification
(MM) Level 4

Cybersecurity Maturity Model Certification
(MM) Level 3

Cybersecurity Maturity Model Certification
(MM) Level 2

Cybersecurity Maturity Model Certification
(MM) Level 1

Cybersecurity Maturity Model Certification
(CMMC)

US Cybersecurity Maturity Model Certification
(MM) 2.0 Level 2

US Cybersecurity Maturity Model Certification
(MM) 2.0 Level 1

The NIST Cybersecurity Framework (CSF)
Sarbanes-Oxley Act: IT Security

NIST Special Publication 800-171

NIST Cyber Security Framework (CSF)

NIST Al 100-1 - Artificial Intelligence Risk
Management Framework, January 2023

CSA 405(d) - Technical Volume 2: Cybersecurity
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Practices for Medium and Large
Healthcare Organizations

« CSA 405(d) - Technical Volume 1: Cybersecurity

Practices for Small Healthcare Organizations

Global

SWIFT Customer Security Controls Framework -
Customer Security Programme v2024

SWIFT Customer Security Controls Framework -
Customer Security Programme v2023

SWIFT Customer Security Controls Framework -
Customer Security Programme v2021

SWIFT Customer Security Controls Framework -
Customer Security Programme v2019

Secure Controls Framework (SCF)

Payment Card Industry Data Security Standard
(PCI-DSS) v4.0

Payment Card Industry Data Security Standard
(PCI-DSS) v3.2.1

ISO/IEC 27001:2022

ISO/IEC 27001:2013

Critical Systems Cybersecurity Controls
Cloud Controls Matrix (CCM)

CIS Controls Version 8.1

CIS Controls Version 8

CIS Controls

India

« Reserve Bank of India (RBI) - Baseline Cyber

Security and Resilience Requirements (Annex

1)

« IRDAI Guidelines On Information and Cyber

Security for Insurers

Malaysia

+ Risk Management in Technology (RMiT)

New Zealand

* New Zealand Information Security Manual

(NZISM)
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Applications

* VMware Horizon

e Microsoft .NET
Framework

« Microsoft Exchange
Server

« Skype for Business Server

« SharePoint Server

Container Security

- Docker CE/EE

» Kubernetes

Databases

* Apache Cassandra
« Apache Hadoop

+ 1BM DB2 z/0S

+ Redis

« SAP Adaptive Server
Enterprise

Mainframes

« IBM z/OS Security Server
RACF

« HP Safeguard

Network Devices

» Extreme Networks VOSS
« Cisco FTD
+ Nokia SROS

» Brocade Fabric

Qualyslc2WT

« Ivanti Connect Secure
« IBM Datapower Gateway
» A10 Advanced Core OS

» AudioCodes Session
Border Controller

« Aruba EdgeConnect OS
« Citrix NetScaler
 Riverbed SteelHead RiOS
+ Cisco SD-WAN

« Cisco UCS Manager

* Riverbed SteelHead
Interceptor

« Gigamon GigaVUE-0S
< INFOBLOX NIOS

Security Applications

¢ Windows 2019 Server
Certification Authority

Operating Systems

» CBL-Mariner Linux

« Google Container
-Optimized OS

* Red Hat Enterprise Linux
CoreOS

« Checkpoint MDS

+ Virtuozzo Linux

« Kali GNU/Linux

+ Microsoft Azure Linux
+ Alibaba Cloud Linux

+ CloudLinux OS

+ CentOS Stream

+ VMware Photon OS
- Bottlerocket OS

« IBM VIOS

¢ IBMi7.x

» Azure Stack HCI

* Windows 2025
Server

Printers

« Xerox Versalink
¢ HP Printers

« Samsung
Printers

Storage

- Data Domain OS
* NetApp Data ONTAP

Virtualization
+ Citrix
« XenApp/XenDesktop

« Citrix Hypervisor

« Red Hat OpenShift
Container Platform

Web Services

« IBM WebSphere
+ MQ Nginx

« VMware vFabric Web
Server

» Oracle HTTP Server
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