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PO"C)’ Cumpliance W HOME DASHBOARD POSTURE POLICIES SCANS REPORTS  EXCEPTIONS REMEDIATION  ASSETS  USERS

Posture

tatus:"Fail" and criticality:"CRITICAL"

3 \ = Actions (49) g FatingSystem: ‘Windows 1@’ and asset.trackingMethod:Agent

o Remediate Now

FAILURE BY CRITICALITY

Total Passed

Total Failed 391K
POSTURE CRITICAL
Fail 391K
CRITICALITY
Remediate Now
CRITICAL 391K [} CONTROL STATEMENT TECHNOLOGY/INSTANCE ASSE POLICY
Fail 10353 9 Status of the Turn off Microsoft consumer Windows 10 WYQ-HADLEY-0008 DISA Security Technica
EXCEPTION STATUS Nov 03,2023 experiences' setting 870305480 Windows 10.V2R5 v.2.0
B Fai 9009 99 Status of the ‘Allow Microsoft accounts to be  Windows 10 WYQ-HADLEY-0008 DISA Security Technicd
Nov 03,2023 optional' setting 870305480 Windows 10,V2R5 v2
Fail 10028 9¢ Status of the Turn on PowerShell Windows 10 WYQ-HADLEY-0008 DISA Security Technicg
Nov 03,2023 Transcription' setting 870305480 ‘Windows 10V2R5 .24
B Fai 10593 ¢ Status of the Hardened UNC Paths' setting for  Windows 10 WYQ-HADLEY-0008 DISA Security Technica
Nov 03,2023 Sysvol 870305480 Windows 10V2R5 v2.(
Fail 10592 2 Status of the 'Hardened UNC Paths' setting for Windows 10 WYQ-HADLEY-0008 DISA Security Technica
Nov 03,2023 Netlogon 870305480 Windows 10V2R5 v.2.§
Fail 11281 ¢ Status of the 'SMB v1'protocol for Windows 10 WYQ-HADLEY-0008  DISA Securty Technica
Nov 03,2023 LanManServer services on Windows 870305480 Windows 10,¥2R5 v.2.§
Fail 13342 ¢ Permission set for ‘%ProgramFi ! Windows 10 WYQ-HADLEY-0008 DISA Security Technica
Nov 03,2023 folder on Windows 64-bit systems 870305480 Windows 10V2R5 v.2.(
B Fai 11186 9¢ Status of the version of McAfee product Windows 10 WYQ-HADLEY-0008 DISA Security Technicq
Nov 03,2023 extension ‘Host Intrusion Prevention’ 870305480 Windows 10,V2R5 v.2.0

Fail 3704 o Status of the 'Base name of the installed Windows 10 WYQ-HADLEY-0008 DISA Security Technicd
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Real-Time Threat Indicators (RTI) () ((Match Any | Match All )
POTENTIAL IMPACT
High Data Loss (99) High Lateral Movement (389) Wormable (1)

Denial Of Service (106) )( Patch Not Available (23) ) (* Privilege Escalation (97)
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« Google Chrome
131.0.6778 86 Stable Channe|
Installs: 3 Jan 08, 2025

= Google Chrome
1306778108 Stable Channel
Installs: 1 Jan 08, 2025

* T more
Installs: M

Nl

Risk Overview: EOS
2025V 14 Google
Chrome

EOS

Risk Overview: End of Support (EOS)

98

. 1 VN
“ >
NV AN Y ANA

92199 Microsoft Windows Server Security Update for
December 2024

382573 Apache Struts2 Remote Code Execution (RCE)
Vulinerability (52-067)

62212 Oracle Enterprise Linux Security Update for
unbreakable enterprise kernel (ELSA-2024-12868)

6021490 Ubuntu Securnity Notification for WebKitGTK

Vulnerabilities (USN-7142-1)

|15 |an

High Critical
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Qualys TRU Zero-Day Research/Discovery & Awards

Recognition and awards received by Qualys TRU:

Qualys Threat Research

n
I e al I l U Secured two Pwnie Awards: Best Privileged Escalation Nomination for discovering RenderDoc vulnerabilities
Bug and Most Under-Hyped Research marks fifth year of recognition in cybersecurity
(12+ Pwnie Award Nominations) research contributions.
Qualys TRU HESSHEQFERHI:
CVE Identifier ~[CISAKEV [~] Named Vulnerabilities ~ Affected |~ ~
3 CVEsiVulnerabities No  NA GNUCLibrary'ssyslog()  heap-based bulfer overflow sysiog
CVE-2024-6387 No  regreSSHion OpenSSH server Remote | icated Code Execution in OpenSSH server
5 CVEsNVulnerabilities No  NA needrestart Privilege Escalation Vulnerabilties
CVE-2023-6779 No  NA glibc Off-by-one heap-based buffer overflow in the _vsyslog_internal (function).
CVE-2023-6780 No  NA glibc Integer overflow issue in the _vsyslog_internal (function).
=P CEazsaoit  Yes LooneyTunabes  gbc(ds) o SR

ua yS CVE-2023-38408 No  NA OpenSSH (ssh-agent) Remote Code Execution in forwarded ssh-agent.

CVE-2023-33865 No  NA RenderDoc Local symiink vulnerabilty allowing attackers to gain RenderDoc user privileges.
Y H CVE-2023-33864 No  NA RenderDoc Integer underflow causing a heap-based buffer overflow, exploitable remotely
8 Best Privileged Escalation Ve ozs o0 - Peniro e svrowteing ekt it oo, ity cptae o

CVE-2022-41974 No  Leeloo Multipath multipathd Authorization bypass and symiink attack.
CVE-2022-41973 No Leeloo Multipath multipathd Authorization bypass and symlink attack.

ug ost Under -Under -Hype esearc OvE 2021-4731 Mo On Snap!Moro Lomimings ___snap-confine LocalPriviogo Escalaion Vulnerablty. 3

—  cvE20i 4. Yes  Pwnkit polkit's pkexec * Local Privilege Escalation Vulnerability. il
H CVE-2021-33910 No  NA systemd Denial of Service (Stack Exhaustion).
wnie wards 21 CVEs/Vulnerabilities No  2iNais Exim Mail Server Multiple Critical Vulnerabilties.

CVE-2021-33909 No  Sequoia Linux's Filesystem Local Privilege Escalation

QID YU—2#%(2023-2025 YTD)

A 3 79,4604

. 2025 6

120,486 269,890 55,7894

¥5E & 1M/ CVE Rt U % F 4 (QIDs) 7
28,2824

[ 4

A
120+ 16 hrs

BRHEI=y FM(TRU)DEMR ISERFE D R{E 20234 20254
.’o) Qualvs 20244

2025 6
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