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Qualys VMDR with TruRisk
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Qualys
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https://docs.qualys.com/en/csam/latest/inventory/asset_details.htm
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Ẉ
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Cybersecurity Asset Management ṕCSAMṖ

*CSAM VMDR צּ ︣Ḯ
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V ṇ

V

V VM 

V ḭ ḭ

ךּ וֹ

וֹ

30%

VM

ACS 5

Agent, Scanner, Sensors

פּ
API -Based Connectors

Open -source Tech & 
Qualys Internet scanner

Scanner

Monitor your Cloud 
environment

IoT/OT
Passive Network Sensing & CAPS

Update!Update!

βAsset Criticality Score≤│Qualys⅜ ⇔≡™╢⅔ ⌐╟╢ ─ ☻◖▪⁹ ⇔ↄ│↓∟╠╩ ↄ∞↕™⁹

CSAM

https://blog.qualys.com/product-tech/2022/12/12/operationalizing-qualys-vmdr-with-qualys-trurisk-part-1


Local Scanners

Passive 
Scanners

Offline 
Scanners

Snapshot

API

SaaS Connectors

Cloud 
Connectors

Cloud 
Agents

Qualys Gateway 
Service

Headless 
Scanner

Qualys ṇ ṇ קּ ךּ
ךּ ︣

Internet 
Scanners

Container 
Sensors

ṇ SSL ṇ

ṇ קּ ךּ

אל ṇ
ṇ צּ ︡ ṇ ףּ

אל CISA KEV 21.7%

ṇ ︡ ךּ

CIS ṇ
CSP ṇ צ50%ּ ︡ ךּ ︣Ḯ

ḭAPIḭ
︡ Ḯלּ

AI LLM
ṇ ṇ ︡

LLM ףּ ︡ ︣

CSAM



CyberSecurity  Asset Management 

9/1/2026Confidential ² Not for D istribu tion 

CMDB 
Sync

Qualys

 
&

ףּ
פּ ︡ ︣Ḯֿכ

ṕEASMṖ ︣Ḯֿכ CMDB
︣ כֿ ḭIT ︡

︣Ḯ

ṇ

100% 
︡ VM ּף

︡ḭ ︡ וֹ ︣Ḯ

ṇ ṕEoSṖּף ṇ

ṕEoLṖ ṇ ḭ ṇ ḭּף
ṇ ︡ḭ

︡ ︣Ḯ ḱ

︡ ︣Ḯ וֹ ︣
כֿ ḭ ︡ ︣Ḯ

CSAM ḭActive Directory ḭWebhook ḭServiceNow ḭBMC Helix
︡ḭ ︡ ךּ ︡ ︣Ḯ ṇ אל ḭ

ḭוֹ ︡ḭ ︣ כֿ ḭ שּ צּוֹ
︣Ḯ

CSAM



נּ

01
( EoL/ EoS)

CSAM ︡ḭ ףּ
6 ṇ ṕEoSṖ נּ ṇ

︡ ︣Ḯ

וֹ

02
ṇ ṇ

ṇ ︣ ṇ צּ שּ︡ אל ךּ ךּ ḭ
צּ אל טּצּ ︣Ḯ

03
ṇ

︢ ṇṕ ḲPCI
ṇ Ṗ ︡ḭ IT/

ṇ ṕEDRḭ ḭSplunk Collector
Ṗּצ ︡ ךּ ︡ ︣Ḯ

04 ḱ ṇ
ḭּט ךּ ךּ ṕ

טּ ṇ ṇ ṇ
Ṗ ︡ ︣Ḯ

CSAM 3.0 ḭTruRisk  ︣ צּ ךּ ︣Ḯ

*Qualys Threat Research Unit (TRU) ḭּט ףּ
נּ 450 5,200

ṇ אל

Qualys TRU EOL/EOS

V אל ︣

V SW: 5500 ṇ  30 S/W ṇ  

V HW: 1400 ּף  21

V CPEḭCVEḭ

V ︡ ︣

BLOG ⁹

CSAM

https://blog.qualys.com/product-tech/2024/02/12/csam-drives-accurate-trurisk-scoring-with-eol-eos-unauthorized-software-and-missing-security-agents?utm_source=chatgpt.com
https://blog.qualys.com/product-tech/2024/02/12/csam-drives-accurate-trurisk-scoring-with-eol-eos-unauthorized-software-and-missing-security-agents?utm_source=chatgpt.com
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(EASM)  

/
/ /

WHOIS 

DNS 

IP

(TLD)

IT

ṇ
WHOISḭDNSḭSSL ḭ
ḭ ṇ פּ

ṇ
אל ḭ ḭIP
ḭ

ḱ

אל ṇ ṇ
ḱ ṕ : 
ḭ SSL/TLS

Ṗ

︣ ︡ḱ
︡

וֹ

ḭ ṇ ḭ

︡ ḭ ךּ

TruRisk
︡ḭ

וֹ

Qualys VMDR/CSAM
︡ ṇ

ḭ SOAR

ṇ ṇ
ḭ

︣ ṇ

EASM Lightweight Scan

: ṇ אל ṕ ḭ ḭIP

Ṗ ︡ḭ ︡ ︣ḮVM אל Ḯ

:
Å EASM Discovery ḭ24 צּ אל ︣Ḯ
Å ḭSSL CISAṕ ṇ ḱ

Ṗ אל צּ ︣Ḯ
Å אל ḭ צּ ︣Ḯ
Å IPv6 ḭ ṇ IP ḭ IP ḭCDN ḭ

IP ︣Ḯ

CSAM (EASM)
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EASM

/

 ẓ 
 ẓ ḱ ︡
 ︡ḭ

/

ESAM

(TLD)

IT

ḱ ṕ ḭ Ṗ Ḯ
Ḯ : qual1ys.com 

qualys-security[.]net

ḱ וֹ
טּ Ḯ

SSL/TLS ︡ḭ
Ḯ

Web
Web אל ṇ

Ḯ ︣ ︡ Ḯ

GitHub S3 ṇ וֹףּ ḱ
Ḯ

ṇ
ṇ ṇ ḭ ︣ ︡

ḱ Ḯ

ṖQualys EASM ṡ Ṣּצ ︣Ḯ ṕ Ṗ ṇ ︢ ךּ Ḯ

Ṗ ḭ אל ךּ ︡ ︣Ḯ

ESAM

CSAM (EASM)

https://cdn2.qualys.com/docs/mktg/jp/vmdr-and-csam-with-easm-solution-brief-japanese.pdf


EASM  
CSAM2.18.0.0

ẑ ṇ ṇ כֿ פֿ שּ Ḯךּאל

1. EASM צּ
כֿ 1 EASMṕExternal Attack Surface Management Ṗ
פּ︡ קּ ︡ ḭצּ ṇ 2.18.0.0 פּ

קּ לּ ︡ Ḯֿכ ḭ ṇ
M&A ḭ ︣ כֿ צּ ︣Ḯ

2. EASM ṇ ṇ
EASM JSON ︡ ṇ ףּ
ṇ קּ לּ ︡ Ḯֿכ ḭ

צּ ︣Ḯ
3. EASM
EASM קּ לּ ︡ Ḯֿכ ḭ

ṇ צּ ︣Ḯ
4. EASM IP
VMDR צּ אל ךּ VMךּ IP
︡ ḭEASM ︣ צּ אל ︡ Ḯ

5. 
CSAM UI ṡ Ṣ צּ אל ḭ

︣ קּ לּ ︡ Ḯֿכ
ḭ צּ ︣Ḯ

6. ṇ
ṇ ṇּצ ṇ קּ לּ

︡ Ḯֿכ ḭ ḭרּ צּ אל
︣Ḯ

QQLךּ︡ .7 ṇ
Qualys Query Languageךּ︡ ṕQQLṖ ṇ צּ אל ḭ

צּ אל ︡ Ḳ
Åasset.isolated Ḳ ṇ פּ אל
Ådomain.ip Ḳ ︡ IP ︣

CSAM ṡ Ṣṡ Ṣṡ Ṣּאלצ ḵ

ṇ ḭ

EASM ṇ 60% ṕ
ṇ Ṗ

ḭḱ Ḳ3
                                     ḱ Ḳ60%

SSL
SSL Labs ︡ḭ ︡ ךּ

ḱ

EASM

CSAM (EASM)

https://docs.qualys.com/en/csam/release-notes/cybersecurity_asset_management/release_3_5.htm


Qualys × ServiceNow ḵ

Qualys CSAM IT SNOW

Qualys CSAM CyberSecurity Asset Management
︡ IT ḭServiceNow CMDB
︡ ︣Ḯ

IP ḭ ḭMAC
ḭQualys CMDB ṇ
Ḯ

ṇ

ṇ ḭOS⁸
ḭ ṇ ḭQualys ︡
ṇ CMDB Ḯ

ṕ
Ṗ

CMDBּפ Qualys
ṕ Ṗ

ṇ
ṇ ḭ ḭ ṇ

צּ Ḯ

ServiceNow ServiceNow Store אל ḭITOM⁸ITSM⁸
SecOps Ḯ

︡ ḱ
Å ḱ ṇ Ḳ ḱIT ︡ḭCMDB

צּ Ḯ
Å ḱ Ḳ צּ ḭ
צּ Ḯ

Å ḱ ḲIT OT צּ ḭ
צּ Ḯ
Å ḱ Ḳ צּ ḱ ︡ ףּ ḭ צּ

טּ Ḯ

ṡCMDBּצ Ṣṡךּ IT צּ ︡ ךּ Ṣ
ṡ ṇ ṇּצ Ṣ ךּ נּ ףּ ︡ ḭQualys 
CMDB Sync ḱ ḱ ︡ ︣Ḯ

CSAM(SNOW)



ḵ      Qualys נּ ṇ
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Qualys Tech Debt Report  ḭ

ṕTech Debt Ṗ ︡ḭ ṇ ṕEoLṖ
ṇ ṕEoSṖ ṇ

︣ ṇ ︣ ṇ ︣⁹

ḲCIO CISO

IT Ḳ 12 EoL/ EoS

Ḳ

Ḳ

Ḳ

ẑ ṇ ךּ ḭ Qualys פֿ שּ Ḳךּאל

ÅTechnology Debt Report - Qualys Documentation

ÅTech Debt Report - ◘fiⱪꜟ
βֿכ ṇ ḭQualys CyberSecurity  Asset Management ṕCSAMṖ Global IT 

AssetView ṕGAVṖ ṇ ṇּצ ḭPDF אל ︣Ḯ

CSAM

https://docs.qualys.com/en/csam/latest/reports/tech_debt_report.htm
https://cdn2.qualys.com/docs/mktg/tech-debt.pdf


Policy Audit

*Policy Audit VMDR צּ ︣Ḯ
ḭAudit Fix צּ ︣Ḯ



Qualys Policy Audit ṕ ḲPolicy Compliance Ṗ ḭṡ
נּ Ṣṡ Ṣṡ Ṣ ︡ḭ

ḱ ︡ ︣Ḯ
ṇ ךּףּ ךּ

︡ ︣Ḯ

Å

אל ḭ
קּ ḭ ︡ ︣Ḯ

Å
ḭקּ

צּ ︡ ︣Ḯֿכ ḭ ṇ צּ
אל ︣Ḯ
Å

ṇ ︡ḭ
︡ ︣Ḯ ḭ

ךּ ︡ ︣Ḯ
Å

ṇ ḭ Ṅ
צּ ︣Ḯ

Policy Audit



Qualys Policy Audit 

Â

- 15,000

-

Â

-

-

Â

- Ṅ

-
Pass/Fail

Â

- 100

- AIX, HP -UX, Linux RHLE, Oracle, Solaris, 
Windows 

Â

- COBIT 4.0, ISO 17799, NIST  SP800-53, 
SOX 404, GLBA, HIPAA, Basel II,

   PCI -DSS , FISC, GDPR

Â 
- CIS Benchmark, Microsoft SCM Baseline, 

SANS/CIS Top 20 Critical Controls 

-

- XML

/

®#¯

1,200 ṧ ṇḭ20,000 ṇ ḭ70ṧ

ḭ450 ṧ ṇ ṇ

Policy Audit



Qualys Policy Audit

אל ḭ קּ
︡ ︣

︡ḭ ︣ כֿ ḭ
︡ ︣

שּ וֹ
︣ ︣ כֿ ḭ

נּ ︣

ServiceNow ︡ḭ ṇ ṇ
ṇ ḭ ︡ ︣

אל ṇ
ṇ

Policy Compliance ּפ  Policy Audit ︡ ṇ ṇ

Qualys Policy Audit  ḭ450 ṇḭ1,000 
תּ︣ קּ ṇḭ90 ṇ ṇ

ṇ︡ḭ
︡ḭ 95Ṿ ︡ ︣Ḯ

ẑ שּ︡ Blog פֿ שּ ךּאל

ṇ ṇ

/
ṕPCI DSS/ISO 

27001/NIST/CIS Ṗ

ṕ : ṇ
Ṗ

ṇ ṇ

VM CISצּ ṇ
︡ ךּ פּ

Policy Audit

https://blog.qualys.com/product-tech/2025/04/24/introducing-qualys-policy-audit-the-new-standard-for-audit-readiness
https://blog.qualys.com/product-tech/2025/04/24/introducing-qualys-policy-audit-the-new-standard-for-audit-readiness
https://blog.qualys.com/product-tech/2025/04/24/introducing-qualys-policy-audit-the-new-standard-for-audit-readiness


Audit Fix - 

ü ḭ

︡ ︣

üּ︣ת נּ

üCI/CD 
ṇ

ṇ

ü

פּ ḭ

Audit Fix

βPolicy Audit≤│ ─ ○ⱪ◦ꜛfi≢∆



Audit Fix Ẁ CAR ⱳꜞ◦כ ↑

Qualys ṡAudit Fix Ṣ ṡCustom Assessment and Remediation ṕCARṖṢ ḭ

︡ ḭ2025 5 ṇ צּ ︡ Ḯ

Audit Fix ṇ 10.34 

Å Ḳ אל
︡ ḭ אל
︡ ︣Ḯ

ÅCI/CD Ḳ
CI/CD כֿ ḭ

︡ ︣Ḯ
Å ṇ Ḳ90

︡ ṇ ︡ḭ
︡ ︣Ḯ

כֿ ḭ צּ
︡ḭ צּ ︡

︣Ḯ

CAR ṇ 2.5.1 ṇ

Å ṇ ṇ ṇ ṇ Ḳ ḭ
ṇ ṇ ︡ צּ אל

קּ ︣Ḯֿכ ḭ
︡ḭ ︡

︣Ḯ

Å ṇ ḲCAR
ךּ אל ḭ נּ Audit 

Fix/ AutoR ṇ ṇ
קּ ︣Ḯ

כֿ ḭCAR
ṇ ︡ ︣Ḯ

ḲCAR2.5.1 ṇ ṇḲAudit Fix ṇ ṇ

βAudit Fix ⅔╟┘CAR│≥∟╠╙ ⁹∆╕╡⌂≥ꜟכꜙ☺⸗

Audit Fix (CAR)

https://docs.qualys.com/en/car/release-notes/car/car.htm
https://docs.qualys.com/en/car/release-notes/car/car.htm
https://docs.qualys.com/en/car/release-notes/car/car.htm
https://docs.qualys.com/en/vm/release-notes/qweb/release_10_34.htm
https://docs.qualys.com/en/vm/release-notes/qweb/release_10_34.htm
https://docs.qualys.com/en/vm/release-notes/qweb/release_10_34.htm


Policy Audit ṇ

ḱ
ṇ ḭ ṇ

צּ
CIS/NIST ṇ

ḱ

ḱ
ḱ ṇ צּ אל קּ ṇ

ṇּצ אל
ךּ /ךּ אל ךּ ךּ

ṇ

OSḱ
צּ

Windows ḭLinuxḭ VMֿפ
צּ

ṇ or 

פֿ קּ
טּצּ

צּ ךּ︡
ṇ ḱ
צּ

Å ḱ ḱ ḱ ḭ צּ ךּ︡
Å Ṍ ṇ ︣
Å SOC IT CISO טּצּ

Policy Audit
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ṇ ṇ

Å SecOps

Å ITOps

Å DevOps

Å Risk

Å Compliance

Å C-suite

Policy
Audit

︡

File Integrity 
Monitoring

וֹ

Security 
Assessment 

Questionnaire

ṇ
/ וֹ

SaaS Detection
& Response

MS365 

PCI ASV 
Compliance

PCI 

API ּף ṇ

ṇ ṇ
ṇ ḭ ḭ ḭ

ṇ ṇ
RBAC ɍ ML/Aϥ ɍ ṇ  ɍ ṇ /  ɍ ṇ ṇ ɍ  ɍ ṇ ṇ

Qualys ּף (TRU)
נּ 100 טּצּ ︣

Qualys ṇ

IT ṇ ṇ ṇ ṇ IOT/OT/ICS

...

Policy Audit



VMDR( ) CSAMṕ Ṗ

*CSAM VMDR צּ ︣Ḯ



+62 pts
Since last 7 Days

100
0

TruRisk  
Score
Total Assets

110K
Total Findings

1.5M

Top Risk Factors

CISA/NCSC

143.2K

92.4K

ṇ אל

20.4K

19

0

860
CRITICAL

TruRisk  2.0 וֹ

ṇChatter , 
Dark Web ṇ

ṇ

︡ ךּ

ṇCISA KEV EoL & EoS

SW, OS, HWṇ

 (CVSS / EPSS )

RTI

25 ṇ

 
ṡ Ṣṕ Ḳ ḭ ḭ ṇ ḭ

Ṗ ḭ שּ ¬ º
שּ Ḯ

 TruRisk
CVSS וֹ ḭשּ ︡ Ḳ· 
ṕExploitability Ṗ· ṕThreat Intel Ṗ· 
ṕAsset Criticality Ṗ· ṕRemediation Status Ṗ

 ṇ
ḭ ḭ ḭ ḭ︣
ḮQualys EASM TotalCloud  ḭ

ṇḮ

 OS ḭ ṇḭ ṇ ḭ ṕ Ḳ
ṇITḭ S3 Ṗ ḭ Ḯ

 ṇ

ṕTruRisk  Budget Ṗ
וֹ ḭ ṇ ṡ Ṋ ṇ Ṣ ︡ Ḯ

ROI Ḯ

 
CISOḭSOCḭIT ḭ ṇ ṇ ṇ צּ Ḯ ṇ פֿ

Ḯ

 ServiceNow
TruRisk ךּ ḭ ṇ ṇ

ḭ Ops ITOps צּ Ḯ

TruRisk

Qualys VMDR Ḳ + TruRisk

Qualys CSAM Ḳ ×  
Qualys Policy Audit Ḳ ḱ TruRisk
Qualys EASM Ḳ ṇ ︡



Detection: ּצ
אל

שּ ṇ
Ḯ

שּ
ךּ

ểỊỂṧ

אל ︣Ḯ
Vulnerability: 
צּ אל פּ

Ḯ
אל

0-30 אל

︣Ḯ

Running Kernel: ︢Linux
ṇ

צּ אל טּצּ

︣Ḯ ︣ ḭ
אל טּ

ṇ

צּ קּ ︣Ḯ
Running Service:
ṇ ︣ ḭ
אל טּ

ṇ צּ

קּ ︣Ḯ

Not Mitigated by 
Configuration: ṇ

נּ ḭ

קּ ךּ
צּ אל ︣Ḯ

Remotely Discoverable 
Only: ֿכ ṇ

נּ ḭ
ṇ ( אל ךּ

︣ (ךּ
ṇ

קּ צּ
︣Ḯ

Internet Facing OnlyḲ ֿכ
ṇ

נּ ḭ אל
טּ IP 

צּ ︣Ḯ

צּ

אל ḭ

כֿ צּ

︣Ḯ

RTI

פּ ṇ
ṇ ︡ ︣Ḯ

MatchAnyṕּך￼ פּ

Ṗ Match 
All( פּ(

ḭקּ

אלוֹ

︣Ḯ

Qulays TruRiskMode ︣
צּ

ḭ ︡
ṇ ךּ

צּ אלוֹ ︣Ḯ



MITRE ATT&CK 

פּ ATT&CK
︡ḭ שּ

︡ ︡ ︣Ḯ

     ATT&CK ṇ
VMDRּפ ḭPCּפ ḭ
EDRּפ ḭCSAMּפ

ṕ וֹ RDP ṇ
Ṗ ︡ ATT&CK ṇ

︡ ︣Ḯ

      
MITRE ATT&CK ︡ḭ

ḭ ḭוֹ ︡ḭ
︡ ṇ

︣Ḯ

VMDR ṡPrioritization Ṣ טּ MITRE ATT&CK ḭ
פּ ḭEDRṕEndpoint Detection and 

ResponseṖ ṕTacticsṖḱ ṕTechniques Ṗḱ
ṕSub-Techniques Ṗ ︡ ︣Ḯֿכ ḭ

וֹףּ וֹ ︡ḭ צּ
︣Ḯ



Real -Time Threat Indicators

ṕActive 
Attacks CISA Exploited Ṗ

RTI
ḲRTI ṕQIDṖ

Ḳ RTI

Ḳ

®#¯

ṕPotential Impact Ṗ
ÅHigh Data Loss Ḳ

ÅHigh Lateral Movement Ḳ

ÅWormable Ḳ ṕ Ṗ

ÅDenial of Service Ḳ
ÅPatch Not Available Ḳ
ÅPrivilege Escalation Ḳ

ÅUnauthenticated Exploitation Ḳ

ÅRemote Code Execution Ḳ

ṕActive Threats Ṗ
ÅActive Attacks Ḳ
ÅMalware Ḳ
ÅZero Day Ḳ
ÅPublic Exploit Ḳ
ÅPredicted High Risk Ḳ

ÅEasy Exploit Ḳ
ÅExploit Kit Ḳ
ÅWormable Ḳ
ÅSolorigate  Sunburst ḲFireEye Red Team

CVE
ÅRansomware Ḳ

ÅCISA Exploited ḲCISA



Qualys TruRisk  
שּ

ẑ ṇ ḲVMDR טּצּ ṇ

ṇ ṇ ṇ כֿ

Qualys TruRisk ṇ ḭ פּ
︡ḭ קּ ︣ ḭ וֹ

︡ ︣Ḯ ḭ ︣ ךּ
אלוֹ ︣Ḯ ṇ ︣ כֿ ḭ ṇ

ṇ ḭ ḭ ︡ ṇ
︡ ︣Ḯ

Risk Overview: EOS
2025 1 Google 
Chrome

EOS

Weekly Insights 
Vulnerabilities: Top5

2025 6 4  

https://docs.qualys.com/en/vm/release-notes/qweb/release_10_34_1.htm


Qualys Threat Research 
Team

&
Qualys TRU 

Best Privileged Escalation 
Bug Most Under -Under -Hyped Research 2 

Pwnie  Awards 

2025 6

2025 6



ThuRisk

SOC CSIRT Trurisk

TruRisk

TruRisk

Qualys ETM ẑ

Ṅ

CISO

ẑQualys Enterprise TruRisk  Management ṕETMṖ ḭ ṇ ṇ
ṇṕROCṖ ︡ ḭ ṇ ḱ ︣ ṇ ︣Ḯ



*Cloud Agent VMDR צּ ︣Ḯ

Cloud Agent



Cloud Agent 

Å Cloud Agent Cloud Agent
Å

Å VM( ) PM( ) EDR PA( ) CAR(FirstParty )FIM( )
CSAM( )

Å SwCA( ) VM SwCA
Å SCAṕSecurity Configuration Assessment Ṗ VM SCA
Å CAPS(Cloud Agent as Passive Sensor) CSAM CAPS

®#¯

VM
MTG/
ISL/PM

EDR
PA/
SCA

FIM

Cloud Agent

CAPS

ẑ OS
<https:// success.qualys.com /support/s/article/000006675>

CSAM CAR

FirstParty

SwCA



Windows
.exe (x86_64)

Windows
.exe (ARM64)

Linux
.rpm (x86_64)

Linux
.rpm (ARM64)

Linux
.rpm (ppc64le)

Linux
.deb (x86_64)

Windows
.exe (x86_64)

zSystems  LinuxONE
.rpm (s390x)

zSystems  LinuxONE
.rpm (s390x)

Mac
.pkg (x86_64)

Mac
.pkg (Apple Silicon)

BSD UNIX
.txz  (x86_64)

AIX
.bff  (POWER)

Solaris
.pkg (x86_64,SPARC)

CoreOS
.tar (x86_64)

ChromeOS
.apk  (x86_64)

SQL Server Oracle Database

- Qualys Only 

Bottlerocket OS
.tar  (x86_64)

Container -optimized OS 
by Google
.tar (x86_64)

GenToo
.tar (x86_64)

Cloud Agent 

ẑ OS

https://success.qualys.com/support/s/article/000006675


SwCA ṕSoftware Composition Analysis Ṗ

 

CI/CD

 Software Atlas Ḳ

OSS

60Ṿ

 C/C++

C/C++ TruRisk

 

Jira ServiceNow

 SBOMṕCycloneDX Ṗ

UI API CycloneDX  v1.4Ṋv1.6 SBOM

 

OSS

 

1 20,000 OSS API

SwCA
SBOM ¬ º

Ỉ 16

CSAM

VM

CloudAgent

https://blog.qualys.com/product-tech/2025/06/16/building-resilient-software-supply-chains-with-qualys-swca
https://blog.qualys.com/product-tech/2025/06/16/building-resilient-software-supply-chains-with-qualys-swca
https://blog.qualys.com/product-tech/2025/06/16/building-resilient-software-supply-chains-with-qualys-swca


SCA
ṇ ︣ ḭ VM ṇ

Security Configuration Assessment

SCA

1. : VM SCA
Ḯ

2. CIS ṇ ṇ : 200

אל CIS ṇּפ ︡ Ḯ
3. ṇ : ︡ḭCIS ṇ

שּ ṇ Ḯ

4. ṇ : CIS ṇ ךּ
ṇ Ḯ

SCAṕSecurity Configuration Assessment Ṗ

︢ ḭ ︣Ḯ נּ ḭ
ṇ צּ ︣ ṇ ṇ ︣
ṕACLṖ ︡ ḭ ṇ צּ אל ṇ ︣

︡ ︡ ︣Ḯֿכ צּ אל ḭ
︣ טּצּ ︣ḮSCA לּ

ḭ כֿצּ לּ ︣ כֿ ︡ ︣Ḯ

VM

CloudAgent



CARṾ 

Â

ểḲ
jar QID 

jar VMDR

ỄḲ
CAR

ễḲ
(log4j )

(Runtime SCA 
Scan )

ỆḲ QID Chrome 

Â QID
- First Party (

) QID(
) (Python, 

PoweShell , LUA )

- Qualys 

QID

Â

- VMDR TruRisk  

-

80%
Qualys Custom Assessment and 

Remediation 

®#¯

CloudAgent



SwCA ṕSoftware Composition Analysis Ṗ

 

CI/CD

 Software Atlas Ḳ

OSS

60Ṿ

 C/C++

C/C++ ṕELF PE
Ṗ TruRisk

 

Jira ServiceNow

 SBOMṕ Ṗ

UI API CycloneDX  v1.4Ṋv1.6 SBOM

 

OSS

 

1 20,000 OSS API

SwCA
SBOM ¬ º

2026 Ỉ 16

CSAM

VM

: Ruby, Node.js, Go, Rust, PHP, Python, Java Platform, and Standard Edition (Java SE)
ḲCloud Agent (Windows, Linux)

CloudAgent

https://blog.qualys.com/product-tech/2025/06/16/building-resilient-software-supply-chains-with-qualys-swca
https://blog.qualys.com/product-tech/2025/06/16/building-resilient-software-supply-chains-with-qualys-swca
https://blog.qualys.com/product-tech/2025/06/16/building-resilient-software-supply-chains-with-qualys-swca
https://blog.qualys.com/product-tech/2025/06/16/building-resilient-software-supply-chains-with-qualys-swca


DeepScan

1. ṕExpanded Coverage Ṗ

: ṕPackage Manager Ṗ OS

:

2. ṕCustomizable Scope Ṗ

: ṕInclusion Ṗ ṕExclusionṖ

3. 

: CPU ṕCPU utilization thresholds Ṗ

: ṕRandomized delays Ṗ

4. 

: Deep 
Scan Result

: Detection Sources Deep Scan

Qualys Deep Scan ṕ

Ṗ

2026 4 13VM

: OpenSSL, Notepad++, MongoDB, XnView, Devolutions Server, PHP, Node.js, Opera Browser, cURL
ḲCloud Agent for Windows version 6.2

CloudAgent

https://blog.qualys.com/product-tech/2025/05/27/eliminate-risk-with-precision-introducing-vulnerability-detection-sources-in-vmdr
https://blog.qualys.com/product-tech/2026/04/13/deep-scan-expanding-vulnerability-detection-beyond-traditional-boundaries
https://blog.qualys.com/product-tech/2026/04/13/deep-scan-expanding-vulnerability-detection-beyond-traditional-boundaries
https://blog.qualys.com/product-tech/2026/04/13/deep-scan-expanding-vulnerability-detection-beyond-traditional-boundaries
https://blog.qualys.com/product-tech/2026/04/13/deep-scan-expanding-vulnerability-detection-beyond-traditional-boundaries
https://blog.qualys.com/product-tech/2026/04/13/deep-scan-expanding-vulnerability-detection-beyond-traditional-boundaries
https://blog.qualys.com/product-tech/2026/04/13/deep-scan-expanding-vulnerability-detection-beyond-traditional-boundaries


ṕSwCAṖ

SwCA

Ṋ Yes Yes No

Limited Yes No

No No Yes

Limited Yes Yes

No No Yes

VM Scan

Deep Scan 1 ṕ 1 Ṗ

SwCA OSS

CloudAgent

VM

Qualysχᶆ ЈрЂ˔ˢCloud Agent ʺКАЕм˔ϼІϺаЗ˔ʺОАЄ
УЈрЂ˔ʺAPIσςˣΥϯϼЈІπΦϥ ӽʺΣϢό σ꜡ ṛᶊ
ˢCPEσςˣτЫАСрϽπΦϥϜχψ τᴦ♪ᴟπΦϘβʻ

Å ϱрІЕ˔иήϦθ ʾϷ˔ФрЊ˔ІЊТЕϳϴϯ: Windowsʺ
macOSʺLinuxʺUNIXḕẽτОАϾ˔ЅЫК˔Ѕа˔ˢRPMʺDEBʺMSIʺ
EXEσςˣὊ πϱрІЕ˔иήϦθ︠ σϯФзϾ˔Єр

Å Д˔ЌЦ˔ІʾWebЂ˔Н˔: ϱрІЕ˔иήϦοΜϥД˔ЌЦ˔Іχ
ϱрІЌрІʺН˔Ѕдрʺᴶ Ъ˔Еʻ

Å ЊТЕϳϴϯχжϱТЂϱϼиʾзІϼ : ᶆЊТЕϳϴϯχEOL

ˢЂЪ˔Е ˣ/ EOSˢ ˣχ ʺжϱЈрІЌϱФʺΣϢό פֿ
τ ξΨTruRisk ІЀϯʻ

Å ЀрГЗḕẽ χЀрЪ˔КрЕ: Qualys Container Security ˢCSx ρχ ›

τϢϤʺЀрГЗχЦ˔ІϱЮ˔ЅτḯϘϦϥAIЊТЕϳϴϯϞжϱУжз
ˢSCA: ЊТЕϳϴϯ  τϢϥӢ ḩἰχᴦ♪ᴟˣʻ
Å AIʾLLMḩ Ɫ▀ˢΩ Ṑ ˣ: זּ πᴶ ΰοΜϥAIЯДиϞʺЄаЖ˔ITᴟ

ΰϞβΜΩ χMCPˢModel Context Protocol ˣЂ˔Н˔ʺGPUД˔Ќʻ

https://docs.qualys.com/en/ta/release-notes/total_ai/release_1_7.htm
https://docs.qualys.com/en/ta/release-notes/total_ai/release_1_7.htm
https://docs.qualys.com/en/ta/release-notes/total_ai/release_1_7.htm
https://docs.qualys.com/en/ta/release-notes/total_ai/release_1_7.htm


File Integrity Monitoring
CloudAgent

ṕFAM
Ṗ

PCI DSS HIPAA GDPR NIST

90%

ṕ AWS Azure Ṗ

ḭ ḭ ḭ

ḭ ︡ḭ ṇ ︣

FIM



EDR Ṿ Endpoint Detection and Response

®#¯

1. MITRE ATT&CK ṇ ṇ
Qualys EDR ḭMITRE ATT&CK ṇ ṇ אל ḭ
ḭEDR קּ לּ ︡ Ḯֿכ
ḭ ︡ḭ וֹ ︣ כֿ צּ
︣Ḯ

ףּ .2
EDR 3.7 ḭ צּ אל ḭ

ḭ ṇ ḭ צּ ︡ Ḯֿכ ḭ
צּ ︡ ךּ ︣Ḯ

3. 
EDR 3.4.1 ḭ ḭ אל
ḭ ṇ ṇ אל ṇ
צּ אל ︡ Ḯ ṇ ḭ ṇ IP

פּ ︣ כֿ ḭ ṇ
קּ ︣Ḯ
4. MacOS Intel Cloud Agent EDR ṇ
Cloud Agent for MacOS Intel 6.0 ḭEDR ṇ ṇ
צּ אל ḭ ḭ ḱ ḱ

צּ ︡ Ḯֿכ ḭMacOS
ṇ צּ אל ︡ Ḯ

5. MITRE ATT&CK
Qualys EDR ḭ2024 MITRE ATT&CK ךּףּ ḭLockBitּף
Cl0P ṇ 100% ︡ḭ
ךּ ︡ ︡ Ḯֿכ ḭQualys EDR

צּ אל ︡ Ḯ

EDR

CloudAgent



The quote placeholde 
have pre-formatted 
text. 

Use Tab or Increase List 
Level to get to the next 
text level and its 
formatting

Quote (Level 1)
ðSource (Level 2)

The quote placeholde 
have pre-formatted 
text. 

Use Tab or Increase List 
Level to get to the next 
text level and its 
formatting

Quote (Level 1)
ðSource (Level 2)

The text placeholders 
have two levels of text

Use Tab or Increase List 
Level to get to the next 
text level and its 
formatting

Level 1
Level  2

Remove those 
ǇƭŀŎŜƘƻƭŘŜǊǎ ȅƻǳ ŘƻƴΩǘ 
need. 

Qualys Cloud Agent ḭ
ḭ

ṇ ṇ ṇ : VMḭPCḭSwCAḭCAPSḭCARḭPatch  Management ḭCSAM ṇ ṇ
ṇ אל ךּ ︣Ḯ ֿכ ṇ ṇ ṇ ￼ḭ ṇ

ṇ (BSOD) ︡ ︣Ḯ

Qualys ּצ ︣ כֿ) אל )  :
Å ṇ ḭ ṇ ḭ Ḯ
Å ṇ אל ךּ ︣ Windows ṇ ṇ ṇ / ṇ

Å ︡ ḭ ṇ ṇ נּ ṇ
ṇ ︣ ṇ Ḯ

Å ṇ ṇ ṇ ︣ ḭ ṇ ḭ ḭּף ṇ ṇ
ṇ ךּ ︣Ḯ

ÅWHQL ṇ (Microsoft אל ḭ ṇ אל ךּ ︣ ṇ
Windows אל 4,000,000 ṇ )Ḯ

: Qualys ṇ ( ṇ ) ḭ פּ ḭ
נּ אל ṇ אל ︣Ḯ rmḭkillḭmv 

טּ ︣ ḭ צּ אל ךּ ︣Ḯ

ṇ ṇ : Windows OS אל EDR ּף FIM ḭ ṇ
ṇּצ ︣Ḯ ḭ ḭ ḭּף ṇ טּ ḭ ṇ
︡ Ḯ Linux ּף Mac OS ḭ ṇ ṇ אל Ḯ Qualys 

ḭ ︢ ṇ ︡ Ḯ ṇ ︣ ḭ
Microsoft ּ︡ך ṇ ṇ ︡ ṇ אל ︣Ḯ

CloudAgent



Cloud Agent

ḲDeploy Cloud Agent Using Qualys Scanner

Qualys ︣ ḭ ṇ ṇ ṇ כֿ
ḭשּ ṇ קּ ︣Ḯ ḭ

ṇ Windows/Linux ṇ
קּ ︣Ḯ

 
-  Windows -X86 -32/64
 -  Linux -X64 -RPM
 -  Linux -X64 -DEB

Åֿכ ךּ Ḯ כֿ
︣ ḭQualys ṇ TAM ּף ךּ שּ אל

Ḯךּ
Å ṇ צּ ︡ ךּ טּצּ ︣Ḯ
Å ḭUnix ṇ SSH ṇ צּ אל ךּ
טּצּ ︣Ḯ
Å ḭWindows ṇ SMB ṇ Windows ṇ

ṇ צּ אל ךּ טּצּ ︣Ḯ
Å לּ ḭ ṇ צּ
אל PC/SCA ṇ (Windows Unix) ּצ
טּ טּצּ ︣Ḯ
Å Windows ︣
Å Unix
Å ￼ ṇ ṇ ︡ שּ Ḯךּאל
Å ṇ ṇ ṇ צּ ︢ ṇ טּ כֿ
︡ ︣Ḯ

https://docs.qualys.com/en/vm/latest/scans/deploy_cloud_agent.htm
https://docs.qualys.com/en/vm/latest/#t=authentication%2Fwin_windows_record.htm
https://docs.qualys.com/en/vm/latest/#t=authentication%2Fwin_windows_record.htm
https://docs.qualys.com/en/vm/latest/#t=authentication%2Fwin_windows_record.htm
https://docs.qualys.com/en/vm/latest/#t=authentication%2Fwin_unix_record.htm
https://docs.qualys.com/en/vm/latest/#t=authentication%2Fwin_unix_record.htm
https://docs.qualys.com/en/vm/latest/#t=authentication%2Fwin_unix_record.htm


נּ

01
( EoL/ EoS)

CSAM ︡ḭ ףּ
6 ṇ ṕEoSṖ נּ ṇ

︡ ︣Ḯ

וֹ

02
ṇ ṇ

ṇ ︣ ṇ צּ שּ︡ אל ךּ ךּ ḭ
צּ אל טּצּ ︣Ḯ

03
ṇ

︢ ṇṕ ḲPCI
ṇ Ṗ ︡ḭ IT/

ṇ ṕEDRḭ ḭSplunk Collector
Ṗּצ ︡ ךּ ︡ ︣Ḯ

04 ḱ ṇ
ḭּט ךּ ךּ ṕ

טּ ṇ ṇ ṇ
Ṗ ︡ ︣Ḯ

CSAM 3.0 ḭTruRisk  ︣ צּ ךּ ︣Ḯ

*Qualys Threat Research Unit (TRU) ḭּט ףּ
נּ 450 5,200

ṇ אל

Qualys TRU EOL/EOS

V אל ︣

V SW: 5500 ṇ  30 S/W ṇ  

V HW: 1400 ּף  21

V CPEḭCVEḭ

V ︡ ︣

BLOG ⁹

CloudAgent

https://blog.qualys.com/product-tech/2024/02/12/csam-drives-accurate-trurisk-scoring-with-eol-eos-unauthorized-software-and-missing-security-agents?utm_source=chatgpt.com
https://blog.qualys.com/product-tech/2024/02/12/csam-drives-accurate-trurisk-scoring-with-eol-eos-unauthorized-software-and-missing-security-agents?utm_source=chatgpt.com


Qualys 



Continuous Monitoring

®#¯

Ẍ /

ṇ

ṇ ṇ

CM

IT ︣ ṕ Ḳ ṇ ḭ ṇ ḭ
Ṗ

ṇ ṇ ṇ ︡ ︡ḭ צּ
טּ ṇ

ṇ
ṇ ṇ ḱ קּ

ṇ API ṇ ︡ḭSOAR

VMDR ṇ ḭ פּ
צּ

Ẍ

ṇ ṇ

ךּ︡
ṇ ṇ ךּ︡ צּ אל

ḭ

ṇIT
ךּ צּ ṇ אל

︡ḭ

ṇ ṇ ḭ ṇ
︣ טּצּ

ṕDNS ḭ IP Ṗּצ
טּ

ḱ ︡ḭ
ṇ ṇ ︡

VM



CertView

®#¯

CERT

ṇ ṇ

צּ ︡ḭ ︡ ṇ

ṇ ︣ ︡

PCI DSS ךּ ṇ ḭ

ṇ אל SSL ︡ḭ

פֿ ḭ ḱ

פּ ︡ḭ

ṇ ︣ SSL/TLS ︡ḭ

︡ḭ ṇ

ךּ ṇ ḭ ḭ ךּ ṕ ḲTLS 1.0Ṗ

וֹ ḭ︡וֹ

CAṕ Ṗ CA ︡ḭ אל ךּ CAךּ

ṇ ṇ טּ קּ ṇ ḱ

ṇ ṇ ṇṕ ḭ Ṗ ךּ

API CMDB ITSM ḭ ṇ צּ

VM



VMDR Mobile Qualys VMDR Mobile ṕVulnerability Management, Detection and Response for 
Mobile Devices Ṗ ṕiOS/Android Ṗ

®#¯

Mobile

iOS/Android ḱ

ṇ ḭ ṇ ḭ

OS
OS ︣ CVE ḭCVSS TruRisk
וֹ

ḱ
ḭ ṇ ḭJailbreak

CIS ṇ ṇ

TruRisk ḭOSḭ ︡ḭ

ṇ ṇ ṇ ḭ ḭ ṇ

אל ṇ PC ṇ ṇ ṇ

ṇ ṇ

BYOD לּ ︡ḭ ṇ

טּ ︡ḭ ︣

ḭ ḱ פּ

ḱ ṇ ṇ ḭ ṇ

PCḱ ṇ ṇḱ 1 ṇ

SEM



Qualys Flow
QFlow

Qualys Flow  ḭQualys ṇ אל ṇ ṇ ṇ ṇ ︣Ḯ
ṇ ṇṕFlowṖ ḭQualysקּ ṇ ︢ ḭ ṇ

ḱ ︡ קּ ︣ḮQFlow ḭ ḭ ṇ ḭ ṇ טּ ḭ ḭ
ḭ ṇ ḭ ḭ ︡ ︣ḮQualys Flow ḭ

︣Ḯ

ṖṡAWS S3 ṇ צּ
ךּ כֿ ︣ ṢḮ וֹ AWS CLI

︣ Ḯ

Get Started with QFlow

Blog: Use Qualys Flow to Automate Detection & 
Remediation with No-code Workflows

תּ︣ נּ 167 ṇ

TotalCloud

https://docs.qualys.com/en/qflow/latest/getting_started/get_started_qflow.htm
https://docs.qualys.com/en/qflow/latest/getting_started/get_started_qflow.htm
https://blog.qualys.com/product-tech/2022/07/20/use-qualys-flow-to-automate-detection-remediation-with-no-code-workflows
https://blog.qualys.com/product-tech/2022/07/20/use-qualys-flow-to-automate-detection-remediation-with-no-code-workflows
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