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FREINA:

Scans -> Option Profiles -> [Compliance Profile in Use] -> Scan



Configure Scan Performance Settings Tum help tips: On | OFf

Settings

Select a performance level or customize performance settings for network analysis
Enable parallel scaling for Scanner Appliances

Overall Performance Normal v

Hosts to Scan in Parallel
External Scanners 15 W
Scanner Appliances 30 v
Processes to Run in Parallel (per Host)
Total Processes 10 v
HTTP Processes 10 v

Packet Delay
Packet (Burst) Delay Medium <

Port Scanning and Host Discovery

Intensity Norma v

Advanced Tuning Options

Scan Multiple Slices per Scanner O
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Scans -> Option Profiles -> [Compliance Profile in Use] -> Scan
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Scans -> Authentication -> Overview

Policy Compliance v

Dashboard Policies Scans Reports Exceptions Assets Users

i= Scans  pC Scans SCAP Scans Schedules Appliances Option Profiles Authentication

Overview
Credentials Breakdovn | Al 138 passing 0 || Fatng 0 || Problematic 0. || invaut 0

Credentials not used within the last 30 days.
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New Compliance Profile Launch Heip

Compliance Profile Title System Authentication Records

n records automaticaih

Allow the system to create authent ing the scan data discovered for running instances. In follow up
Scan sc a reated records. Learn more about instance discovery and

System Authentication b3

Instance Data Collection

ans to instance discovery and record creation for the se!
red for Windows targets. Compliance

nology. Unix authentication is
nts will not be performed for

Additional

Login credentials for system created records are saved in Oracle system record
m th

templates.Choose the template you

Oracle system record tempiate: | select

#E

Qualys . Apache Web Server, IBM WebSphere App Server, JBoss Server, Tomcat Server
. Oracle ® HEMRH & BB L 22— RIERZ S AR— ML TCWET, BEENZ—7 v b
THEEDA L AR ABEITLTCWAEAT, RBifL a— FE2FEICERTS L0 b
R R 2 MR 5 2 L e BRI LET. TAUCE Y. BEEL a— REFETF
W% & X ICHAET D ALK I ADRER S, ALK I A0 £

Windows DEEGE L 21— KO FEFH

Scans -> Authentication -> [Windows auth record in Use]



New Windows Record Launch Help

Record Title Login Credentials

Windows Authentication

Assets O Local

Comments @© Domain

Domain type Active Directory ¥

(] Follow trust relationships
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SRTE/NA:

Policies -> New -> Policy -> Create from Host...
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Create a New Policy

Choose a policy source
How do you

w do you want to begin your policy? Select from the options below to start creating your new policy

Empty Polcy Ex
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BRIE/NA:
Policies -> [Policy in Use] -> Assign Assets

Policy Editor Tum help 8ps- On | O Launch Help

Overview
CIS Benchmark for Apache Tomcat 9, v1.1.0 [Automated and Manual, Level 1 and Level 2]
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Policies -> Policies
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Overview

CIS Benchmark for Apache Tomcat 9, v1.1.0 [Automated and Manual, Level 1 and Level 2]

Policy Information Assigned Technologies (4) Edit Asset Groups (0)  Tags (1)

Edit | Hide
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Apache Tomcat
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FHEINA:

Scans -> Setup -> Inactive Instance Purge

Inactive Instance Purge Setup @ x

sset can have multiple technology instances. Enable this purge
evaluated within the specified timeframe. This is especially
keep Instance data for all previously discovered instances even if they are no longer pre:
Il only purge an Instance If at least one instance of the same technology type was evaluated withi

Purge instance when not evaluated for | 30 days (1-365)
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Scans -> Appliances
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FHEINA:
Assets -> Setup -> Middleware Assessment

Middleware Assessment Setup 2 x

Enable Middleware assessment on agents activated for config assessment as soon as the middieware technologies
are detected on your assets.

Enable Middleware Assessment by default
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BRIE/NA:

Assets -> Setup -> Asset Tracking & Data Merging -> Asset Merging
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Asset Tracking and Data Merging Setup x

ang/or unautnenucateq/autnenticalea scans witn Agent correlation laenumer enanieq
Unique Asset Identifiers

=
Select this option if you do NOT want to merge scan results for cloud agents or IP scans

Each agent and scanned |P interface of an asset would result in a separate asset record.

(O Merge data by scan method

All scanned interfaces of an asset will be merged into a single asset record (tracked by IP)
Results of network scans and agent data will NOT be merged:; you will get a separate asset
record (tracked by agent UUID) from the cloud agent scan results.

@Meke data for a single unified view

You'll get a single asset record with results from cloud agent scans and results from all
scanned IP interfaces merged for a single unified view of the asset. Assets with a cloud
agent will be tracked by agent UUID and assets without a cloud agent will be tracked by IP.

(OEnable smart merging

We'll automatically detect whether a cloud agent is installed and merge results into a single
unified view of the asset only when an agent is found. Assets with a cloud agent will be
tracked by agent UUID and all the interfaces of an asset without a cloud agent will be tracked
by IP.

Cancel Save
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