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PROFILE TITLE LAST UPDATED CATEGORY PROFILE TYPE

Linux Monitoring Profile for NIST SI-7 Jan 6,2023 Pl LINUX
Version 1.0 Created: Mar 10,2021

Windows Monitoring Profile for NIST SI-7 Jan 6,2023 pCl WINDOWS
Version 1.0 Created: Mar 10,2021

NIST Special Publication 800-53 SI-7 DEHR 1 7 7 4 VIZiX, “ AT LB K
KT 7V —2a b OFETAET 7 AV, BERT 7 AV, L7 7 AV, %
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5l 21X /boot/grub2/grub.cfg, /boot/grub/grub.conf,
/boot/grub/grub.cfg, %SystemRoot%¥bootstat.dat, %osystemroot%¥win.ini etc.
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QUERY TITLE DESCRIPTION LAST UPDATED

Windows Update Activity Microsoftissues periodic updates to fix known flaws in Microsoft products and op... ~Jan 6, 2023

Antivirus Scan Activity All program files (executable) that enter a system go through the antivirus scan.Tre... Jan 6,2023
Created: Jan 6, 2023
J

Spot Malicious or Suspicious Files Dropped on the host With File Reputation Status, user can identify if the change on the system is malici..  Jan 6, 2023
Created: Jan 6,2023

Detect Suspicious Web Shells on Exchange Server Greation of abrormal content by UMWorkerProcess.exe in Exchange is an IOC (Indi.. Jan 6, 2023
Created: Jan 6, 2023

of Critical ion Files on Windows Systems Configuration files contain information required to control the operation of a progra... Jan 6,2023

Created: Jan 6, 2023
J

mandate forco..  Jan 6,2023

Created: Jan 6, 2023

Deletion of Log Files Monitoring critical log files for any unauthorized modifi

Sunburst Suspicious DLLs Compromised DLLs can lead to massive attacks. The compromised file in the Sola... Jan

Authorized deletion activity on the host This query will capture all the deletions performed by privileged users
Linux Patching Activity Linux patches and hotfixes are released periodically to address bugs and vulnerabil.. Jan 6, 2023

Created: Jan 6,2023
Trusted Executables Dropped on the host With Trusted Source Status, user can easily identify the good changes due to patch... Jan 6,2023

Created: Jan 6, 2023
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Monitoring Profile for Windows Registry Settings amonth ago
Version 1.0 Created: May 06, 2021

Linux Monitoring Profile for NIST SI-7 3 months ago

Version 1.0 Created: Mar 10,2021
itoring Profile for Mi Server 3 months ago

Version 1.0 Created: Mar 10, 2021

Windows Monitoring Profile for NIST SI-7
Version 1.0

Ci

Windows Monitoring Profile for PCI DSS 3
Version 1.0 Creates

3
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Linux Monitoring Profile for PCI DSS
Version 1.0

3 months ago

reated: Mar 10, 2021
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