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<— View Details: SUDOERS

Event Alert: File Read

sudoers

Changed On: 13 minutes ago Jan 25, 2024 at 11:43:26 AM
Category: PCI

By User: root

File Path: /etc/sudoers

By Process: /usr/bin/grep

Command Executed: grep —color=auto -i jerry /etc/sudoers
Audit User Name @ : root (0)

Success Status: yes

sudoers

Triggers

Monitoring Profile:  Linux Monitoring Profile for PCI DSS - DO NOT DELETE
Section and Rules:  Rule-7
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A. Qualys FAM(EESI(CQualys FIMPZ T URNTANRY hEERRUET . DA RTE B
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@ Qualys. cioud Platform

<— View Details: SUDOERS

Event Alert: File Read

sudoers
Changed On: 20 minutes ago Jan 25, 2024 at 11:44:42 AM

Category: PCI

By User: jerry

File Path: /etc/sudoers

By Process: /usr/bin/grep

Command Executed: grep --color=auto -i jerry /etc/sudoers
Audit User Name @ : root (0)

Success Status: no €¢——

sudoers was Read

Triggers

Monitoring Profile:  Linux Monitoring Profile for PCI DSS - DO NOT DELETE
Section and Rules:  Rule-7
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@ Qualys
File Integrity Monitoring DASHBOARD ~EVENTS  INCIDENTS  RESPONSES REPORTS  ASSETS  CONFIGURATION
Configuration profiles [T
h 27 promes
FEEEET [ e 1-210f 21
J 60l RO
@ Windows Monitoring Profile for PC1 DSS Jan 6,2023 PO wiNoows
Version 1 pateme ated M.
Monitoring Profile for Oracle Database on Linux T an 6, 2023 pel
Version 1 ated: S
mport to Proties
Linux Monitoring Profile for PCI DSS Jon 6, 2023 PO uNw
Version 1 ot Mar 10,2021
AIX Monitoring Profile for PCI DSS an6,2023 PO uN
Version 1 ted: Dec 13
Monitoring Profile for Oracle Database on Windows Jan 6, 2023 PO wINDO! ws
Version 1 ated Se 2
Monitoring Profile for Linux 13,20 pel
Version 2 at
Monitoring ProfileforDeblan ez P UNKX
Lightweight Monitoring Profile for Linux PO uNwx
Monitoring Profile for Windows Registry Settings pel WINDOWS
Version 1
Monitoring Profile for MSSQL Databaseonlinux . pewzm Pl UMK
Version 1
Monitoring Profile for Web Server on Linux Dec 13, 202 Po uNx
Version 1 Created: F

Monitoring Profile for MSSQL Database on Windows Nov 17,202 el

FIMIL=)LICBTD ) 1 XMNEIDT=SDFHEMIR T 1 WAV TATSI >

QualysDFIMIL—)LIFEERREZMR THD. UTFTOLSRBEMGZIEEIDLET/ A Xz
R (CHIFN T DIeHDEARRAT S 3> %21 —F —(CIRHLFE T,

a) TAILRA—RZEYIR—bIBT71IL/CR (1)

e /var/*or /tmp/* (/tmp and /var/tmp) in Linux
e C\Users\AppData\Local\Temp or %systemdrive%\Windows\Temp in Windows

b) I—H—BLVTOCRICEI TAILIUSY

ZNIELD. RTA MU BTERSNZI—T T OCRICL > TERSNIZARY bz

A TEDRDCIRDFET, HIRE. SAFAI—T-—NETIDIVANILAMKIT O =Z

FIMZOZD 7 )L O—) UL T 1 ILF—(CEBMTNIEE. TOTOTCANARERAARY
(JAX) ZEKRT D EFRLIZDFT,

BRI >TUS I AEFEAURFIMOEER ) A X+ >ty > Jtikte:
EEHD. TEEIRBR\YS1DRA

Qualys FIM(Z, BRI >FTUZTI>RX BFICT7AILDLE2IT—2 3 IER) £#HadD
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LR (CHBITEDLDICLET,
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€— View Details: 6A5CB4081F34DEA669A656CCAF79031543653F63FCEOBS

ABOUT ASSET
Event Alert: File Create
[ Actons ] 135357-T491
B Microsoft Windows 10 Pro 10.0.19043
64-bit N/A Build 19043
D 6a5ch4081134dea669a656ccafl79031543653163fce0b8b477ab0187721dd876.exe e e
Created On: 2 years ago Oct 25,2021 at 123248 PM mmEEE

W s Identification

DNS Hostname:  135357-T491

NetBIOS Name:  135357-T491

IPv4 Addresses: 1011595132
5cb408134deat669a656ccal 79031 5436531631ce0b8b477ab0187721dd876

1PV6 Addresses

Agent 1D Sfcf1d29-3a0e 4265b8d9-
6a5ch408 17903 77ab0187721dd876.exe was Created
1c42676debdd
Host 1D 340680746
Triggers Activity
Manitoring Profile:  FIM DEMO - Lightweight Monitoring Profile for Windows - DO NOT DELETE
Administrator
3 s Rule110
e: Windows Monitoring Profile for PC1 DSS
wles:  Rule 101
Created On Aug 27,2021 0521 am
Last Checked-n Aug 27,2021 0521 am
ABOUT THE FILE
File Name 65cb4081134deab698656ccal7903154

36531631ce0b8b477ab018772/dd876 ex

B4 2: H—DIT—>120T35Y RIA—A

Z<DYYU1—>3>2Tld #HOI—>1>2 0 TSV RIA—AL v amR—REAREE
ENFET . CNSIFEBCHHI DRSS HEKRRICIEASE. TCO (FRAMBEIX L) ([CHE

R(FIoIgeEN D DE I . Qualys Cloud Agent(FERENDLHEETH D IeH. TFa1 VT4
A0 EIMERIDI—2x > hZ2EA - BIE93FMEAK ZENTEET,

Qualys TruRisk Enterprise Platform(&. FIM (T 71L& 4HER) ottt UF74 77
Uo—23>z— BB TEd3E— DA F—-—J1—AEREULET. £z, 7y MIJICE
DUVVCEIMRU S —REZERAIT D ET. ITEFDNTARUICEFH LW Y haigt

L. FIMAICBE#EREI D EMNTRETT ., I <ICHATEERTOT 7 1ILINR—ZA EIRDRE
"XIEITDIEH. BEACHNBREZEESS(ICIEETETET,
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Activate Agent x

Activate this cloud agent for the modules selected below.

The cloud agent platform will start to continuously perform host assessmen lsand repon security threats
using this agent. A license, if available, will be consumed for each agent activat

File Integrity Monitoring
v
FIM 1 agent(s) will be activated for FIM -

4892 available of 5000 total activations

Endpoint Detection and Response
EDR 1 agent(s) are currently activated for EDR
399 available of 500 total activations

Patch Management
1 agent(s) are currently activated for Patch.
35792972 available of 35793073 total a

Spponedlolo Iyw awsaou 46 ndhgh Agent versions.

_ Cancel | ==

GCP-SD-CAP

B4 3: AT OMNEREODDTSAT7 O RAHEDEEL

Qualys FIM{E, > >5 > FOFESIUBEERN BIGEIRA >S5 > MNERD - T 00—
ZIRMUFT . COMBEFERBRIFRENBETHD . UTOLSIMFEDRMHFCEDNTA>
ST NEBEEBEMTEXT,

ERZIFCRVWI—Y — ([C K DHIBRIRE

ERZFERRVWI—Y — ([CLBFBEEP T I RIERDOZEEDIRA]
IRRA S ETOREDD T 7 A IORELRT 7 A )LORA]
HHEMED 7 A ILDRIEREERE

CDREREIFA >S5 bitEN L L, BlittTF1 VT« LOBREIIRZENE(CHEL T
WU TEDRIZIELET .

Qualys FIMV U1 —>3>(C(F. A>T SA 7 AEBRZIET D L THH TEELRKEI %
RIzIBEIATSA T ALIR— MIEENTED. CINSEFFIMS R FLADOHFKRZRTE
DTY, TNBDLR— ML EICUATDIDDLYA T (CHFETEET,

o AR I—=XDLIR—bk
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o INBDLMR— NI FIMSAF ALK CTEBHicNEREDOTEF2IUFT AN
> MO OFT 1 EFT a0 ZEHICRUE T,
o AT RMR—ADLIR—
0 COAFTIUTIE, BERERRBICHITIBZCFIUTA1>2IFT> MOREER
SEIRLET .
o BENR—ADLAK—k
0 BEN—ADLNR— M. FIMOEAREEN(CHDE L DEECETSD
TENRZAFYV TS gy MEIREUET,
0 CNBDLR—BME BEEDOTFIUFTARAF v —BRXUEET DIEEAD
AEHR R Z Sl U FE T,
0 BENR—ADLNR— MEFHRAIBET. $F(CPCI DSS 4.0DEREEEA(ICH T,
A>T S5A 7 > KRBT ICARI R IR [BE(CEIL TUVRWEE| 285 I(C
BETEET,

AT SATRCEEUTWRWEEIC(F. ECUTD2DDOEERHTIUNEENFT.

o FIM (D7 AILEEUER) MEMMESNTVDEDD, IRTE(FHRE L CTULVRWEE:
CORREF. 2T SATURABRUTF 1 YT BEZHRT T D2 CHEAIIRFIMEER
ZRKHTUVBPCI DSSEMH11.5 (v3.2.1) $KLTU11.5.2 (v4.0) ([GHERLTWVWET,.

o BEMTIONTULRWEE:
Qualys7Zwy hIJA—AEBEUTUVWRWVWEEZIBUE T, EEIDIINRTDOIIATLN
EE(CERD IUFHMDIRERD LD ICTBICIE. D UEBEDRVWEEZIFE L.
BTN T D ENARB]RTY,

Source

B2 4: ABEHZRIC T IEHDFMRA N> Mk

Qualys FIM(&, BEBEMRELD AN hDH S DAEZHEEL TLET,
BRI TOBDTY,

I —Y—DHRIEHR

AR bDIERR

HEF

IRANE JES S ]S

AR FOFEEIR

HEERTET—4. SAFTAODR—FRT b FEFYUY—XOHH BRI
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@ Qualys
€— View Details: SHADOW
ABOUT ASSET [rR -
Event Alert: File Read
Actians qualys-virtual-machine

Ubuntu Linux 22,043
Unknown Manufacturer / Model

shadow

B4 5: T—YDRE

Z<DYVI1—->3>TRFT—HIDORFIHEN30BMRELRSNTED, I TSA 72 REBETTE
BEHRENDEREENSH DFET . Qualys FIMF134 BEDT —FRFIRUS —&FEALTED, 1>
T2 RRERICEIRTDANRY MIBECTOTAL, SBFENRIA L2y IRHZEITD ZENTIRET
9. TNICKD. PCIDSS 4.0CTHRESNTVD 125 ARBDOFT —RFEGZ (LD, 2<DT>TS5A
TORBH G CENTEFT,

E4 6: BINRFIMA Y > 1/R—R

Qualys FIM(Z, BRIBERDOZEEA R MBI 2BENMIEZIRM T BT T AL MYy aR— R

ZRATHED. FICEIDOMIGZE T DEANREEDMHRE(CERZTENTVEY, KT, FIMEEEAEDIA
MERR(CIEBETED. HESNUHERSNLETAZTY MESFENTNET,

@ Qualys «

VMDR ~

Apil29,2023.. ~ @ Total Widgets Count: 20/ 80 . ¢ L@

TOTAL FIM EVENTS SPOT MALICIOUS OR SUSPICIOUS FILES DROPPED ON THE HOST  ffmme FIN EVENTS BY SEVERITY

FIM EVENTS BY PROCESS FIM EVENTS BY USER FIN EVENTS BY PROFILE

S OR——
S

FIM EVENTS BY ACTION FIM EVENTS BY PLATFORM
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@ oualys

File Integrity Monitaring DASHBOARD  EVENTS  INCIDEMTS  RESPONSES  REPORTS  ASSETS  COMFIGURAT

LOG FILE DELETION ON LINUX HOST ~ #— SECURITY LOG DELETION ON WINDOWS HOST ~—

84 132

PERMISSION OR OWNERSHIP CHANGES BY NON-PRIVILEGED USERS ON LINUX UNAUTHORIZED MODIFICATION CRITICAL AUTHENTICATION FILES ON LINUX

III. T—>1 > ML AFIM - R RO—OF)\A RCHIFBFIM

Qualys(&. JuniperOS. Arista. Palo Alto/dEDRY KD =07 )\A R ERMRELE, T—
ST RLADIT7AIVREREHER (FIM) #EeziRtUFE T, COaed. THINBRAF >
BFCRY RNDO— R EDERZIFICHEL TS — MER U, SREDEDKSIREENT
DN DOWTEHRRERZIRHLUET,

v hI—=D5)\A INDFIMEA (., #H#ENRY RD—T04> TS XS TF v DESH.
tFa1UT v BROODTSA VIR ZMIFIDDCEID. FHIREFIUT 1 HKT
9. BRI - ELTDIHA/N\—F2 VT RIRCHENT, RELEE, REDFREE. S
KPEBENREF I VT BREIICH I DIEELPBEHELIRDET,
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@ Ouolys cioua piartorm
Summary ASSET DETARS
g s
D Event Alert : File Content —— o
QID:3BI00 | Asset Name: FLMWR10-CAA0C | Severity: I | _show ostemcs )
Identification
..........

Basic Details N T
Fanatn Changed 0n ——
Juniper Netwark Configuration Drift Feb 10,2024 5821 PM 33 minutes ago e e s .

| 1 racking | Scamedin300 | scomedin 300
| scanmeain 1808 [ 08: Junger 13265 | Low TruRi Seore

[P ey P—p—

Content Change Difference

uniper Network Canfiguration Drift

vs-arista71245x-38-518show running-config all

IV. flifESIHE T DSE

PCI DSS 4.00EH4TE. A>T SA 7> ANTF1UFT 1 EOURDICRHICHLT DTz,

T 7 AIWNEBRIANDZXLDEANRDSNTNET, U L. —BBDFIM (T 7 A ILEEES
R) VUI1—232([CEF BROSOEET 7 A )LICHIG UTZEREMEDSEVWEEIRA L —)L/(S
A—INBRICHESNTNE R A. TOUHEEDORINGE,. BAERZEMIESE. 2R
BZEIDRALIEDFET ., EOLDRFIMYUI—-23>2THDOTH. BREHED. BHIRIE
BBEOEZD 7 ZEHRT DENCDONT, BIBRICTAPEITOILICLTLESL,
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Qualys FIMTI(Z%. 7ty M IICEDWZENGRU S —REREH I D ET. ITERY
F1UTAF—LDNARUIC. FRT7LY bR EBEEREERITDCENTEETT ., I<IC
FAREERTOT 7 AIIR—ASA VR EEZZIEL. BACHHDDEBESS(CEMRUE

9., FIMEEBENRCF1IVTBRUOOATSA T RRHDEERBRERTI N, TNE
MTER<, BAN—CF2UFTFA DI AT LAEKREBE U THEETDIRENSDET,
BEITDFIMY U 1—>3>2(C(E HEEROT—FL 10 - URS KURBITORA BT —F 3]
ZA]BE(C I DAPIHEBEN @D D TLBARETY, Splunk. QRadar. ServiceNow&EDFRA ST+ T
IRNEEE(CHIE UTZFIMY U 2 —2 3> Thnd, &R (RO AREN(CamLEL. J>F
SATUAR, BFaAUT . [TOZBEHEPIEOEEGRB(CIRDET,

“Deploying FIM via a cloud-based security and compliance platform allows enterprises to easily scale
these efforts and take advantage of a consolidated security solution to achieve compliance on a
global scale, while reducing the high costs of multiple point products.”
DSIDRR=ZDEF1UFTABLOOA>TSA TR - TS5y hIA—LZBUTFIM (D7 )LESHER) =
BATDIET, BEGISUEBMDBHFEEHICHGEL. MEaRtF1UTy - YU1—>3>&FALTY
O—/ULBRIETODIA> T SA T2 RZER CTED ERAKC, BHOERNRRICHDIELERIR hEHIRT D &N
AJHE(CIRDZEJ . Robert Ayoub, Research Director, IDC

V. R5—35EUF+

Z<DOFIM (D7 AI)LBEHER) HaDBEPEROFEMNZRNS., —8OFIMYU1—>3>
(CERT—ZEVUFT v (CET 2REN DD EDEWNRENTNE T, BFEDI RIRA> b
ZHIR— NI BCEEHOT—/\—MRELRDIENE L BIRCHMBITEFIDITE™S
NRELIRDHENSDDFT, BE—DOA2Y—IILTFIAEZBADEEZEELENRN L
NHH. ZOHBEFEMDI> Y —)LEACHSTIRAMRELFT. Fe. RAMZEERTD
ZOHICEFEDI—ILEENREERDY U1 —232EHD. UY-IAMRSNIZEF—AIC

EDTRARSREEELRDFBIEFN BEELRATOTTvE3FHI - B—EXDHBENMEICRD
AJEEEEH DX,

INTOFIMV I 21— 320 ST A T XPENTCO FEFIEOX L) ZH##FLD
D, AFMEHRBORRILK(CHIGTEDINDITTEHDDFEA. FIMY—ILDZL (FREY> R7O
SEIDYI)1—-232THDIEE. SIEM. UEBA, BEA A NJEHE, ZOMEERtF2
U« - AT SAT2RX - V—)LEDEENREE(CIRDONE T, ZRRFHPPIRX M2ELE
9. Fe. A2TSD)— RESEIL. DEUEASED(CDNT, D> YILTo T —EIN
WHEEIZDFIMY Y 21— 32PN <HBDFEA. BAZIRTITDRE. TDFIMY U1 —
SAHBHOTFI VT A RV I ERE(SEETEDINE DN, TDENZHIIRIET DL
SCUTLIEELN,

Qualys FIMRR 5, BIMRRT—U>INAEETY . &/INRDTY hPvTEARY NEIRFD

IRA RS —EX(CKD. BFEA>ISADERZABICERL. 53X hOFmEEEE
IRUZE . Qualys TruRisk Enterprise 750 RIS v I A —A&FRAINE. JO0—-/ULH

DATI RTORT—ILZYINRIEET T, e, HRMEDZVXMLAR—XDAPIZN LT
D AT LAEBBZIEETE, GRC. Fo v MNEIES X5 A, SIEM, ERM, IDS/R &, M8

WeF21UF BRI TSA47>R - A5 AEQualys FIMES — AL X(THE - BAT

EE9Y,
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VI. Qualys FIMOYR—BMRRITSY T A—LA

Qualys FIMOBUR— hIRT S R T A —AIUTFDED TY, QualysiE. FTLUWLANR
L—F+4 > OSRTLABRIVOZOTYIFT— MU, BFO2DOI—>1> MUU—X
HRELUTWET, BARNEEE I ITHONTOERBAN. H—EX#ET (End-of-Service)
ZUMZ TOWVRWIARTODI-1T > MN\—=23>6, INBDARL—F+ IS AT L%
HR— K9 3(EI T,

Microsoft Windows 7, Windows 8/8.1, Windows 10** (1507 H\5 22H2), Windows 11
(22H2): FIM 5.3, 5.4

Microsoft Windows 10 IOT LTSC 2019 8 KU 2021: FIM 5.4

Microsoft Server 2003 SP2+ W5 Server 21H2* Server 2022: FIM 5.3, 5.4
(excluding Server 2003)

Linux Red Hat Enterprise Linux 6, Enterprise Linux 7 A*5 7.9, Enterprise Linux 8 M
5 8.8, Enterprise Linux 9, Enterprise Linux 9.1, 9.2, 9.3, CentOS 6 M5 6.7, CentOS 7
M5 7.9, CentOS 8 5 8.5 FIM 6.1, 6.2

SUSE Linux Enterprise Server (SLES) 15, 15 SP1, SP2, SP3, Linux Enterprise Server
(SLES) 15 SP4, Linux Enterprise Server (SLES) 12: FIM 6.1, 6.2

Amazon Linux 2 2017.03 h'5 2.0.2021, Linux 2 2022 ®H—>)LIN\—=3 > 414 B KU
510, Linux 2023: FIM 6.1, 6.2

Oracle Enterprise Linux 8 '5 8.5, Enterprise Linux (OEL) 8.6, Enterprise Linux
(OEL) 8.7, Enterprise Linux (OEL) 8.8, Enterprise Linux (OEL) 6, Enterprise Linux
(OEL) 7 B\ 7.9, Enterprise Linux (OEL) 9.0 ®H—JL/{—=3> 515.0-
3.60.5.1.el9uek.x86_64, Enterprise Linux (OEL) 9.1,9.2,9.3: FIM 6.1, 6.2

Debian 11.x, Debian 10.x, Debian 9.x, Debian 8.x, Debian 7.x, Debian 12.x, FIM 6.1, 6.2

Ubuntu 14.04 LTS, 16.04 LTS, 18.04 LTS, 20.04 LTS, 22.04 LTS, 2210 LTS, 23.04 LTS:
FIM 6.1, 6.2

Almalinux 8.6, 8.8,9.0, 9.2: FIM 6.1, 6.2
Rocky Linux 8.4, 8.5,8.6,8.7,8.8,89,9,9.1,9.2: FIM 6.1, 6.2
Alibaba Cloud Linux 2, 3, 6,7, 8: FIM 6.1, 6.2

VMware Photon 3, 4: FIM 6.1, 6.2



Linux (ARM CPU) Current Release 5.0
Red Hat Enterprise Linux 8.7, 8.8, 9, 9.1, KU 9.2: FIM 4.18, 5.0

Amazon Linux 2 2022 ®H—>)LI\—=3> 414 XUV 510, Linux 2023: FIM 4.18,
5.0 Ubuntu 14.04 LTS, 15.x, 16.04 LTS, 18.04 LTS, 19.10, 20.04 LTS, 22.04, 23.04: FIM
4,18, 5.0

Debian 9.x, 10.x: FIM 4.18, 5.0
Red Hat CentOS 7.x, CentOS 8 Stream, CentOS 9 Stream: FIM 4.18, 5.0

Oracle Enterprise Linux (OEL) 7.9, Enterprise Linux (OEL) 8.8, 9.2: FIM 4.18, 5.0

Almalinux 8.7, 8.8, 9, 9.2: FIM 4.18, 5.0

IBM AIX Current Release 4.17 (scan-based)

IBM AIX71TLI, TL2, TL3, TL4, TL5, TL5 SP4, AIX 7.2 TL1, TL2, TL3, TL4, TL5 (Standard
P XU Enterprise Editions), AIX 7.3 TLO (Standard S KLU Enterprise Editions), AlX
6.1 TLO-9 (Standard S KU Enterprise Editions): FIM 4.17, 4.20

VII. SolarislcHSFD/I\Y S AR—ADFIM

Qualys(&. Solaris L CAF+ > NR—ADFIMZHR—KUTUWLWET, Solaris LOEERR
TJ7AICHITIREREEFITVIZEBICERLU. J\WSIR—-XDFIMZRIET D&
NTEET., UToFEMiIE. [D7MIILEEEHFIVI] BKU [0 L0 NUESHE
Frwvol OO bO-ILICKDTHR—hENTVET (NS5O bO—-ILIAT
(F. T L O RULANILTUNXT 7AILDEGHZFTVIU. I\ aR=-ZADIT7A
JVEEHPOI v TS 3y hOEFIRRERELET)

Solaris 8.%, 9.x, 10.x, 11.x
BED)I\v 21594 T=HR— b~ MD5, SHA-1, SHA-256
BEMF T w2 (Integrity Check) JL—)LIEEHHMNEHEESNTH D, FIMAAR

FHlD—EEE U TR T —FZINELF T . /WS aANR—XDFIMICHITDIEEHE
FTvIIL—)ILZTHERLTZS 0,



New Control: Directory Integrity Check Tum help tips: On | Off  Launch Help

General Information
File System Object Types

Scan Parameters Select the types you want to search from the lst below.

Control Technologies O (q) directory O (b) block (buffered) special

(f) regular file (O (c) character (unbuffered) special
References () symbolic link O (s) socket

O (p) named pipe (FIFO) O (D) door (Solaris only)
Agent Scan

File Owner

Find files owned (or not owned) by specific users and groups. You can enter a mix of names and IDs, separated by commas.

User @ AnyUser O None O
Group

@ AnyGroup O None O
Search Limits

The search will stop when either limit is reached. We'll show this in the Evidence section of the results.

Time limit 600 seconds (60-1800)
“The maximum run time for the search.
Match limit 512 files (1-2048)

‘The maximum number of matches.

Digest
‘The digest of file/directory changes is calculated at scan time and is used for control evaluation.
Choose the algorithm you want to use o compute the digest.

Hash Type: MDS =

Data Type: s v

Description:*

Cancel m

New Control: Directory Integrity Check Turn help tips: On | Off

General Information

Tell us where to search

Control Technologies
We'l start from the base directory. We recommend you set this to something other than root to minimize
the search time and disk utiization.

References
Base directory:* /
Agent Scan
(ex: fusr)
Maximum Depth | 10 v levels (0-15)

Select a depth level for searching each directory. Only directory properties (0), directory contents (1) or multiple levels below the directory (2-15).

(] Search into other file systems found

Selecting this option will likely increase search time.

(] Follow symbolic links

When selected, we'll analyze target destination files and directories. Clear this option to analyze
the symbolic link file tself (without following links)
File/Directory Name

Find files and directories based on name. You'll use a globbing (wildcard) expression.
Tip - We apply the Include fiters first to get matches, then the Exclude fiters.

File Name Include *

(ex: *.conf,".cnf)
File Name Exclude

(ex: named)
Directory Name Include [«

(ex: Nvar)
Directory Name Exclude

(ex: varimp)

File System Object Types

Select the types you want to search from the list below.

Cancel m
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https://docs.qualys.com/en/fim/latest/about_qualys_fim.htm
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VIII. PCI DSS 4.0N\DxFitx

Qualys FIM(Z. PCI DSS 4.00Z#4xHR— U, BEBRICHISTERHRHEEX TULET, EM
[CDWTIE, UTFDY > ozE&BLIEE0N,

e PCI DSS 4.0 FIM Reguirements Simplified with Qualys File Integrity Monitoring

e Qualys Enterprise TruRisk™ Platform Extends FIM with Real-Time Monitoring of
Unauthorized Access to Sensitive Data and Configuration Change Detection on
Network Devices

e Qualys FIM Playbook for PCI 4.0

Feiom

EBTOARER. BF1UFTABE, FAEVOEZARIOAX NS EBRERDNE T B128(C
(F. T7AILREMEAR (FIM) VU1 —>3>(C, J7AIL7OCRER (FAM) . JA X%
EH. I—>1>2 LR Ry RNTI—=2 - BR— MR E, 7DDOARBIRIZHEEENMEND D TUL\BHREN
HDZEI., Qualys FIMVU 11— 3> CNSOMEEE R ICBEEN DILREDE VNI S R
H—EXTHD. EEBRI7Z7AIL. TAIEY. LZAKY - AT MNMIH T BEEZMGH
(CEERRUZE T,

Qualys FIM(&. PCI DSS 4.0. HIPAA 2023. CCPA. GDPR/&&ED S TS5A T ABHEADEE
BEZIELUEI. [Qualys TruRisk Enterprise Platform] &BIEHRAFIMS A IS URERY
BTET, Po5— MDA XZERETEDEN AR MDOEEE, I<ICEXBIL—IL. FE
SNEBBA>TUS IR ZERAFENDE. 75— MNMIEEHROTFI NI B EhT]
BET9, Qualys FIM(EZ., fDFFIRTDFIMY U1 —>3>2 EHEUT, KDIEWTCO (R8P
BIOXDN) EBNESRFTLINTA X RZFKIRUDD. RN EEDAIRIL & EEFRHEE
BHUET,

Qualys FIMDE>, BRERXT7S— K (75— h /A4 X) . BEERNEES, Y1/)\—tFa21UF~
DX ODERZEEHANEDL D CTIEUTVDIMCDWVWTIE, FER—7EBLLEE0,
¥ L < (Z: https://www.qualys.com/forms/file-integrity-monitoring

Simple Migration
~  Full migration in less than two days

I ~  In-product support for smooth transition

. I v Free Qualys sales engineering support as needed

2 Qualys FIM
C‘“ et dededr

About Qualys

Qualys, Inc. (NASDAQ: QLYS) is a pioneer and leading provider of disruptive cloud-based Security, Compliance and IT solutions with more than 10,000 subscription customers worldwide,
including a majority of the Forbes Global 100 and Fortune 100. Qualys helps organizations streamline and automate their security and compliance solutions onto a single platform for
greater agility, better business outcomes, and substantial cost savings. Qualys, Qualys VMDR® and the Qualys logo are proprietary trademarks of Qualys, Inc.

All other products or names may be trademarks of their respective companies.

For more information, please visit qualys.com
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