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Sync your IT Assets Inventory between Qualys and Sync your IT Assets Inventory between Qualys and
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Size of Auto Approval batch - This property defines the ‘limit' for Auto Approval job to pick assets from qualys assets table. @
30

Download Processing Batch Size - This property will defines the limit of sync queue to be picked by download processor to process. @

10
Size of Download batch - This property defines the 'limit' for API calls in download type sync queue and Download processor will pick up only these many records
from queue at a time to process.

10

Size of Upload batch - This property defines the batch size for sync queue. Upload processor will pick up only these many records from queue at a time. @
10

Max Transaction Lifetime (in minutes) - Stop transaction after these many minutes. @

10

API Timeout Setting (in milliseconds) - This property defines the API request timeout period in milliseconds.(1 minute=60000 milliseconds). @
300000
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Enable AIS (Beta) - Asset Identification Service to sync managed and unmanaged Asset to Qualys. @

’ False v ‘

Enable OneWay Sync - Sync assets from ServiceNow to Qualys @

’ False v ‘
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< Resource Details: 48806181-3355-4d82-9054-813e373d9b86
3> CLOUD METADATA

A/ INVENTORY ServiceNow

Asset Summary

VEN01459  VEN01459

System Information

Network Information

B ven01459
Open Ports &

First Discovered On: Mar 18, 2025 05:11 PM
Installed Software

Traffic Summary

. . Custom Attribute
Business Information
Description Business Unit
% SECURITY Demo Asset in ven01459 -
» COMPLIANCE Lease ID Warranty Expires
LeaseCo-0199 2026-03-14
Y/ SOURCES
Summary
X Identification Attributes
Passive Sensor
IP Address MAC
CAPS . R
Agent Summary FQDN Hostname
AzureVM2205xyz AzureVM2205xyz

Alert Notification

Bios Serial Number
ServiceNow -

Comments
Sync'd by CMDB Sync at 2025-02-11

17:00:25

PO Number

B876123

31

Net Bios Name

Bios Hardware Uuid

Source > Summary@E®DExternal Source T (CServiceNowd 1 JLAARREN, —HITBCID TV —

RRAT1TFHF—; (sys_id) HERENET,

< Resource Details: 48806181-3355-4d82-9054-813e373d9b86
3 CLOUD METADATA

37 INVENTORY

Sensors

Asset Summary

System Information

A Azure

First Found

May 22, 2023 04:46 AM

Network Information

Last Seen
2 hours ago 01:51 PM

Open Ports
Installed Software

Source Native Key

Traffic Summary 48806181-3355-4d82-5054-813e373d9b86

Business Information

> SECURITY IHE N N BN B = =

External Sources

> COMPLIANCE

% SOURCES
Summary now  ServiceNow
ven01459
Passive Sensor
First Found Last Seen

CAPS Mar 18,2025 05:11 PM Mar 18,2025 05:11 PM

Source Native Key

Agent Summa
g 4 4994cdb9fba29e10beaef5c87befdcbd

Alert Notification
Identification Log

ServiceNow

now ServiceNow
ven01459

First Found
Mar 18,2025 05:11 PM

Source Native Key

19b9f8ff1b65f1d0751843f3ccbcha7

Identification Log

Last Seen
Mar 18,2025 05:11 PM

ESEDKSIC. Source > SummaryBEICEE DServiceNowd 1 LR RENDHE(S.

DQualys 7Y MMZ—KIBERULECINH D EZRLTVET,

CMDBIcZ
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C7ty hZERHIT2RENH D XTI, CMDBEEFHENFERA. 7 FUIRIREZFERL T—HI BCI
ZHAIL. —9 3Qualys7tzv cMADCIDsys_idSi8% Qualys7ty MEET—TILICEIRUE
9, ZDT—TILIE, ServiceNowHh 5QualysNDRT Y 21— )LEERL L TRITT DERICSTRE N,
Qualysh'&CIEH L TED 7Y hZEBH T IHNEBIETEDLSCLET,
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ER

< Resource Details: i-04997af2fed5694d6
> CLOUD METADATA
3/ INVENTORY SenSOrS
Asset Summary
Ml EHN =N =N o =N =N =E o
System Information & .
I CMDB EC2
Network Information =
Open Ports ! First Found Last Seen ! First Found Last Seen
W Apri14,202404:13PM Feb 14, 2025 06:54 PM Dec 9, 2022 06:31 AM 5 minutes ago 04:07 PM
Installed Software I
Source Native Key Source Native Key
Traffic Summary I ef5ae8b7db693990562069091396199 04997af2fed5694d6
Business Information ol =N BN BN E B BN = g
% SECURITY
ARt External Sources
Y/ SOURCES
Summary
Passive Sensor gl
CAPS i
No external source available
Agent Summary This is where you'll be able to view the external sources of this asset
Alert Notification

HRY LEMZ Qualys \Ix(E

H2R5 LEMZQualys(TEET B35E (. ServiceNow TQualys2RT Y 2 —)LICBMZEIEE T Dai(C,
9 PropertiesBE TA T 3 VEBWHICTIRENHD XY,

Enable Custom Attribute - Sync custom asset metadata attributes for MANAGED asset to Qualys. @

True

CSAMIZZRKR20fBDHRY LBEZ T R—EULERT,
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AP SourcesEIE T3, FHAT 2Qualys1 VY RYVRZERL. RFABZHIEHTDIA T3V e
Qualys®J., 7ty cJIL—7, VI D7, SBAEL SServiceNowNDS DY O— RZEFIEHT 2
ATV aVERHEULED,

BE. Qualys APIY —R(E—D7E(FHEARALET,

= S::vlrsecﬂCredentlals ¢ = - [ Submit ][ Test Connection ]
* Name | ] Active &
* POD [ | Ql Created [ | ﬁ]
MID Server [ | Q] Updated [ ‘ ﬁl]
* Username [ ] Qualys to
ServiceNow Sync
* Password [ ] Count
ServiceNow to
Enable Qualysto ||
ServiceNow Sync? Qualys Sync Count
Enable ||
ServiceNow to
Qualys Sync?

Validation Not Validated

Sync Software Catalog | Sync Asset Tag/ Asset Group | Sync Certificates |

Sync Software [_|
Catalog

To enable software catalog sync, check the "Sync Software Catalog" checkbox.
Software catalog data will be added in staging tables.

Sync Software ||
Catalog to CMDB
To sync software catalog data to CMDB, check the "Sync Software Catalog to
CMDB" checkbox.

[ Submit ] [ Test Connection ]

MIDB—/I\=DJ 1 —=JLRIE. AV TFLZRDServiceNow Y RH Y REHFEDIHSE, F/zlFQualys
BITROVTY 3V TMIDY—/I\—DIPZERDA M) R NCEFRLU TVWDIBEICOHRETT,
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(AN




@ Qualys.

NN TSO9F74R: 2 T)VIgBREERU TREEERZRILEY. 1) HTIXOUT2 3>
EIRA LTSS —5Y D Qualys POD Z3ERU., 2) ¥YR—Zv— O—-J)L&F2I1—5—-D
IS —&RIBIRZANDL. 3) #ERZTAMULET,

Vohoxz7hyQT, 59, 7y hIIL—7, SAEOEHF T VIRV I REBMICT D E,
CMDBEHAZ VDRI Y a—)LYy3TlCE>TINESOT—oyHBEIHNICEEHENE T,

AT a1 —)LEEA

2T I21-NATY IV, BBEOBMEICE > TREDET :

e QualysHh5ServiceNowA : 7wy hE@BENCEN. BEIDIRY ND—D1VFT1—
R T7AIIRTA VI LD, SBRE. V5O RXSYT—5%CIICEHE

. ServiceNowb\BQualys/\ Qualyslc7v 70— R327ty hELUEEET IEIRRAXSY
T—%. hRYLEM. ZUTCIHQualys7Pty k&E—BURWMEEICQualyszE#H I 2575
ZIEEI DA TV
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@ Qualys.

RANTSOT 14 R: BRXE(BREIRAXIT—HIDHRIYA X%TIN\v I T 25E6E. 7Y
T—3a3vO0JDOIYVRYICHNZA T, FfF21—OR10—RFfI=ZERLES,

BIEAR T Y 2 —)LSBE DER

BE. ABRBTRERT Y 21—)L4ABECENS1BIBXTOFTERITESND LS ICRESNKT,
BEEAA@ICENT, RYAOEMHEROAELREI BB IO KX O HE-HINDND KT,
BHEORTY 21— TR FIDORELEEICEH SN Y ~OHLEEAENET,

PTUNRRT Y 21— &RTI2E-E. RECEENZ 7Y FOBPATY 3 vO7y MEHE
(VIRDI7RE) BEDRT V21— )R EICE>TERDET, £/, fttdServiceNowI—2 0
— RPFBTRER Y Y —R(CK > THHEER(FDUREENH D FT . QualysDTRKTIE. T 74l
NEEE SRR EZBINT D 2 &< @Y A XDServiceNow1 Y RY Y R%&FRALT, 77

DA BICS AU EDEBEEZFDINRTOT7 Y MERZREETER ZENREINTVET,

FIVIRAV R DI —ILRAFERTDE. RTYV1—)LF 1 —BRBIEIREBDRYT Y 21— ILETRIICT
NRTO7 LYy COBEANTET U TULWRWNSEE, BIRDRT Y 1 —)LHDlLIcE 2 ANSEBRTEX
ER

NRRNFS9F 1 R : Qualysh*5ServiceNoWNDRADFTLREATIE. INTOF Yy hH RIS
INBDETRT Y 21— )L%ZPeriodiclCRE L. 205EUADERTEITL T ES L,

ZNnlEED. RYDEEAZTRERRDIRICTE T TEXT,

APl L— IR BEC & ICEETE SN2, &K DIERICEITT 2 & FHAICRIREA RLE T D OJ4E
HENBHDET,

EHNRR T Y 2 —IL T, BIDDRT Y 1 —ILETFLEEICEBFSNEZT LY fOIHHBHFEINE
o RTIV21—)DRITBENSWVEE, RTV1—-ILETSELTOYO—-REND 7Y O
FDELBEDET,

Qualys to ServiceNow 2732 —)L

AHvO—RETFT—AZTBRTIOLER

QualysHh5ServiceNoWNDRT Y 1 —)LUD IR KNUH—End &, Y0ov0—-R7O0tvd—
3’37 (App Scheduled JobsBIEA) D1DICk> THEEN., BRSNEZ7EY kOIS OYO—R
SN, QualysRT—I VI T—TILICBAN/BFHINET, 7y hHESRIND L. QualysRT—Y
V7 —%(ETransform MapsZz/ U TAUE= ., Class Maps & Transform Maps(cE DWW T, &R
Sz CMDB Cl LO—R([CBA/EFHFEINET,

AGRIE, BIREIN=T7 Y LMW U TApproveh Y Va0 1w O3 BEFENTITIONES, RTYa—
IVEITIFICRT Y 2 —ILEEDAuUto ApproveF T v IRy U ZHNEIRSIN TV DB E(EEEIICITH
nxd,

Qualys CMDB Bi-directional Sync” ). K7z(dPropertiesBEAD Identification Enginet 7>
3 VYHNEIRENTZCMDB Sync7 FUZERT 2%BE. 7 FURET7PEY hF—HZIRECEE L.
CMDBY SR TRhE7 Y hZ/ERF/2IFEHRILE T,

Qualys CMDB Sync? U (&, PropertiesBE®DTransform mapA 7Y 3V FRAYI 256, 65

B%ZEAL T8I SCMDB CISZRELER T, COE—REFFEHEETHD. 7TVDSHEDOV -
THIFRENZFETI,




_ Schedules
~ QtoSN-AllAssets Every 4 hrs

Name [Q to SN - All Assets Every 4 hrs ]

Active [@

* APISource |TAM-LAB

[a][e]

> Sync Direction [ Qualys to ServiceNow vl
Download Assets |2023-11-0111:07:09 |@|
Since
API Filter
Cl Operation [ Insert and Update v]

Auto Approve [

Exclude [ ]
Unmanaged
Assets

Qualys to ServiceNow Sync | Meta Info '

¢ ¥ =

= | Update || Execute Now || Delete |

Run [ Periodically

Y]

Starting [2023- 12-0111:07:09

=)

X Repeat [Days |0

]

Interval

[Hours |04 |00

|00

Last Run [2023- 12-03 15:07:36

=)

l

Last Fetched Host ’
Id

2

Sync Ports Info [
Sync Volumes Info [

Sync Network [
Interfaces Info

Sync Software Info [

[ Update ][ Execute Now ][ Delete l

Related Links
Run Point Scan

Schedule Logs (151) | Sync Queues (2267) ‘

= [Number ~ | Search @ -
Schedule Sys Id = Q to SN - All Assets Every 4 hrs
[7] @ Number v Request time Response time Processing Start Processing Finish
2023-12-03 2023-12-03
SYNO0003326 E acnzos 2023-12-0315:07:58 2023-12-03 15:08:01

Actions on selected rows...

g

APl response attached

Processing Notes/Message Al
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@ Qualys.

7y hEERT I 7 TVEAUR— bty HSCMDB ClICT—5 %R L, BRO—2%
ServiceNowRDDQualysR7—I VI F—TILICRBRUE T, ABP. 77— (FQualysRT—IY
IT7—TILHSBUS SN, Transform Mapsz/ L TAIBEN=&. J>E2—5C/ Class
Mappings|C e > T =Y RCIO S RAT—T IV EBH T DOHITESNET,

IVE1—FUADTINAR (RY RD—=DRAvF, EI\A)L, 10T7RE) (&, Qualys Category -
Hardware Device Cl MappingsBiB CEZRSNIEY—T Y RO SRR Y EVTTRHIC, /\—
ROTPHFITUEBEALED,

RRANTSO7« R PHBESERICABDT7 2y bEFETY D> O—- RUTERL. KRR
v NUOIX b D> 00— R IEOCASRIE CEEESFRRZENCLET.

cmdb _ci T—ILICT 4 R DIV —Y —RDEIRERZEBN0

SYOREAZITSRIC. BRI 27 FUICH U Temdb_ciT—7)LICQualys? 7Y OFRIFZT « A7
N =Y =& LU TENT DREDBDET,

e Qualys CMDB Bi-directional Sync7” U Di5&($Qualys-CSAM
¢ Qualys CMDB Sync7”” ) @55 (3Qualys

System Definition > Tables(C#8)L. cmdb_ci7—7/L%:#{RL T, Discovery Source 7« —JL R
ZREXY,

R—I%ZT(CR2O—JLU. Choices? TRDEHEI A LZEDUwHO L TNewhdY Y ZEI Vv o LUIF
DEBSDINILEBO@MAICY —RZ=BILET,

{ == Discovery source ’ '\/“ :___’ 2

A dictionary entry manages how ServiceNow stores data in tables and fields (columns). For new dictionary entries, select a Table and the field Type of the new colur]
label, and the column name. If necessary, set a Max length for text String type fields, make the field Mandatory to save a record, and make the field a Display Value f
this table. More Info

%} Table Configuration Item [cmdb_ci] v Application Global
Xk Type String Q@ Active el
> Column label Discovery source Read only
% Column name discovery_source Mandatory
Xk Maxlength 40 Display

Choice List Specification | Default Value

Displays a list of suggested values in a Choice list. In the Advanced view you can select the Choice table and the Choice field to take choice values from, plus a Depe|
Choice Dropdown with -- None

Add Desired State  Create Choice List  Update

Related Links

Show Table
Run Point Scan

Advanced view

Access Controls | Choices (19) | Attributes | Labels (366) | Dictionary Overrides

= Choices m Search Value ¥ | Search

< Choices
ijg} O\ = Label =Value ¥ = Language = Sequence = Inactive = Tai
@ VR-Manual VR-Manual en false Configu
() Tivoli Tivoli en false Configy

12



)

<] = g';:il‘;'es-CSAM @ -+ | Update || Delete | T L

4 ” ) You are editing a record in the Global application (cancel)

> Table |Configuration Item [cmdb_ci] ¥ l Sequence

% Element | discovery_source ‘ Inactive |

>k Language |en ‘

> Label |Qualys-CSAM

>k Value | Qualys-CSAM

Dependent value

Hint

BANL —F 17 VIR TLAD T TV —HLNE/EF/N—RK DO PHT7T—DFT I~

ARL—FT 4 VIV RTLADHTT)—(E. Computer Cl Mappingsh'y —4-"y kO SRDY v EVY

EERIDICOICERIBDEREETHD, BEREERBT Y DA VR—NIETHIC, 7Y
hOSRZEIRET DREDBH DT T,

{ | = Windows Server & = o
=

oo Update Delete

Name | Windows Server Priority 100
Active |V Target CIClass = Windows Server [cmdb_ci_win_server]
Deprecated

Rule

Table Qualys Assets [x_qual5_itam_nwapp_qualys_assets]
Rule ' Add Filter Condition | Add "OR" Clause

0s Category v is v windows/ server AND OR X

Update  Delete

BIZ (X, 52D C/ Class Mapping > Windows Serverz22% &. Qualys 0SA7 3V —"windows /
server”’h, CMDB®Dcmdb_ci_win_server2 S R(C¥ v EVTEND 7Y RZEHRILTNRZ EN
HHDET,

RRANTS9T 1 R PERERICVW DA D7 Y R ZERREELTZE. QualysDARL—F 1 V5T
YRFLANTIVUEEIICIOSRE—EICTI DT DEEALE T, HIZE. Windowst—/\—H 538
T, RICWindowsP 54 7Y k. ZLT’Other’ ®FR:&BIWindowsY R T LA%ZRBEAT D&\ o7
B87TY, Computer Cl Class MappingT—7I)LZSZ(CLTLEELN,

CSAM Inventory@®E T. Group By ROw 74D Uh50perating System >> Categoryz:&iR9 3
ELAIRYRKY UIEARL—FT 1 VIV RTLADATITUDERREN, BROOVTYUZEERLUTAPI
T4 I —DERZHRIBLTEXY,
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@ Qualys.

BERRT V21— ATy

Download Assets Since

Qualys to ServiceNow R4 ¥ 2 —JLMDownload Assets Since 7 « —JL RICADSNZfBIE, 1 ViR
—hrIBROGVT/INART—HERET DOHICERINETT, COBFUEICEHRINZFZEY &
DOHINTOVO—RENET, ANDSNfBE. FHTEESND I TRESINKT,

@ Qualys. cloud Platform

CyberSecurity Asset Management DASHBOARD ~ INVENTORY  EASM  RESPONSES TAGS NETWORK  RULES  REPORTS 2 @ ™

Inventory Software  Web Applications

| X operatingSystem.category: ‘Windows / Server' and asset.lastUpdated>now-7d

e]

All Time v |

8 5 6 TOP HARDWARE CATEGORIES TOP OPERATING SYSTEMS CATEGORIES

ot - _
Virtualized Computers Unidentified Windows

MANUFACTURER -

O Actions (0) Group Assets by ... -- Managed Unmanaged 1-50 of 856 TN o
VMware 598 ‘ ‘
Unidentined 2 ASSE CRITCALTY ©  TroRisk™ Score @~ OPERATING SYSTEM  HARDWARE USTUSER  SOURCES®)  MODULES TGS
Amazon Web Ser... 13
Microsoft " PKGBCOT1UST001 =] 74 8% Microsoft Win..  Microsoft Administr.. g8y oy N E | cloud Agent I

~010004-10-La 9000000000040 StanT020 e \istualidachi

APl Filter

API FilterZ7 « —JLRI(E. QualysHh5Sync D7y MERICFERASND IS4 714 —ILRTY,
2D« —JLR(E Qualys Query Language (QQL) %Zf£A LT, CSAM Inventory TabTOITU &
BIUBXER(FHITFXT,

Name BobBQtoSN Run = OnDemand v
Active |V Last Run
Timestamp
> APISource = Source-1 Q| |®
Last Fetched Host
% Sync = Qualys to ServiceNow V id
Direction
Download Assets "
Since
APIFilter | hardware.category:Virtualized and
asset.lastUpdated:[now-1h .. now-1s]
and hardh facturer:VMware
Auto Approve |V ]
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@ Qualys.

B—D7Pty hEEEFEAVHOTPEY FEEELU TER UEE. BRARFTHNIE, HEBICIHUTANR
L—F a4 VIIRTLADATIY, ZOMDYT. b—DVICEDWTAPIZ 14 LY —%HERTEX
EP

AP Filtera#y

Windows B —/\—72 &, (FEAED classes” DT/ RZRIFFT B (CIE. %< DIHE.
operatingSystem.category k— 2 VZ&EFERALER T, 1z&Z(E. ITRTDWindows ServerZEiS9 S
(Cl&. ZDAPI Filterz{EARAULET :

operatingSystem.category: ‘Windows / Server’

2TOWindowsV 54 7Y MBS T DedD(CE. CDAPID 1 )L —ZBERLET :
operatingSystem.category: ‘Windows / Client’

CMDB Sync7? U M C/ Class Mapping RulesBIE T, SXIFRERODIVE1—9T/I\1 2DFT
TAILEDRY EVIEERB L URETEERT . Rc. Qualys Category - Hardware Device C/
Mappings T3, RY cDT—=D0loTF /1 2B EDHDEED/\— RO TPV EVIZHRTEX
ER

v Advanced

App Scheduled Jobs

Transform Map

Computer Cl Class Mappi...

Qualys Category - Hardw...
Virtual Machine State Ma...

All > Deprecated = false

= ¥ @ ComputerClMappingRules| Name « | search

® ‘ Actions on selected rows...

v

[] @ Name » Rule Target Cl Class Priority Active
Search | [searcn | [search | [searcn | [search |
AIXServer os_name=aix*os_category_2=server"EQ AIX Server [cmdb,_ci_aix_server] 100 true
Alteon os_publisher=Radware*os_product_name=Alt... Alteon [cmdb_ci_Ib_aiteon] 100 true
Citrix Netscaler os_publisher=IBM*os_category_2=Netscaler"EQ Citrix Netscaler [cmdb_ci_Ib_netscaler] 100 true
ESX Server os_category=hypervisor~os_product_name=E.. ESX Server [cmdb_ci_esx_server] 100 true
HPUX Server os_product_name=HP-UX"os._category_2=serv... HPUX Server [cmdb._ci_hpux_server] 100 true
Hyper-V Server os_category=hypervisor~os_product_name=H.. Hyper-V Server [cmdb_ci_hyper_v_server] 100 true
IBM Mainframe os_publisher=IBM"os_category._ EQ 1BM Mainframe [cmdb_ci_mainframe] 100 true
1BM zOS Server os_publisher=IBM*0s_product_name=2/0s"EQ 1BM zOS server [cmdb_ci_ibm_zos_server] 100 true
Linux Server os_category_1=Linux*EQ Linux Server [cmdb_ci_linux_server] 100 true
Load Balancer hardware_category_2=Server Load Balancer"EQ Server [cmdb_ci_server] 400 true
OS/X Server os_publisher=IBM*os_product_nameLIKEOS/*EQ OS/X Server [cmdb_ci_osx_server] 100 true
Server os_category_2=server"EQ Server [cmdb_ci server] 300 true
Solaris Server os_product_name=solaris"os_category_2=se... Solaris Server [emdb_ci_solaris_server] 100 true
UNIX Server ©s_name=unix"os_category_2=server"EQ UNIX Server [cmdb_ci_unix_server] 100 true
Virtualization Server os_category=hypervisor*os_category_2=ser... ion Server [cmdb_ci_virtualization_server] 200 true
Windows Server os_category=Windows / Server"EQ Windows Server [cmdb_ci win_server] 100 true
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@ Qualys.

Core+VMDR7 U E£7z[EServiceNow VRZER UTeF 7 v hREITEYR— KT BOHEFITTF Y
rEBEHAL7ZWVSEE. APID LY —ZFRALT. SEIFRRAF PV EVURITIAILIUITUL
x9,

WETBREICA IRV NI RF v VEED, AROEY1—ILTRFrYEINZ7 Y hEREET 26
scan: (lastScanDate>now-7d)

asset.riskScore k—O VEBIT D ENTEXT,
scan: (lastScanDate>now-7d) and asset.riskScore>0

AINRY KU RF 2V THR—MNMRTOOSYY I D7, £@FEHFaESNTULWRLVR—RPY I RS
I PHRDIN27EHE. URIIEEOTIERBRWIEEENH D E(TERLTLEESL, INSORRIC
STFUTFTY RFPTUDBSFT Y MIMERSNEBAD., FNSIFEVRIDHZI PV RTHD.,
HYHETY,

Checkpointing Fields

Qualys to ServiceNow scheduleBIEIC(d. KRERRT Y 1 —ILY 3 TZEBHT B7HD2DD T «
—ILROEBODEFET, NICED. BAPIUHY IR ~FQualysh SHFRBXUBHINZT7 Y hOH%E
INELET, INSDT 1 —ILR(E, AVFIVRRT Y 21— )LOETEICEEOERFT, RIyYa—
IWDN\P DT 4 TICRRDEEBHEDDET,

RRANTSOT AR AVTIYY RRT Y 21—V ZFEHTETI %G UTOmADEZ
FOUTP LTS,

- BRETYILRYVT

- RRERICESUERZ KD
EE5EI VT Usnd e, 204 APILRIRY ZHSREN., RT Y 1 —LETRICT—5 D—EB
KIcFELIOYO— RESNBVIREEDH DT T,

Auto Approve checkbox
COMYDIRICFTvIEMNDE, BEER IO Y—Y 3 THIBEHADT—YZEE L. IREZ
NMUTCICERRLET,

BE)#5 E FEED

RT3V 21— )LETRICAuto ApproveF TV OV D REAV(CT D E. RTVa—=)lIc&>TIDY
O—RENEIRTOT7EY LD, App Scheduled Jobs > Auto Approval Processor20 U~ ~%
FRALUTEREINET,

CDF TV IINY D RADA DT> TWBIHE(E. Qualys Asset £ 1 —TApproveind V%=FETY
Uy ULT, BRULET7 Y hEERITDDELNHD XTI,
Qualys 7t v ~ D&
Approve Qualys AssetsBE(E. 7Y FHAUTDIDDEBHOVWTNN TRIEARENTVRWES
(CEASNEXY,
1) R Y 21—JLTAuto ApproveF T v Oy 2 RHNEIREN TULVRLY,
2) Auto Approve Processory 3 A XRIEFP Y RZEFLTULVRL, (&
3) Auto Approve ProcessorH* 770 7« 7 Tl37%L\ (App Scheduled JobsBiE CHEsR)




@DCmdwg

Failed Qualys AssetsB@EI(c(&. CMDB CIL O—R TPty cTF—9%F#H9 DH1lC. FERIDER
BREDHD 7Yy hHRRSNEKT,

Qualys Assets Notes 7 1 —)LR(C(E. ZOTOCRDPICHEEULEIEFEAEDIS —DFHBHTRRS
. Application LogslC(ZRE(CIEUTOT E IS —BHRIFTRESNE T, —MREVRIRET S —( (.
CMDB CIN&E#8 L TW3, F/zldcmdb_ciT—7/LICDiscovery Sourceh aW\ELH D XTI,

RBPEXVRBUIEINTOTZ Y MAZDRT Y 1 —)LTHEREINES. RORT Y 1—)UISE
H HOEREDT7 Y hEEHALE T,

RRANTSO9FT 1R REUIE7 Y b BRI DRRIE. RELIEPEY FDNoteT 1 —JLE&ET
TVT—23v00%#RELET, NotesT+ —ILRICE. PEY MRAO—RO1 ViRk— k&R
AT EZDIREL RIRY ZHEENTWVEXY, JSONAD error”F—(CHiE< IREHS DA v £—I%
BRUTLIEEL,

DSARYEVS

BEE2DH D F9F, Computer Cl Class Mappings(&. Windowsth—/{—, FRO kv FRREDD
V1=V SR%EVYEVI T DIHICERSINET, Qualys Category — Hardware Device Cl
Mappings(d. E/NAILT/INA R, Ry LDT—=2D, 0TF/I\1 RIRE, ZOMDINTDISR%EYYE
VI BIeSHICEREINET,

ServiceNowWIZEET )LD 532l T DIBEICDIH,. CDREEITOIVNENHDET,

DSARYEVIRBROUT R EFERETICERSN. YV —RQualys7 Y NEHEDZEIRY X MEZSE
RALTY =Ty RCIUSRZEELET,

LM LE Qualys 7ty ~

wkEv> Y

P TV BHEGREFCVMA Y RY VR ERET DU SV RXIT—H =ML, ASRRICEYZY —/\—Cl
Y (2 AVE S8

Transform Maps

Transform MapsZ{£fB9 % &. Qualysh 5ServiceNow(CEE SNz 7y hDASBEFC, V—2R2
1—=ILREY—T YR T4 —=ILRORYEVYIENHRIVAATEXRT, V—RT—TIEFY—T vk
T—TIDSY—RT4—ILREFY—T YR T4 —)LREBIRTEDEN. ROVTZFERBLT2DD
TA4—=ILRZERBELIED, —ADT4—ILRZELHS—ADT 4 —I)LRDBEICEDWTEREMFLIEDT
BRE. SDEMIBIYEVIERITIDIEHTEXRD,

Computer TMZEFEE T 2—AREVRIBARD 1 D(E. tadRAIICK > TIRETOHRICRIEAE L TS
%8 TY, Qualys Bi-directional Sync”? 71U Tl& Qualys Asset Inventory Computer TM. CMDB
Sync7 U TlEQualys CMDB Sync Computer TME WS 2EI(CHR> TVWET,, BREHNREBLRERT
—7EINEFTY,

V—2RZROVTRET4—=ILRINILTIEET DD, T—TILLNIILTERATZICEHTEXT
(onBeforel3RH L KEREINDT—TILRIVT KRNI H—ARVETY) ,




@7 U DComputer TMIE, D7 7Y kT 1 —JL RZET D FEE /R Transform Maps T s —
A OEEAERYIRDTTPPORY 2 —LREDFEREZIRLIED. CMDBAS—HT 2T —%
ZQualysT—ILICRBRUIED UE T, QualysT—TILESY -7 v k&I DTMIE. QualysDEPIRIC

BRT BT EBR<HELANT S,

Qualys CMDB Sync” U [C57B DH#EEE LT, Qualys to ServiceNow R4 ¥ 1 —)LdDTarget

Transform Map2 « —J)LR T, /\—RD 17, JVEa1—%, B—/\—D3DDELSTransform
MapsZ#EIRTEEXY, INS3DDATYIVIE, INS3DDEHEI SRINTICHFELRBWND 1« —
IWRZEZRTEDZLSICTBEHICAEINTVET,

CDFERTIE, T—IDEDY SRICEBEINDINMNEEIRENE A, Zhld. Computer Cl Class
Mappings &Qualys Category — Hardware Device Cl MappingsB@&E CAAUEBENE T,

Schedules
QtoSN

Name IQtoSN

Active @

> Api Source [USl-TAM-LAB

* Sync Direction l Qualys to ServiceNow

Asset Count 13

 Target Transform Map l Qualys CMDB Sync Computer TM

Default Start Date [2022402-19 16:55:39

Filter

Cl Operation I Insert and Update

Auto Approve [

Exclude Unmanaged Assets [

Qualys to ServiceNow Sync | Meta Info

SyncPorts Info [
Sync Volumes Info [
Sync Network Interfaces Info [

Sync Software Info [

Run [ On Demand

Last Run Timestamp [2025—04-22 10:26:29

Last Fetched Host Id [

ED v w.com/sys_transform_map_list.do?sysparm_target=x_qual5_itam_ay chedul

@ Qualys CMDB Sync Hardware TM
@ Qualys CMDB Sync Server TM

)

x_qualS_itam_app_import_qualys_asset
x_qual5_itam_app_import_qualys_asset

1 to30of3

Al
@ Name Source table Target table
o e T [sewer
@ Qualys CMDB Sync Computer TM x_qual5_itam_app_import_qualys_asset cmdb_ci_computer

cmdb_ci_hardware

cmdb_ci_server
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@ Qualys.

= ¥ & TableTransformMaps Name ~ | search 4 @ | Actionsonselected rows.. v m
All > Application = Qualys CMDB Sync Service Graph Connector
Name Active Source table Target table
Search Search Search Search
Qualys Asset Inventory Computer TM true Import Computer [x_qual5_itam_nwapp_import_computer] Computer [cmdb_ci_computer]
Qualys Asset Inventory File System TM true Import File System [x_qual5_itam_nwapp_import_file_system] File System [cmdb_ci_file_system]
Qualys Asset Inventory Hardware Details true Import Qualys Hardware Details [x_qual5_itam_nwapp_import_qualys_hardware_details] Additional Hardware Details [x_qual5_itam_nwapp_qualys_hardware_details]
Qualys Asset Inventory IP Address TM true Import IP Address [x_qual5_itam_nwapp_import_ip_address] IP Address [cmdb_ci_ip_address]
Qualys Asset Inventory Master Software TM true import Software SPKG [x_qual5_itam_nwapp_import_software_spkg] Software [cmdb_ci_spkg]
Qualys Asset Inventory Network Adapter M true Import Network Adapter [x_qualS._itam_nwapp_import_network_adapter] Network Adapter [cmdb_ci_network_adapter]
Qualys Asset Inventory Open Ports TM true Import Open Ports [x_qual5_itam_nwapp_import_open_ports] Open Ports [x_qual5_itam_nwapp_open_ports]
Qualys Asset Inventory OS Details TM true Import Qualys OS Details [x_qual5_itam nwapp_import_qualys_os_details] S Details [x_quals_itam_nwapp_qualys_os_details]
Qualys Asset Inventory Processors TM true Import Qualys Processors [x_qualS_itam_nwapp_import_qualys_processors] Processors [x_qual5_itam_nwapp_qualys_processors]
Qualys Asset Inventory Qualys Asset TM true Import Qualys Asset Details [x_qual5_itam_nwapp_import_qualys_asset_details] Qualys Asset Details [x_qual5_itam_nwapp_qualys_asset_details]
Qualys Asset Inventory Serial Numbers TM true Import Serial Numbers [x_qual$_itam_nwapp_import_serial_numbers] Serial Number [cmdb_serial_number]
Qualys Asset Inventory Software Details TM true Import Software Details [x_qual5_itam_nwapp_import_software_details] Additional Software Details [x_qual5_itam_nwapp_qualys_software_details]
Qualys Asset Inventory Software Instance TM ~ true Import Software Instance [x_qual_itam_nwapp_import_software_instance] Software Instance [cmdb_software_instance]
Qualys Asset Missing Software TM true Import Missing Software [x_gual5_itam_nwapp_import_missing_software] Qualys Missing Software Details [x_qual5_itam_nwapp_missing_software_details]
Qualys Asset Tags Relation TM true Import Tags Relation [x_qualS._itam_nwapp_import_tags relation] Qualys Asset Tags Relation Details [x_qual5_itam_nwapp_qualys_asset_tags_relation_details]
Qualys Certificate Details TM true Import Additional Certificate Details [x_qual5_itam_nwapp_import_additional_certificate_details] Qualys Asset Certificate Details [ qual5_itam_nwapp_qualys asset_certificate_details]
Qualys Certificate TM true Import Certificate [x_qual5_itam_nwapp_import_certificate] Unique Certificate [cmdb_ci_certificate]
Qualys EASM Domain TM true Import EASM Domain [x_quals_itam_nwapp_import_easm_domain] Qualys EASM Domain [x_qual5_itam_nwapp_easm_domain]
Qualys EASM SubDomain TM true Import EASM SubDomain [x_qual5_itam_nwapp_import_easm_subdomain] Qualys EASM Subdomain [x_qual’_itam_nwapp_easm_subdomain]
Quays Asset EASM Whols TM true Import EASM Whols [x_qual5_itam_nwapp_import_easm_whois] Qualys EASM Whols [x_qual5 _itam_nwapp_easm_whois]

VI~ P

APIY —2 &Qualys to ServiceNowRT Y 1 —I)LDMEATY 7 kD PREAZBHICTDE. VIRD
ITAVRIVRADA VYR N=)UVBBNINYV I RO I PAVRI VR (cmadb_software_instance) 9>
RICEEAEN. QualysV 2Dz 7AYATNY I NI PINvT—Y (emdb_ci spkg) U > R(C[E)
HaSnkxd, 54 79107 —5 EZDDQualysH» OJ1E#RIE. Qualys Additional Software
Details7—7)L (Qualys CMDB Bi-directional Sync7?~'U®D
x_qualb_itam_nwapp_qualys_software_details, CMDB Sync? 1)@
Xx_qual5_itam_app_additional software_details) [CECixENKT, INSDT—TILICEV I DT
PRI —3 (emadb_ci spkg) D3 ANDSBHAEENTHED, BEVRMELTY I D7 /Ny
T—I7A—AE21—(TBILT. SA7VADILICEDVWTA VR M—ILEEEBTEXT,

RRANTS59FT 1R AREBROCMDBT —IILT—FDARY YA (LT, Ko DICCITA—
LZENRINA AL TQualysT—TILH\SDEHE) R b ERRUEY (ROEIY3IVESR) .

ServiceNow V27 LD T 7EEER (SAM) EDHEIEIYR— SN TLWEEA,
Cl LO3—RH5 Qualys DEMZFRR

Qualys(3. $Z#DCMDB CI7 « — )L R [CBARBESBSNBVS XSTLBEZEHLEIT. ns
DREMQualys? TUDRI—-TF—TILICE#fEh, cnS5DFT—TILECMDB CIL J— R D%
RO, CIT7 A —AICEHE) R ~ZEBNL T, CMDB CIR3—TAH 5QualysEEERR TS
EE

BIZ(E. CMDB27#—ATOSSA 71 VILDRT—H A8 B3, Qualys Assets ->
Configuration ltemZR8h&Y X MTENLE T,
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@ Qualys.

Configuring related lists on Windows Server form

Available Selected
.NET Application->Duplicate Of . Serial Number->Configuration Item
A10 Load Balancer Partition->Duplicate Of ClIPs

A10 Load Balancer->Disaster backup
A10 Load Balancer->Duplicate Of
Accessory->Duplicate Of
ACE->Disaster backup
ACE->Duplicate Of

C

ation item

Ac
ACL Endpoint->Duplicate Of
Action->Configuration item

Active Directory Domain Controller->Duplicate Of
Active Directory Domain Controller->Provided by
Active Directory Domain to Domain Controllers ...
Active Directory Forest Endpoint->Duplicate Of
Active Directory Service->Duplicate Of
ActiveMatrix Business Works Process->Duplicat...

Network Adapter->Configuration Item
Open Ports->Reference Cl

File System->Computer

Software Installed

Qualys Assets->CMDB table sys id

Qualys Asset Details->Reference Cl
Additional Hardware Details->Reference Cl
Qualys OS Details->Reference CI

Qualys Assets->Configuration Item

Qualys Asset Details->Reference Cl
Additional Cloud Details->Reference CI
Additional Hardware Details->Reference Cl
OS Details->Reference CI

Additional Software Details->Reference Cl

ActiveMatrix Works->Duplicate Of Additional Software Details->Reference Cl
Cancel ﬂ
Related Links
Show versions
d ¥ & - Omhcumml Update || Delety
Name [ereiv 2014 | Operationsstatus | Operationsl vl
Sotial rumber {_mmnnu»mn-sz | Crested | 202501-23 165036 l =]
1P Address {m.ucma ] Updated | 202502-2000:4233 ] 2 |
DumwwnfM(&AM vl
P ducovred (20050123 4504 [e]
(s 0
—_—
Related lbems {2 sesrcntorCy f[+]a]@®
Downstream relationships Upstream relationships
Business info | Mardware | 05
Opamsmz-{ Windows Server 2016 Datacenter VI 05 Service Pack ixmmunum |
Csvwrion {1407 | ©F Address Widsh (i) | 64 vl
[Omemimcios warspc i ot
Related Links
AG QT Device Detad
Discover now
Sabride
Sow Discovery events
;cumn{ ok !.,_ | { ]ouwumllh—h : 1 | Quatys Assets (1)
Cusvs 0 ) | Qushvs }
i | I l | | ! e |
Qualys Asset Tags Redation Detats (32) | Qualys Asset Tags Relation Detads | | Quaiys | Quay | |a
Qualys Asset Certibcate Detads | Qastys | | |
T D } 0 [Aomoneearon. | Y
Confguration item » erely- 2016
T 5 Qualys Asset i Name Risk Score Os Utecycle Stage ASN CPU Count Asset L BIOS Asset Tag. BICS Description 8308 Serial Nur
7783.7084-3265
» Aerican Megatrends 00000008974
1363121838 erelh2016 858 EOL 1 Administraor ;t;ascunzu— Inc. 090008 9258667952

1wiafl
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@ Qualys.

QualysV 7 kD 7D lxFRR T B3, Software InstalledBHEY R ZBILET -
@ + = - |OpeninCMDBWorkspace

File Systems (1) | Qualys Assets (1) l Qualys Asset Details (1) | 05 Details (1) l Additional Hardware Details (1) ISoftware Installed (zzo)l Qualys Missing Software Details ‘

| Serial Numbers (2) | Network Adapters (3) | ClIPs (4)

| Qualys Asset Certificate Details | Q g Cartificates | Q g Cestifcates | Qualys Asset Tags Relation Details (33) | Gt Domains (7) | Gualys & | Qualys EASM Whols (8) I Qualys EASM Domains ‘

Qualy: Domains | Qualy: ‘Whols l loud Details l Qualys - Host Assets. I Qualys - Host Detections I Qualys - VMDR Task Bases I Qualys - VMDR Task Groups | Qualys - VMDR Tasks | Software Extended ‘

Software Installations

Software Licenses I Software Usages I Software Usages I Software Usages I Software Packages I Qualys Asset Certificate Details

N — o - [rmormmon | EE
j Installed on = IKGI-13P
[] @ ProductName Name Install date Updated + Created

[ MS_AppStore_Microsoft.GamingApp 2406.100... MS _AppStore_Microsoft.GamingApp-IKGI-13P 2025-04-2114:23:22 2025-04-2114:23:22

[ MS_AppStore_Microsoft.NETNative.Framewo.. MS_AppStore_Microsoft.NETNative.Framewo... 2025-04-2114:23:22 2025-04-2114:23:22
Intel(R) Management Engine Driver 1.0.0.0 Intel(R) Management Engine Driver-IKGI-13P 2024-12-14 2025-04-2114:23:22 2025-04-2114:23:22
MS_AppStore_Microsoft.PowerAutomateDeskt... MS_AppStore_Microsoft.PowerAutomateDeskt... 2025-04-2114:23:22 2025-04-2114:23:22
MS_AppStore_MicrosoftVCLibs.140.00 14.0... MS_AppStore_MicrosoftVCLibs.140.00-IKGl... 2025-04-2114:23:22 2025-04-2114:23:22
Dell Power Manager Service 3.17.0 Dell Power Manager Service-IKGI-13P 2024-12-14 2025-04-2114:23:22 2025-04-2114:23:22
MS_AppStore_Microsoft Windows DevHome ... MS_AppStore_MicrosoftWindows DevHome-IK... 2025-04-2114:23:22 2025-04-2114:23:22

[ Microsoft Visual C++ 2022 X86 Minimum Ru... Microsoft Visual C++ 2022 X86 Minimum Ru... 2025-01-23 2025-04-2114:23:22 2025-04-2114:23:22
MS_AppStore_Microsoft.NETNative.Framewo.. MS_AppStore_MicrosoftNETNative.Framewo... 2025-04-2114:23:22 2025-04-2114:23:22
Python 3.10.7 Development Libraries (64-.. Python 3.10.7 Development Libraries (64-... 2022-10-02 2025-04-2114:23:22 2025-04-2114:23:22
Logi Plugin Service 6.1.0.22061 Logi Plugin Service-IKGI-13P 2025-03-29 2025-04-2114:23:22 2025-04-2114:23:22
DisplayLink Graphics 11.5.5963.0 DisplayLink Graphics-IKGI-13P 2024-10-28 2025-04-2114:23:22 2025-04-2114:23:22
MS _AppStore MicrosoftVP9VideoExtensions... MS AppStore MicrosoftVP9VideoExtensions... 2025-04-2114:23:22 2025-04-21 14:23:22

ServiceNow to Qualys X7 ¥ 21 —)L

CIEH. BE7ZTUT—yavEd—ER, hRY LBEM%ZQualys AssetsICRIEATE XTI,

Asset Identification ServicezZB(C TS &, QualysTH ULWEBIBRRNEEZ/EMR L. Qualys AlS
ZFEALT Qualys7 Y hECIZEBETEDKSICRDET, ZD7s. QualysZServiceNow(TH
AICEEAT 2REEH D XA

ServiceNowH 5Qualys\DRIFAR T Y 1 —)LZERET DhIlC. CORF 21 XY LDQualys DT —%
DEEH - —AHEEEAEZFAISDOEREI Y 3 VESR U, BURRIRET> TIEEL,

BT 57y hRIO—TZER

ServiceNow to Qualys R ¥ 21 —JllE. T—TILEDVTUERFERBLTZ Y RRO—TZ&ER U,
AND/OR OY v O ESOHERDCIBED « LY —%FARALET,

ServiceNow to Qualys Sync I Meta Info

Asset Scope

Table [ Computer [cmdb_ci_computer] v

Query [ Add Filter Condition “ Add "OR" Clause ]

aw 3k e T ] -

or [ Class - s v || tinux server v/ B
or [ class - s v|[ unixserver v/ B
or[Class - ” is v“ Load Balancer v] -
or[Class - ” is v” ~None - v -
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@ Qualys.
Qualys [C[EIHAT BB ZER

Py hRI-TZERUICS. REATZT —YZEEI DRENDHDET ., ERFHDEIRRIBR
Z4—ILkE EFRDARY LABMZREIT 5 L &BRTEXT,

EYRXEEKZE Qualys (Cla187

Sync Business Information to QualysF T v O KNY D R%EAV(CTDE. Asset Metadata
Attributes& Business Application Attributesh*Qualys|SE{S SN, Asset Details > Business
InformationBBICRRINET,

SRBEDCIEREEF TUT—Y 3 UH 5Qualys(HEESNDEMFRINRE YRGB/ X 5T —5 (4.
Asset Scope filtersO FTORT Y 1 —)LBE(ICFKRRSNKT,

If Clis already present in Qualys
Sync Business Information to Qualys
Asset Metadata Attributes | £ | company, created, department, environment, ip_address, last_updated, location, managed_by, owned_by, status, supported_by, support_group

Use Custom Attributes for Asset | |
Metadata

Business Application Table ‘ Services (cmdb_ci_service) v|

Business Application Attributes business_criticality, created, environment, last_updated, managed_by, operational_status, owned_by, status, supported_by, support_group, used_for

Business Services Sync Last Run Time ‘ 2023-12-07 20:26:14 & ‘

"Configuration -> Dynamic Tagging Configuration".

If "Sync Business Information to Qualys" is enabled you can configure application to create dynamic tags for asset/business metadata attributes. To configure Dynamic Tagging for asset/business metadata attributes, go to

T4—I)LROBIREREIT DI ETHRILAT 41— )LRHOST—IZSTEXEITH. BE. CDELS
BHRYTA R, k9 B Use Custom Attributes for Asset Metadatax 7> 3 V%@ 0 TAIRS
2HHEYITY,

RO F5 D Uh S@YAR Business Application TablemZRU. EVRRFZ TV -3 I XY T—
HEBS T BRICERT 2T —TIEBRUE T,

Business Application TablellA= =R SR ([ R 1))

Business Applications (cmdb_ci_business_app)
Business Application Attributeg

CSDM - Business Applications (cmdb_ci_business_app)

EYRRPTVT—2 307 —TIVEERT BB T—N\—ClEY—ERRIREIRRPTVIT—Y
3 VEDOBRFENH B%E(F. ROID2DDATY 3VDOWIThHEERTINELH D XTI, CSODMA
TVa3VvEERATRE. BEIZPET—ERZN UL TEEIZEIRRPTIVT—y 37T )ILh
57 —9NBUSENETT,

B RZNLBEMZ Qualys \X(E
ServiceNow CID AR5 LARBM(FQualysISEESN. AISHBEZH E ST U T2DDQualysBIED

WITNHDCRRSNK T, COEEEEBRCT BICE. £ PropertiesBE TEMICTINENH D X
T CORFIAXYRDARY LEEZEQualysNEELOI Y3 VESRUTIEE L,
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@ Qualys.
TR ZNLEIEDIETE - AISTHELY

2473 21— )LD Use Custom Attributes for Asset MetadataF v Oy D R%EAVICUET,
Custom Attribute OperatioEZBIRUET, AddATV 3y (TI2#ILK) (F. EHFELRVNSES
[COMEZEBINNULET, SethA T3 VIE BEFEOINTCORBREZEH/BZRIET,

Use Custom Attributes for Asset E4

> Custom Attribute Operationflid=1-14

RV 21— )LD Asset Metadata Custom AttributeIDESEY A =T, BIEY —RTarget KeyDfE
ZERLET,

Schedule Logs (8) | Sync Queues (6) | Asset Metadata Custom Attributes (4) |

= Y ‘Target Key ~ JSearch @& — | Actions on selected rows... V‘m
Schedule = SN to Q 9.9.9.9 BizInfo and Custom

Source Field

[[] @ SourceType
Source Field
Source Field
Source Field

Source Field

business_unit
install_status
operational_status

warranty_expiration

1 to4of4

Target Key «
Business Unit
Install Status
status

Warranty Expires

AISHYERNICAR > TLWRWESE, HRY AEMH(FQualys CSAM®D Asset Details > System
Information > Custom AttributeslCERRSNET,

< Asset Details: Niners2023

~ INVENTORY
Asset Summary y
System Information
Network Information
Open Ports
Installed Software
Traffic Summary

Business Information

System Information
SPECIFICATIONS SERVICES USERS CUSTOM ATTRIBUTES
A Custom Attributes

Install Status Business Unit
Installed BU2

Warranty Expires
2026-01-14

status
DR Standby

* SECURITY

DRI LBIHEDEE - AlS ZEX)

AISHBDIZE. HRHY LRBMFQualysDQualys Asset Details > Sources > ServiceNowBi&EI(C
RRSNET,
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@Dcwdw,

|
< Asset Details: Niners2023QB

" INVENTORY "
ServiceNow
Asset Summary
System Information VEN01459
Network Information
Open Ports
99 ven01459
Installed Software = First Discovered On: 2 hours ago 10:18 AM
Traffic Summary
Business Information
Custom Attribute
 SECURITY
Supported By Business Unit Comments
TruRisk Score bob BU2 this is a CMDB demo asset
QR Warranty Expires
XDR 2026-01-14
Certificates
Secure Access Control . X i
Identification Attributes
 COMPLIANCE IP Address MAC Net Bios Name
9.9.9.9 00:40:c8:22:33:44 -
File Integrity Monitoring
FQDN Hostname Bios Hardware Uuid
 SOURCES Niners2023QB Niners2023QB -
Summary Bios Serlal Number
QBPurdy13
Passive Sensor
CAPS
Alert Notification
ServiceNow (Beta)

Cl DR—%

ServiceNowZ%Qualys(CEIEAT 2%, ServiceNow®DClH' Qualys 7w k& —F U TULRWSE DR
HEEEIRTEXRT,

1. RTY21—-)LTCIDIPF kL R%ZQualys VMEZ(FPCRT Y 2 —)LIENL. #TXcF 7Y
RIIIL—TZENLT. ZNSOEEDRF v VZERIBLERTICEL Z&NTlRE

2. AISZEFEARALTWLSIHSE. ServiceNowDCI7Z 2y MEHRZQualyslC1 Vik— bk, ZNICEK D,
AEMZFERL T—HIT DEENRONSBRWSSEERERA 7Y MHBAINDH. —HT
%Qualys7t v kh'ServiceNowT —% TEHi, ZDE. BENWRN 7Y ~%ZVMDR.
CertView, F7z(dPolicy CompliancelC&kdRF+ VRICFZ VT 1 T1t

ol

FPOTF4N—=23VDEDE IP Z Qualys VM HEYEE(E PC ICE15

ServiceNow to Qualys R ¥ 2 —ILOUTDA TV 3 V%ERT D L. Qualysh SEHISNTES
9. Qualys to ServiceNow@EAE K VESETO L R(CK 2 TCIE—EL TULRWLCIDIPFZ KL 2D
ERETEFT,

If Clis NOT present in Qualys

s Trackingmethod | 1P v|

| Only NETWORK_RANGE tags are available. |

Assign Tag/Group ‘ --None -~ V‘

For Dynamic Asset Tag/Group Name, use the following syntax: *$ {attribute_name}" to replace the actual value for the attribute. For e.g. 'All_$ {environment}_Assets' string will be evaluated to apply tag name
‘All_Production_Assets' tag

Enable VM? []

‘ This needs to be enabled else synced assets wont be scanned by Qualys. ‘

Enable PC? ]

‘ Tick this if you want the assets to be scanned for Policy Compliance. ‘
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@ Qualys.
DL

AFxpyplIRESNIET7 Y MMCERAT B RS v F VT A% (IP/NetBIOS/DNS) ZEIRTES(Z
N EESNBIPICED B TR 7Y MY TRIERT7 Y MIIL—THIEETEXT,

RRANTSO9FT1R 7y NI TXREBEBTPEY RIIL—TZEIDETRE, 7Y RIIL—TF
37y b5 I%ZFER LU TRICRESN TLSEIEFEDQualysRF v V(CX > TPy MO EEHY
([CIREENET,

VM DEZIEE PC DEZIE

QualyslCEHAL &K S & LTWB 7Y kOWITNH D Qualysh 5 K7ZBHIS N TULVRLEE,
ServiceNowR 7 v L DIPAQualys> 1 £V R (SBIIEH., ServiceNow to Qualys24o ¥ 2 —)LdD
Fx v Oy O R(CHE> T, Vulnerability Management (VMDR) Z7z(&Policy Compliance (PC)
ExLTEMMEENEKT,

RZRMTS597F 1R : VMDRZ 7z (FPolicy Compliance " B#IDIHE (&, VMK IEPCEBICL
T. ServiceNowIC(FFET DN QualyslCFFELRBVNTPEY MZERF P VT BRIET, 7Y K
DX vy THBHDENTEET,

AIS ZEFL T ClIBMZ1>/h—~ L. T 7> 32T Qualys ICEBHIRNA 7y ~E1E8

AISZ(ERT BIC(E. Qualys& ServiceNowD] A TERENME T,

Qualys Asset Identification Service (AIS) (&. ServiceNowHNSCIBMZ 1 ~iRk—k U, QualysT
7Ly NOEREEFHETSIENTERT, ZDHICIE. LLTDServiceNow to Qualys2T Y 1
—ILE&EZEBE#IC L. QualysTServiceNow Inventory Connector &ldentification RulesZ5&E U %
9, AlS(FQualysh 5 ServiceNowNDEAEDRHAIFHCIREN P v hZIRET DAL BIRICHERE
ENCIN

Enable Asset Identification Service [
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@ Qualys.

=#ICQualys TServiceNow Inventory Connectorz{Es L X9, Connectors > Integrations’zi
=, ERID InventoryF v iy 2O Uy O ULET,

@ Qualys. Enterprise TruRisk™ Platform

&* Connectors Cloud Integrations

QUICK FILTERS Sort By Last Added v

A INTEGRATION TYPES
My Connectors (5)  Catalog (5)

B BMC Helix

Connector Type Type
INVENTORY INTEGRATION

(O TICKETING
INVENTORY
(O ECOSYSTEMRISK ...

A DEPLOYMENT METHODS

The Qualys BMC Helix CMDB Connector automatically

(O On-Premise about your globa.
(O Cloud Qualys Modules Supported
CSAM
A CONFIGURABLE PRODUCT
[ csAM ] Active Directory
O VMDR
O ET™M Connector Type Type

INVENTORY INTEGRATION

Security teams must account for all Active Directory-
managed assets, but they often rely only on IP scans.

Qualys Modules Supported
CSAM

Search Connectors...

o
Ka Qualys Webhook

Connector Type Type
INVENTORY INTEGRATION

A Qualys Webhook connector lets you connect and discover
resources of third-party inventories. The discov..

Qualys Modules Supported

CSAM
@ VMware ESXi
Connector Type Type
INVENTORY INTEGRATION

Security teams must account for all VMware ESXi-managed
assets, but they often rely only on IP scans and

Qualys Modules Supported
CSAM

now ServiceNow

Manage
Connector Type Type

INVENTORY INTEGRATI( View Details

A Qualys ServiceNow Inventory connectorrers-you-commect
and discover resources in ServiceNow. The disco.

Qualys Modules Supported
CSAM

ServiceNow Inventory Connector® - )LD Manage Connectors')>2%&2 ')y L. Create

Connectionih® V&2 v LET,

< ServiceNow Inventory Connector

D CONNECTION NAME

Create Connection

CNZ=EFERY BServiceNow-1 > X5 > X9 LRz, CSAMAERICIRD TWBC EZERUE

3_0

Create ServiceNow Inventory

Add details for creating ServiceNow Inventory Connector

Connector Name *

l Connector Name

Connector Description

Connector Description

4

Modules to Enabled *

Cancel

180 characters remaining




@ Qualys.

LAST SYNCED

QualysTH L B /e ORI 5 —H5UUIDZIE—-LET,

CONNECTION NAME uuip

ven01459 Ose

Asset |dentification RulesZiEiR - IRV Y —RBICV O R%=#E L. Asset Identification Rules X
Za—ATvavEIVYHOULET,

2142454 ven01459 [ 39f6q

Quick Actions
Edit Connection
Select Asset |dentification Rules

View Assets in CSAM

Inactive

ZNICED, Qualys7ty bV Y FUICEREND T 1 —ILREZDMDA TS 3 YHKRRENK
ER

Qualys1 YRV ~UIZ, FHAWICER > TVWD/BEULIPERZRDORELBDIRY KDO—J07 Y b
HEENTNDIFEE. IP Only)L—ILEENCT DZRBEHLH DX,

< ldentification Rules: ven01459

Select Identification Rules

° The Assets coming from ven01459 will be matched with Qualys Assets in the order of the rule selection.

1-50f §
RULE NAME IDENTIFICATION ATTRIBUTES REQUIRED £
InstanceUUID Rule Instance UUID [ o]
Serial Number Rule Serial Number [ o]
Hostname Rule Hostname [ o]
IP and Mac Rule IP Address,MAC Address [ o]
1P Rule 1P Address ()

If Assets does not exist in Qualys

Create asset

If the last rule results in multiple matches, apply Conflict resolution. )

Apply Conflict Resolution for Asset Merge

m
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@ Qualys.

Create asset& Apply Conflict Resolution for Asset MergeA Y3 U F v osNTWSZ &
=R L. Savexo v, RELEXY,

CMDB Sync App propertiesBE C. Enable AIS (Beta) % True ([CSREULFT, CNICKDFHLWL
7> 3 Uh'ServiceNow to Qualys R Y 2 —JLICH L TEMICHRDET,

Enable AlS (Beta) - Asset Identification Service to sync managed and unmanaged Asset to Qualys. @

True

7ty kDA ViR—CERT BServiceNow to Qualys24 ¥ 2—JL T, Enable Asset
Identification Servicei\y 2 2(CF T v D& AN. QualysDIRD YN SEUS L7zUUIDZEBED fFFF
ER

Enable Asset Identification Service

* Connector UUID ||

Additonal AIS Info

REORT Y 21 —)VEITHIC, ATV 21-Ih\7LYy hTF—9EXELET,
Business Criticality Mapping

ServiceNowh 5Qualyslc7—% Z[[)HA9 2FK. Business Criticality Mapping@@E={£ER L T
ServiceNowlCH D EIRRP IV —yaVOEIRABBERBM TERSIN/ZEZ. QualysD5D
o7ty NEEERI7PHYIEICRYEVYITULET,

INs5OT Y EYIE. #iRdDynamic Tagging Configuration®B& T I EBMIC LIBEIC
DOHFERAINEKT,

ZDF7 T, ServiceNowDcmab_ci serviceT—TIVETclEemadb_ci business appT—7ILH\S
INSOBUZERIST R EEZTR—EMLTED., ServiceNow TEI RREBEEDZEIRZEHRHY Y
AR, BERRBDAHETIYYEYI UGS, YYEVIZFRTEXT,

= Y & Business Criticality Mappings } Qualys Asset Criticali ~ ’ Search ‘ © ‘ Actions on selected rows... v ‘ m
All 7 total Business Criticality Mappings =
» [ . Business Application Table & Qualys Asset Criticality Score v Source Criticality
Search ‘ ‘ Search | ‘ Search

¥ Business Application Table: Business Applications (cmdb_ci_business_app) (3)

Business Applications (cmdb_ci_business_... 5 High
Business Applications (cmdb_ci_business._... 3 Medium
Business Applications (cmdb_ci_business._... 2 Low

B Business Application Table: Services (cmdb_ci_service) (4)

Services (cmdb_ci_service) - most critical

Services (cmdb_ci_service) - somewhat critical

Services (cmdb_ci_service)

N W A Wn

1
2
3 - less critical
4

Services (cmdb_ci_service) - not critical
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@ Qualys.

ServiceNowhH 5Qualys(CT—H ZRHAT DRIC. EVRAX YT —IEHZFERL T6DDEBRDIE
IRATPTVT—Ya VEBHDEICEDW\WTQualysY I ZEMT 22 EHTEXY, Nl Fvya
MR—R, 1RV KUSITY, £KUDynamic Tagging ConfigurationZ{EfE L7z L ih— k THEED

Dynamic Tagging Configuration

i

7y hty hEBRBIIDICRIEED,
_  Dynamic Tagging Configuration @ . m
~  Created 2021-08-12 06:09:17
Enable Dynamic [&]

Tagging

You can either select the existing tag as a parent tag for creating dynamic tags for the business metadata. If a parent tag doesn't exist in the Qualys Subscription, the ‘

application will create a new static tag with the same name.

Use Parent Tag

X Parent Tag ‘ Use Existing Tag V‘
Creation

* Select Tag ‘CMDB | Q ‘
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Tagging Configuration record = d4c6a7a31b713090af808773604bcbée

[] @ Attribute Name Active Parent Tag Name Selected Parent Tag Tag Prefix Value Sample Tag Name

-CMDB

department true (empty) Dept: - Dept: Finance
: -CMDB

status true (empty) OperationalStatus: - OperationalStatus: Installed
environment true (empty) Env: -CMDB '

- Env: Production
support_grou true (empty) SupGrp: peHDE

PROr: BTOUR Pty patR: - SupGrp: IT Support Group

company true (empty) Company: HEMDS

- Company: ABC Ltd
businessApp.Name true (empty) BusinessApp: pENDE

- BusinessApp: Web App
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_ Attribute List for Tagging 2= e
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Attribute businessApp.Name

Active
Create Parent Tag in the hierarchy to create the dynamic tag for the selected attribute. The parent Tag name will be similar to the attribute name for e.g. 'Department’
Use Parent Tag [_|

Tag Prefix

>k Tag Prefix Value |BusinessApp:

Sample Tag Name -CMDB
- BusinessApp: Web App

Update

29




@ Qualys.

Application Logs
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https://developer.servicenow.com/dev.do#!/guides/yokohama/now-platform/tpb-guide/debugging_best_practices

