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Fix the Proven 1.2% Now. Close the Other 98.8% in Waves

02

Windows: Top 10 Patches for Maximum Closure

03

Linux: Top 10 Patches for Maximum Closure

This report turns your vulnerability backlog into a clear plan of action: fix the proven risky exposures now, and close the rest in remediation waves. It identifies the set of

reliable patches that closes the largest share of your findings, cutting MTTR while giving teams confidence in every deployment.
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Fix the Proven 1.2% Now. Close the Other 98.8% in Waves.
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212 93% (198/212)

Patches Available High Reliability Patches

Zero Touch Patch Automation with 198 High-reliability
patches

146 81% (118/146)

Patches Available High Reliability Patches

Ring-based deployment for 146 patches, staged ring
by ring

41 permanent fixes (7.9%)

No Patch Available Bloatware

1.8K temporary mitigations (5.6%)

for low reliability patch

57 Apps to uninstall (3.8%)
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80.4K

Assets

(Fix Later with Waves)

48.6% (607K/ 1.25M)

backlog can be addressed by

[ Zero Touch Automation ]

24.3% (303K/1.25M)

backlog can be addressed by

[ Ring Based Deployments ]

25.9% (323K/1.25M)

backlog can be addressed by

[ Patchless Remediation ]
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Windows: Top 10 Patches to Close 82.50% ( 842K ) of Patchable Vulnerabilities

) Agentsara | Here are the top 10 patches that would close the most findings in your environment.

Application Target Version Recommended Patch Patch Reliability Expected Backlog Closure Reboot Required
Chrome 150.0.7871.129 Google Crome 150.0.7871.129 Low 20.13% (205K) No
Splunk Forwarder 10.2.5 Splunk Universal Forwarder 10.2.5 Low 14.05% (143K) Yes
Windows 2026 July 14, 2026-KB5099445 (Month... 12.97% (132K) No
Office 2026 Microsoft 365 Semi-Annual Ente... 11.54% (118K) No
Edge 150.0.4078.65 Microsoft Edge 150.0.4078.65... 8.09% (82.5K) No
Net 10.0.10 .NET 10.0.10 - July 14, 2026 (KB510... 4.05% (41.3K) No
Teams 261061906.466.  Google Crome 150.0.7871.129 3.68% (37.5K) No
Visual Studio 2019 Microsoft Visual Studio Tools for... 3.09% (31.5K) No
SQL Server 2025 KB5102333 - Security update for... Low 2.69% (27.4K) No
Tomcat 1.024 Apache Tomcat 11.0.24 2.20% (22.4K) No
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Linux: Top 10 Patches to Close 93.7% ( 33.2K ) of Patchable Vulnerabilities

) Agentsara | Here are the top 10 patches that would close the most findings in your environment.

Application Target Version Recommended Patch Patch Reliability Expected Backlog Closure Reboot Required
Kernel Update 515.0-322.203.5... Oracle Enterprise Linux Security... 39.45% (13.1K) Yes
Kernel Update 418.0-553.141.1.... Red Hat Update for kernel (RHS... 21.80% (7.2K) Yes
Kernel Update 5.4.17-2136.357.... Oracle Enterprise Linux Security... 16.50% (5.4K) Yes
Kernel Update 7.4.0-503.40.1.e... Red Hat Update for kernel (RHS... 9.29% (3.09K) Yes
Kernel Update 7.5.0-802.e19_6... Oracle Enterprise Linux Security... 2.35% (782) Yes
Kernel Update 510.259 Amazon Linux Security Advisory... 1.71% (570) No
Kernel Update 6.18 Amazon Linux Security Advisory... 1.02% (340) No
cups 2.2.6-68.el8_10 Oracle Enterprise Linux Security... 0.91% (303) No
aardvark-dns 1.10.1-2.module... Oracle Enterprise Linux Security... 0.37% (122) Yes
flatpak 112.9-4.el8_10... Red Hat Update for flatpak (RHS... 0.30% (100) No
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The leading provider of information security and compliance cloud solutions. More than 10,000 subscription customers worldwide in more than 130 countries trust
Qualys to underpin digital transformation for greater agility, better business outcomes, and substantial cost savings. The Enterprise TruRisk Platform and its integrated
apps help businesses simplify security operations and lower the cost of compliance by delivering critical security intelligence on demand and automating the full
spectrum of auditing, compliance and protection for IT systems and web applications.
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