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Challenges in Cloud Risk Prioritization
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Cloud ROC Team

() Remediated Cloud Risks
are resurfacing

() Increased attack surface
generates more findings

() Managing risks in
ephemeral environments
is always challenging.

‘A

00
o e e
Compliance Team

() Always get exception
requests with no concrete
plans to remediate

() Unaddressed compliance
issues persist for a long
duration

() Security Policies are evolving
at a later stage
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Developers

©
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Many security issues with
no context for prioritization.

Releases are rejected at a
very late stage, delaying
product rollouts.

Security concerns are
addressed too late in the
development process.



Operationalize
The Risk Operations Center (ROC)

Unified Asset
Inventory
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Risk Factors Threat Business Risk Response
Aggregation Intelligence Context Orchestration

ROCon?

eeeeeeeeeeeeeeeeeeeeeee

Compliance
& Executive

Reporting

How will you be

ROC Ready from Day 1
For Your Cloud Deployments



Qualys TotalCloud for Multi-Cloud Environment

The Risk-Minded CNAPP

Kubernetes and Container Security (KCS)
Prioritize Risks In Container Environments
Manage Risk Across The Dev Lifecycle

>

Assess
FlexScan™
™

Cloud Detection & Response (CDR)
Detect Malicious Threats and Malware In Runtime
Integrated Threat Hunting & Anomaly Detection

r&

TotalCloud

CNAPP
Prioritize
TruRisk™

°
:
Remediate
QFlow g ST\

Cloud Workflow Automation (CWA)
Implement Custom Remediation Workflows
Leverage 200+ Playbooks for Remediation

o
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Application Security (ASPM)
Secure Your Web Apps, APIs, and LLMs

adWS

/A Azure

Y Google Cloud
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Cloud Security Posture Manag;;ﬁfefrrt
(CSPM)

Prioritize Risk With Attack Path Context
Enforce Compliance From Code To Cloud (laC)

Cloud Infrastructure and Entitlement
Management (CIEM)

Manage Excessive Permissions and ldentities
Enforce Least Privilege At Scale

Cloud Workload Protection (CWP)

Achieve Full Vulnerability Coverage With Agent,
Agentless, Network, and API Scanning

ORACLE
Cloud
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Inventory

Y’ Comprehensive,

230+ resource types

Including cloud
native: serverless,
storage databases,
and more

v Multi-cloud: AWS,
Azure, GCP, and OCI

@

Code to Cloud

Scan templates
like CFT, Terraform,
and ARM before
deployment

Run best practices
checks

Detect and prevent
misconfigurations
before deployment
(Shift Left)

Compliance

40+ mandates
Across Industries
Across geographies

CIS, PCI, NIST,
and more

Cloud-native
frameworks such
as AWS FSBP,
Azure Policy

=l
- — ]
=]

Assess, Prioritize,

and Monitor

- Determine riskiest
misconfigurations

~ Best Practices
Benchmarks and
Compliance
frameworks

v) Prioritize and
generate alerts
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Reporting and

Remediation

. Service NOW
integration

v Jiraintegration

~) Reportsand
dashboards

v) 1click remediation
for many issues

Automated
remediation
workflows



Visibility is a Key Part of Risk Management

Comprehensive inventory is crucial for the cloud

R
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All environments

Across all clouds, containers, hybrid
workloads

Comprehensive Inventory

Including Al Services

Across all inventory and
resource types

Accelerated Deployments

Simplified and quick onboarding
driving visibility within minutes

AWS
®
Directory KMS S5
Service
EBS Mesh Route 53
Record
D
Network VPC Lambda
ACL Endpoil

Certificate Bre

Ti Neptune Neptune DB
Gateway DB Clusters Instances
® @ 6
ES Redis Dynamo
Domain DB Table
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Memcached RDS EC2
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Log Analytics WAF Web Frontdoor
Workspace Policies WAF
Secret Key Vault Front
Door
— v =
2,

a 74 Iy
Storage Data Explorer Data
Container Cluster Factory
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Container SQL SQL Server
Registry Server Database
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Virtual Cognitive Data
WAN Search Lake
&) €Y &
Synapse API Disk
Workspace Management Access
Service

/A Azure

Networks Sub Firewall
Networks Rules
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Storage Disk Disk
Snapshots Images
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Cloud Cloud CloudRun
Armor DNS Services
v z A
Cloud SQL Spanner
Functions Instance
Database
~
¢ [0 o
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BigTable Service Cryptographic
Instance Cluster Account Key
(- J
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&5 &
PubSub Artifact Dataproc
Registry

Repositories

£Y Google Cloud

@ Qualys. t*
ROCon 25

The Risk Operations Conference
APAC

Security Key Big Data
List Service
Clusters
L W
Data Flow API Functions
Application Gateway Applications
oo = [m]
5
Boot Bucket Block
Volume Volume
DB Compute IAM
Systems Instance User
s oo
S B2 S[a
Autonomous File Block Volume
Database System Backup
[n[u] —
5 [
T @
Loa Kubernetes Mount
Balancer
Cluster Targets

ORACLE
Cloud

TotalCloud CSPM covers ~ 230 services across 4 major cloud providers



TotalCloud CIEM Secures Cloud Identities \  Rocons
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Inventory, Hygiene and Risk Assessment N\

TruRisk Insights with CIEM

— § Complete inventory of identities
En’

and entitlements, including TruRisk Insights with Identity Issues

users, groups, roles, and policies
CID INSIGHT TITLE AFFECTED RESO...

5028 IAM User with privilege escalation or administrative privilege have console acce... 42

Risky identities determined
; based on ana |ySiS. Exam ples 5025 Public VM with privilege to create IAM artifacts (User, Group, Role) 41
-Q include Administrative privileges,

. 5031 Public VM allows access to decrypt secrets in secrets manager 41

|AM role creation
5026 Security group tampering risk on public and vulnerable VM with 'write' permissio... 40
5029 Public VM with data destructive permissions 40

Risky Identities incorporated into
<@> TruRisk Insights to further help 5030  Public VM with elastic IP hijacking permissions 40
= prioritize risk



Scale Vulnerability Management with
TotalCloud CWP - FlexScan

Continuously monitor cloud workloads, including newly deployed ones

N\ @ Qualys t*
Cost-Effective Agentless " Shortest Scan Time
Snapshot-Based Assessment & APl Based Assessment
Efficiently capture snapshots and = CSP-provided APIs collect
perform vulnerability assessments. software inventory for results in
Keeps cloud native costs lower. 10 min
. (=)
Scans Entire Network )
Network Scanning
Quickly and accurately assess for

network-related vulnerabilities

Comprehensive Scan
Qualys Agent Scanning

Real-time comprehensive
vulnerability, configuration

and security assessments
Qualys TotalCloud secures 44 Million cloud workloads across a variety of organizations.
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Kubernetes and Container Security A\

Securing 6.5M Containers and over 800+ Customers

APAC

Build Release
Scan Your Dev Builds Scan Your Repositories

r oo JFrog
) X~ = CONTAINER REGISTRY
GitHub sonatype
repositor: RedHat ge‘. HARBOR
00 o ’ ! ‘ O?Jay 2 C
@
tamboo &

Cl/CD Scanning Registry Scanning

Shift-Left Policy Controls

i . i Images
Context-Driven Shift-Left Security

Continuous Assessment of In-Use

Deploy

Scan Your Production Environments

Cluster Host Serverless

O ﬁaws
Om A

Contextual Risk Analysis w/TruRisk & Attack Path
Configuration/Compliance Validation
eBPF Runtime Protection & Threat Detection

Behavioral Monitoring & Drift Analysis

Code to Cloud Risk Management - Vulnerabilities, Secrets, Polymorphic Malware

Remediate with

servicenow. st Jira
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Enforce Secure Gates From Code to Cloud

Rule
Block deployment of risky Rule Type * (D Rule Sub-Type *
Images. Image Security v [ Limit Vulnerability using Severity V]
Limit Vulnerability using Severity
Rule Name *

Block Known Vulnerability using QIDs

Tre ARG I = 3
AT . . . . Limit Vulnerability using Severity
g Fail bUIld Of I’ISky Images. Block Known Vulnerability using CVEs
Limit Vulnerability using Severity Limit Vulnerability using CVSS
% Block commit of risky SeveritylLievel Condition Enforce Qualys Detection Score Threshold
I _rj code. Severity 1 - Greater Thar Block Unauthorized Software
Block Images with Secrets
@ Rule fails if image has greater than 1 vulnerabilities with 'level 1'.
Block Specific Images
/alN i
X Block access to file, Status
L
sb network, and process. @ Enabled O Disabled
Protect Your Baseline — From Build [ PR J [ LT j
to Runtime
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Kubernetes Security Posture Management

Continuous Audit-Readiness for Kubernetes Clusters

Secure configuration for
Kubernetes control plane.

)

... Support for cloud
i  managed and on-prem
B Kubernetes.

Continuous evaluation
and drift management.

i

. Protect baseline with
W admission controller.

f'é)

CIS Benchmark Coverage with 200+
Controls Across Cloud, Kubernetes,
and OpenShift Environments
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[ (Q_ Search for Kubernetes Posture Controls...

5)

TOTAL EVALUATIONS

PASS.......... 121K

CID

45091

45221

45101

45115

45084

45140

45177

FAILURES BY CRITICALITY

13.2K

FAIL..........1.08K:

CONTROL NAME

Ensure that the --event-qps argument is set to 0 or a level which ensures a...

CIS Kubernetes Benchmark v1.10...

Ensure that the certificate authorities file permissions are set to 600 or mo...

CIS Kubernetes Benchmark v1.10...

Ensure that the CNI in use supports Network Policies
CIS Amazon Elastic Kubernetes ...

Ensure that the kubelet configuration file has permissions set to 644 or mo...

CIS Amazon Elastic Kubernetes ...

Ensure that the --authorization-mode argument is not set to AlwaysAllow

CIS Amazon Elastic Kubernetes ... 1 more

Ensure Network Policy is Enabled and set as appropriate
CIS Amazon Elastic Kubernetes ...

Ensure that the admission control plugin AlwaysPullimages is set
CIS Kubernetes Benchmark v1.10...

HIGH

CRITICALITY

Low
B High
B Medium
B Medium

B Medium

B Medium

B Medium

MEDIUM Low

1-50 of 166

B & ¢ &

SECURITY POSTURE

Total : 1 C\/

Total : 1 (D)

Total : 4 (1)

Total : 4 (1)

Total : 5 C

Total: 4 C

Total : 1 C



Risk-Minded Detection and Response

Combine Risk Context with Threat Detection

Findings grouped by
Assets, ranked by Risk.

0)
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Confirm whether a
vulnerability is exploited.

Noise cancelling response
with eBPF policy.

i
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Prevent exploit with
virtual patching.

Turn Threat Detections into Risk-
Informed Action

@ Qualys Cloud Platform

I Investigate

(1) SEVERITY

Findin ype: Container

DETECTED ON T

17 Jul, 2025

16 Jul, 2025
11:30 AM

14 Jul, 2025
12 Jul, 2025
12 Jul, 2025

10 Jul, 2025

TITLE

Access Violation Warning

Data Breach Notification

Suspicious DNS Queries from Container to Internal Hosts

Suspicious Activity Reported

Sensitive Data Transferred to Unknown External IP

System Integrity Compromised

Detections
5 ACCOUNTS/ SUBSCRIPTIONS/ PROJECTS
aws 2 accounts
1 at risk
- 2
/arn:aws:eks:us-east-1:362990800442:cluster/cra-events-testl-eks and container

SEVERITY
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Ioll LAST 7 DAYS THREATS 52 TOP 10 ASSETS WITH THREATS
ASSET NAME TRURISK SCORE T THREAT COUNT
ws 10.192.12.76 58 e
1 1.15.42 501 71
1 10.16( 7 6P
QLP: aws://arn:aws:eks:us-east-1:362990800442:cluster/cra-events-testd-eks/web-api-prod
1 Total 6
AFFECTED RESOURCES CLOUD IDENTIFIER MITRE ACTIONS
1234567890abcdef12345678 0 4b5c6d7e-8fa9-4c1f-af36-7cdb5c TADOD3
pplication Privilege Escalati
Quarantine Now
alb2c3d4e5f67890abedef123 w  2d3cdb5a-8fa9-4bfb-bb40-bBcOe. TADOD9
Workstat Malware installatio Customize Remediation
Create Exception
1f7a8c91e0c5f15e5a4f6adfac 0 b2cadcf9-3b07-4a60-8de7-182e6 TADODB ¥
FTP Server Data €
f0e1d2c3b4aSbéc7d8edf0eld. 0 5f6g7h8i-9fa0-4b1f-a1c2-e3fdg5h. TADODT
Mail Server Phishing
feBBcIc62c7cactBa3ebebe2? ) debSc5e0-6c3d-417a-9e39-efc8lS TAD0O2
1L Server Integrity Compro
abc123def456gh789ijkimnop0 wi  Bh7i8j9k-01Tm-4n20-p3qd-r5s617u. TADOD7
Rout Network S
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We are always on the
Expressway of Risk
Prioritization and Elimination!



Risk Aggregation to Prioritization
With Qualys Enterprise TruRisk Management Platform

Correlate signals

from many source
Asset Level Risk Score

Toxic Combination
Complete 360 Context

with Threat Intel O
g, /@‘I
[]
A
N
TruRisk

Tru RiSk |nsight
Score

Visualize Attack
Path exposure

Blast Radius
impact analysis

o
-

Attack
Path

@ Qualys 'S
ROCon 25




@ Qualys. t*
ROCon 25

The Risk Operations Conference

Visualize Risks with Attack Path

Multi-Dimensional Approach to Cloud Security

APAC

Security Findings RelanonshxpGraph)
Visualize critical resource

I%I exposure {5} i-0a26366889570a266 # Trufisk Score

4a= Identlfy blast radIUS en.abllng L Account ID: 872493106512
proactive threat analysis

Security Findings

& Database exposure (%) Ransomware |58 Credential Access

Vulnerabilties

Prioritize risk findings w/ i o) (W ) (W o
security graph

Navigate to important findings
On Cr|t|Ca| reSOU rceS * | HIGH Recently Trended On: 2 Oct, 2024

o @ CVE-2022-21445
_’{> > » > Oracle ADF Faces Deserialization of Untrusted Data
Vulnerability

Internet Gateway Network ACL Security Group

U n d erstan d resource igw-09dac387edf2209cc acl - 08ca16efeB9878d8f $g-024e9b8ee2bal11ab EC2 Instance
> I 1-0a26366889570a2¢ HIGH Recently Trended On: 2 Oct, 2024
relationships ~

Capture communication flows
of attached resources

Additional Insights

Powered by Qualys Threat Research

>

(]

CVE-2024-6387

OpenSSH Remote Unauthenticated Code Execution
Vulnerability (regreSSHion)

ﬂﬂlﬂlﬂlflm!?

[© View resource details to know more.
EC2 instance I

i-0ccb775de50d1fc5 H0fi A\ Explore security findings in the graph

Scale with rapid
remediation of risk

Drive accelerated risk-based
prioritized threat
remediation

%+ Visualize resource relationships in the graph

0
0

o

Remediate Now >
b 3




Real-Life Scenario from a Large Financial
Customer

eeeeeeeeeeee

Total Workloads Risky Business With Attack
Scanned Exposures Critical Paths
2M 500k 30k 300
‘---m

VMDR Score TruRisk Score TruRisk Insights

>

*

ROCon 25
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Provide Runtime Risk Context to Code

Turbocharge the risk prioritization with Code to Cloud Shift Left and Fix Left\\:\\\\ \

©
©

©
©
©

Developers receive

issues first. Chris Lopez

Empower developers with
proactive, in-workflow security

Correlate runtime risks to

prioritized findings and ‘/.
' / context to address critical ‘ '@/ < U

GitHub main.tf
acme-org/aws-cloud-terraform

(4]
vulnerable code "
Network ACL Security Group )
Enable scalable, automated acl - 08ca16efe89878d8f sg-024e9b8ee2bal11ab EC2 Instance

security remediation.

Prioritize and resolve cloud
risks using actionable insights.

Strengthen security posture
through informed, effective risk
mMmanagement strategies.

i-0a26366889570a266

EC2 instance EC2 instance
i-0ccb775de50d1fc5 i-0fddb3ae3780fcfea

IAM Role
Banking-role

’
———— = = ...
3

" ---------
N
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S3 Bucket
Applications

S3 Bucket
Logs

&/
RDS Instance
Transactions
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Remediate Risks with Cloud Workflow Automati on ROCon 25

The Risk Operations Conference

No Code / Low Code QFlows N

. Simplify workflow creation
0 with drag and drop visual
nodes and no code

workflows and scale inventory

a Customize security control
" discovery

T Input T Previous Output T Previous Output
L3
r
. . Trigger 2l Azure Resource ¢ Filter o i Azure Action 7%
Enrich the security teams |
e =4y  Trigger Added Resources Added ‘ Filter Added { Action Added
.@.' by automating efforts to gy TgeEe o oo R el . 7 iy
-- 8 ff." . | Trigger Type: Manual Service: Network . ‘ Expressions: ((c1)) Service: Network .
Resource Type: Network Interface Filter(s): param Resource Type: Network Interface
m a n a g e Sec u rlty e IC I e nt y Method: List by Resource Group L No. of Filters: 1 Method: Begin create or update
\
Success l 47 Interfaces Found l 1 List Filtered  [») l Output Name @ l

ot Orchestrate remediation
u workflows and integrate
- with DevOps and ITSM tools

Over 300 out-of-the-box remediation
playbooks



Integrates with ServiceNow

Vulnerability/Misconfiguration Assignment and Remediation

E &

Meet Your Response SLAs

Comprehensive Tracking and Action:
Enable IT team to efficiently track and
take timely action.

Automated Vulnerability Assignment:
Assign vulnerability fixes to developers based on
asset ownership seamlessly.

Wide Adoption of Key Capalbilities:
Enhanced vulnerability and misconfiguration
management.

Qualys CSPM Dashboard -

Remediation Tasks of tickets by status

Closed 46
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Vulnerability Response
Container Vulnerability Response
Configuration Compliance

Open Remediation Task with Risk Rating Open Remediation Tasks of tickets by cloud provider

o
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Agent Vikram for TotalCloud

< Blog Home

How Agentic Al Helps with Adaptive Cloud
Risk Assessment with Agent Vikram

Kunal Modasiya, Senior Vice President, Product Management, GTM and Growth H/'7
August 19, 2025 - 4 min read

In fast-moving cloud environments like AWS, security teams face an uncomfortable truth: not every
EC2 instance is being scanned, existing tools don’t work across a diverse environment that includes
long-lived and ephemeral assets, and visibility is never complete. Qualys research found that over 30%
of virtual machines have high or critical vulnerabilities, and with blind spots in your scanning, you may

miss these critical risks.

Cloud Blind Spots Are Everywhere

The reason not all instances are being scanned is workloads:

« Are missing agents
« Lack SSM integration
« Have encrypted volumes

« Are so ephemeral that they spin up and disappear before traditional tools can catch them

@ Qualys. t*
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Reliable

Agent Vikram #5

Adaptive Cloud Risk Assessment

Discovers unknown and unmanaged (for cyber risk) cloud
workloads and resources and assesses their risk with FlexScan
strategies of agent & agentless scanning in cloud, making sure
you never have a cloud asset without visibility into its risk

Core Skills

CWPP CNAPP Cloud Security

Projected Agent Impact

100% 6 Mins 22%
Visibility into Cloud To Define Flexible Scan Less Cyber Risk
Assets Strategies in Cloud in Cloud

Employ



When Cloud Security Meets App Security?

o

Cloud Security

TotalCloud

Discover and scan all cloud
resources, including
Compute, Storage, Network,
Databases, Web Applications,
API gateways, across multi-
cloud environments

List of Web Apps and APIs in the cloud

Location of Applications (regions, servers, PAAS)

v

Exposure and metadata such as ports, protocols, owners

v

I

v

A

Application OWASP Topl0 Vulnerabilities

A

Application Owners and Business Use

A

Application Source Code Location

\
\
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Application Security

TotalAppSec

Instantly detect and scan
APls and Web Applications
for vulnerabilities, malware,
and advanced threats using

deep learning



TotalCloud Analyst Recognition

Established Leadership and Trust In All Leading Categories

) Gartner =IDC

2024 Voice of The Customer CNAPP Marketspace 2025
Strong Performer Top 5 in Capabilities
Recognized as Major Player

2025 Cloud Security Market Awards

O
PROTECTIO] CLOUD SECURITY
Dl A OR

LSIE)I:IR ECOSYSTEM

" LEADER "

Product and Market Leadership in Cloud
Security, CTEM, and
Hybrid Cloud Ecosystem

\\ @ Qualys t*
\ ROCon 25
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\ —————— APAC

Best Cloud Security (TotalCloud)

Best Vuln Management 3x in a row
(VMDR)

Y GIGAOM

RADAR REPORT

2025 Leader and Outperformer in
CNAPP, Workload and Container
Security
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Customer Success Story



A Decade of Innovation and Protection with Qualys!

Cloud Agents for VAPT
Automation

Over 95% deployment
success across multi-
cloud platforms

One agent, one platform,
simplifies cloud security
operations

[€1

Proactive Alerts for
Public Exposures

Instant notification of
externally exposed
assets

Reduced escalations
significantly, improved
security posture

Risk Prioritization
with TruRisk

Six Sigma-accurate
findings

Powered by Threat
Feeds from authorized
sources



Reduced Blind Spots

100% infrastructure is
auto-onboarded to
Qualys using Cloud
Connectors

Auto-scan continuously
with no manual
intervention

Cloud Security Posture Elevated

Audit Ready Reports

Always prepared for
evolving auditor and
central governance
requirements

Significantly reduced
hours spent on manual
monitoring

(=2

Remediation Ready

Play

Faster and easier
remediation of
vulnerabilities

Eliminated misconfigs
significantly, improving
security posture



When extending a cloud security strategy, review all capabilities
and deploy the TotalCloud solution

Leverage Qualys Agents Expand the footprints to Attack Paths to Assess the
for API Discovery - Easy container security to secure impact beyond the internet
onboarding for AppSec unknowns exposure — know blast

team radius and act
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Demo - Code to Cloud

Recipe to Fix Attack Paths
at the Source
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