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Reimagined to reflect where Cyber security is going next
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T| me t() Historical time -to -exploit timeline

exploit Is 63 Days
compressing

2018-2019  2020-2021  2021-2022 2023 2024

Source: Mandiant



Al Is accelerating
the exploit
timeline

Charcoal Typhoon and Salmon Typhoon
(China -affiliated), Crimson Sandstorm (Iran -
affiliated), Emerald Sleet (North Korea -
affiliated), and Forest Blizzard (Russia  -affiliated)

Used OpenAl services for querying open -
source information, translating, finding coding
errors, and running basic coding tasks



Al Is accelerating
the exploit
timeline

Attackersused ! A At ce Qlau@eyCode to
automate end -to-end ransomware

Low -skill actors using Claude for
extortion workflows and selling Al
assisted ransomware Kkits




~4\6% of all known vulnerabilities are exploited in the wild

~1V2% are weaponized within days after disclosure

<1%account for the majority of real -world breaches

And fixing those at the speed of
light matters the most
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To stay ahead,
we need more
than just visibility
We need prioritization
We need fast remediation

We need
Risk Surface

Management



WHAT IS CYBER SECURITY?

Cybersecurity

IS a risk management
function



DOUGLAS W. HUBBARD

What is Risk Management? & RICHRRD SEIERSEN

Risk Management Y

IS the mitigation or transfer of CYBERSECURITY
risk for the most plausible losses RISK

At Ahn Qe ? AKDZ dBnAQA A

SECOND
EDITION

Richard Seiersen
Chief Risk Technology Officer,  Qualys




Risk
management

IS about reducing
the likelihood of a
major financial loss

to the business




What Is your
Value at Risk (VAR)?

CEO, CISO, CIO, CFO
and the Board should
collaborate to define
value at risk
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State of

Security Posture
Management
today




It seems like
ANe DAT
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Need for an
operationalized
process for cyber

risk management
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In 2024, we
Introduced the

ROC

Risk Operations
Center




The Risk Operations Center

Operationalize
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Compliance
& Executive
Reporting

Unified Asset Risk Factors Threat Business Risk Response
Inventory Aggregation Intelligence Context Prioritization Orchestration




CTEM Solutions
Overexpose
your exposure
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ROC




Cyber Fusion
Center ROC

FEREgESTA, * : It integrates SOC and ROC functions

7 w7 to create an intelligence  -driven,
unified hub for proactive threat
detection, response, and
organizational resilience

SOC brings the fight, 3
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