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Time 'l'.O Historical time-to-exploit timeline
eXPIOit IS 63 Days
compressing

2018-2019  2020-2021 2021-2022 2023 2024

Source: Mandiant



Al is accelerating
the exploit
timeline

Charcoal Typhoon and Salmon Typhoon
(China-affiliated), Crimson Sandstorm (Iran-
affiliated), Emerald Sleet (North Korea-
affiliated), and Forest Blizzard (Russia-affiliated)

Used OpenAl services for querying open-
source information, translating, finding coding
errors, and running basic coding tasks



Al is accelerating
the exploit
timeline

Attackers used Anthropic’s Claude Code to
automate end-to-end ransomware

Low-skill actors using Claude for
extortion workflows and selling Al-
assisted ransomware Kits




~4—-6% of all known vulnerabilities are exploited in the wild

~1-2% are weaponized within days after disclosure

<1% account for the majority of real-world breaches

And fixing those at the speed of
light matters the most
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To stay aheaq,

we need more

than just visibility

We need prioritization
We need fast remediation

. Dia— ] - We need
s ’ Risk Surface
nslli N Management



WHAT IS CYBER SECURITY?

Cybersecurity

IS a risk management
function



What is Risk Management?

Risk Management

Is the mitigation or transfer of
risk for the most plausible losses
that could impact the business.”

Richard Seiersen
Chief Risk Technology Officer, Qualys

"Orewort
Jack Jones,
Chairman

AN 1 FAIR Institute

DOUGLAS W. HUBBARD
& RICHARD SEIERSEN

CYBERSECURITY
RISK

SECOND
EDITION




Risk
management

Is about reducing
the likelihood of a
major financial loss
to the business

PN




What is your
Value at Risk (VAR)?

CEO, CISO, CIO, CFO
and the Board should
collaborate to define
value at risk

PN



Vulnerabilities
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Risk Factors

Misconfiguration

%

User Identities




State of

Security Posture
Management
today




It seems like
today we're all
olaying “Risk
Whack-A-Mole”




Dashboard
Tourism




Need for an
operationalized
process for cyber
risk management

PN




INn 2024, we
INtroduced the

ROC

Risk Operations
Center




The Risk Operations Center

Operationalize

r— N
oy ag ol

Compliance
& Executive
Reporting

Unified Asset Risk Factors Threat Business Risk Risk Response
Inventory Aggregation Intelligence Context Prioritization Orchestration




CTEM Solutions
Overexpose
your exposure
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ROC




SOC brings the fight,

Cyber Fusion
- — o E— Center ROC

FEEREERSA. ‘ : It integrates SOC and ROC functions

e el to create an intelligence-driven,
unified hub for proactive threat
detection, response, and
organizational resilience



The World's First
ROC In the Cloud

QUALYS ETM

Enterprise
TruRisk
Management
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Qualys ETM

Measure
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Critical
860
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Qualys ETM
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@ Qualys. Enterprise TruRisk™ Platform @ =Y (st

. . . . . . . . s
Hi Mayuresh, here’s the risk summary for your organization. Dive in and de-risk now! o Q, search here S All Business Entities v

ACME Corporation Total Assets Business Entities Total Findings
4 \ P 965K 11 213M

Revenue $15B m] Industry Retail 280K contribute to the TruRisk Score 4 above Risk Appetite 8.26M critical findings on crown jewels

TruRisk Score Trend of TruRisk Score 7D 15D 1M 3M 1Y 2Y 7 220 in past 3 months
Last Calculated
30 Sep 2025

01:24 PM 850 - 1000

700- 849

Risk Appetite: 400

J Your score is lower than 88.2% of the peers in your Industry

Risk Overview

Critical Assets Critical Vulnerabilities Critical Misconfigurations

85 1 <1% of Total 965K Assets 304K 3.87% of 213M Total Findings (304 Unique) 1 3 K <1% of 213M Total Findings

Trend for Critical Assets 03 months ~ Top Risk Factors for Critical Assets [ Top Compensatory Factors
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Your Partner in Cyber Risk Management
Aligns Cyber Risk to Business

B TruRisk Score
160M
$146M @
140M @ o
°
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120M o
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o 55
60M ® Risk
Appetite

$41.1M

$37.3M
17.7M
d $13.1M
e
[

AEDT uso4 INOT UKO1 Cca0l

Business Entities

$5M

KSAO1

$1.3M $1.1M

EUD3 AUOT



Qualys ETM
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Bring every exposure from every
security tool




Millions of Fragmented Exposures
coming together

@ 165M wiZ 95M e 7M

62.5M

ALL FINDINGS




Prioritizing Risk which Matters, Increases Efficiency
Risk Operations Center (ROC)

2.17 M (4%) 304K (<1%) 150K (<1%)

Risky Exposures Prioritized exposures Compensating
for Business Controls

62.5 M 96% Reduction 99% Reduction _
ALL FINDINGS

Dark web trending Business Critical
Weaponized by threat Assets (PCl, Internet
actors Facing, DB, Revenue
Malware/Ransomware making App

attacks in the industry

THREAT
INTELLIGENCE
ASSET
CONTEXT

$3.12 M $612K $311K $155K

Cost of Remediation Cost of Remediation Cost of Remediation Cost of Remediation



Eliminate Risk With, or Without a Patch

TruRisk Eliminate — Reduce Risk, Reduce Cost of Remediation

150K (<1%)

Exposures (Risky vulnerabilities on critical
assets — Internet, PCI, business apps)

Patch Mitigate Cloud

Qualys + SCCM/Intune Patchless Exploitation
Integrated patching Prevention

$155K (<10%)

Cost of Remediation

Isolate

Non-
compliant

Uninstall
Unused



High Quality Threat Intel is the brain of

Risk Operations Center (ROC)

Continuously curated and auto-cross-
mapped to every security finding for

rioritization by 120+ threat engineers :
P Y 9 UMcAfee (™) ) Vst Seomiry
GitHub Threat Sharing
() e, QrFireeye  packetsorm WIDIE
€
AEVERSING MITRE 7 Kempersir \&7
LABS ATT&CK. CyberSecurity GREYNOISE

::::::::::::
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You can't fight
machine-speed
threats with human-
speed response

Human + Al
Collaboration

Agentic Al

changes the game

S S N




Qualys
Unveils
Agentic Al

to Power the
Industry’s First

Al-Native ROC

T SS




Qualys
Marketplace of
Cyber Risk Agents

Your skilled, digital
workforce for
autonomous risk
Management

a’nm
Agent Nyra 48

Threat-Informed Risk Prioritization

Continuously monitors trending high-profile threats in your
industry, for prioritizing their risk to your environment, by
correlating them to attacker’s tactics and techniques.

Core Skills

Threat Intelligence Threat Prioritization MITRE Attack

Projected Agent Impact
85% 22%
Monitoring of Trending Reduction in
Threats Cyber Risk

s

Agent Chang 46

Audit-readiness Assessment & Reporting

Keeps you audit-ready continuously with autonomous
evidence collection for in-scope assets, mapping to
compliance requirements, delivering audit-readiness reports
that highlight gaps and prioritize fixes, improving success w...

Core Skills
Compliance Manag it Audit Manag it ) (2
Projected Agent Impact
85% 22%
Less Time Less Audit Gaps

Agent Sara 48

Autonomous Patch Tuesday Lifecycle

Automates Patch Tuesday from CVE mining to patch mapping,
enabling faster remediation, reduced risk and exposure, and
greater focus on high-value security priorities.

Core Skills

Patch Tuesday Vulnerability Management = +1

Projected Agent Impact

15% 75%
TruRisk Points Faster Patch Closure
Eliminated (MTTR)

Employ

L
PRIN
Agent Sophia w46

Self-Healing Autonomous VM

Self-heals autonomous VMs by identifying security
vulnerabilities and managing remediation under human
supervision, reducing risk in real time, Ensures systems stay
efficiently updated and resilient, minimizing the operational...

Core Skills

Continuous Discovery Risk Based Detection +2

Projected Agent Impact

99% 60% 4x
Visibility of Reduction in Faster Detection
Internet-Facing Assets Noise for Critical CVEs

~

Agent Nova +4.9

Discover & Prioritize Risk of External Attack Surface

Get hacker’s eye view of your internet facing assets revealing
the toxic combinations of open ports, listening service, risky
vulnerabilities and business context of the asset to
continuously prioritize and reduce your external attack risk.

Core Skills

External Attack Surface Management (EASM) Threat Protection

Projected Agent Impact
~25% ~15% 90%
Unknown Assets Hidden Risk Faster Detection
Discovery Reveal of Risk

»
aik

Agent Vikram %5

Adaptive Cloud Risk Assessment

Discovers unknown and unmanaged (for cyber risk) cloud
workloads and resources and assesses their risk with FlexScan
strategies of agent & agentless scanning in cloud, making
sure you never have a cloud asset without visibility into its risk

Core Skills
CWPP CNAPP ' Cloud Security
Projected Agent Impact
100% 6 Mins 22%
Visibility into Cloud To Define Flexible Scan Less Cyber Risk
Assets Strategies in Cloud in Cloud

Employ




Agent Sara 4.8

Autonomous Patch Tuesday Lifecycle

Automates Patch Tuesday from CVE mining to patch mapping,
enabling faster remediation, reduced risk and exposure, and

greater focus on high-value security priorities.

Core Skills

Patch Tuesday Vulnerability Management =~ +1

Projected Agent Impact

15% 75%

TruRisk Points Faster Patch Closure
Eliminated (MTTR)

Current Posture

45.7 3K o

Finding Instances (11.15%)
-

20.92K o1

Assets (18.67%)
—=

59 6.1K

Unique Vulnerabilities Critical Vulnerabilities

950 56D

Critical

MTTR

TruRisk Score



Agent Sara 4.8

Autonomous Patch Tuesday Lifecycle

Automates Patch Tuesday from CVE mining to patch mapping,
enabling faster remediation, reduced risk and exposure, and
greater focus on high-value security priorities.

Core Skills

Patch Tuesday Vulnerability Management =~ +1

Projected Agent Impact

15% 75%
TruRisk Points Faster Patch Closure
Eliminated (MTTR)

Plan

Patch Critical risk on Non-critical Assets

30% critical risks on non-critical assets open 56 days

85% are patchable, with no reboot required
Action

Y2 Create Patch Job

Potential TruRisk Reduction [ 950 ] [ 450 J

@ Mitigate the Risk on Critical Assets with No Patch

20% remain unpatched >180 days on crown jewel servers

75% are mitigable by applying 17 mitigations
Action

@© Create Mitigation Job

Potential TruRisk Reduction [ 950 } { 670 ]




Agent Sara 4.8

Autonomous Patch Tuesday Lifecycle

Automates Patch Tuesday from CVE mining to patch mapping,
enabling faster remediation, reduced risk and exposure, and
greater focus on high-value security priorities.

Core Skills

Patch Tuesday Vulnerability Management =~ +1

Projected Agent Impact

15% 75%
TruRisk Points Faster Patch Closure
Eliminated (MTTR)

Task: Patch Critical Vulnerabilities on Non-Critical Assets

Outcome

TruRisk Score Impact

950 —> o 302

Critical \ Low

-47% Improvement

Patch Coverage

96% Patch Tuesday CVEs

Remediated within 14 days

-60.7% Faster remediation

Reduced MTTR

56 - 27

Days Days

-48% Faster remediation

Residual Patch Tuesday Risk

A 4% Remaining findings

Patch not available, Mitigation can be Applied



Cyber Risk
Assistant

Helps users
navigate and
evaluate their risk
posture with a NLQ

@ Qualys. Enterprise Trurisk™ Platform

Hi Sumedh! Welcome to Enterprise TruRisk Management.

I'm here to help you get the most out of your risk management program.

Since this is your first time here, I'll guide you in setting up your Risk Operation Center through:

= t43 &
Discovering all exposed Organizing risks by business Benchmarking posture, set
assets, subsidiaries, and value and impact. risk appetite, and track
your external risk surface. trends.
= ) %
Connecting tools for Prioritizing high-impact risks Remediating issues and
automated, unified data. with SLAs, risk factors and staying audit-ready.
compensatory factors.

Ask here.

n




@ Qualys. Enterprise TruRisk™ Platform

Hi Sumedh, I'm Sid
I was called in because you asked for an external discovery.

From your email domain, I identified your company as:

& Global Mercantile Corporation * GMC = in  Retail Industry

Here's what I uncovered:

12.8k 6 $28

Internet-Facing Organizations Estimated
Assets Annual Revenue

I have also created an EASM Report:

EASM Report '
Global Mercantile Corporation, San Francisco, CA -@

Would you like me to save this as your Company Profile?

Chatting with & Agentsid X

)

m + 4




9:41 wll T @

Home Q $
Active Threats in your industry

0 5 Trending Threat Actors

Clop Lazarus BlackBasta Wick

24 CVEs Exploited by Trending Threat Actors View All

Critical  CVE-2025-24984 Critica

Microsoft Windows NTFS Remote
Information Disclosure Hardco
Vulnerability in Cent

Assets Impacted

12.7K o 6.

A< 11 March, 2025 N «

Your Organization’s Risk

O b a)

Home Threats Biz Entities Alerts

Democratize

access to diverse
security data



Introducing
MROC

Managed
Risk
Operations
Center

S S N




MROC
Partners

Cyber
Insurance




@ Qualys.

Enterprise TruRisk™ Management
Measure, communicate and eliminate cyber risk

De-risk your business
with the Risk Operations Center

.
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