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Threat Detection & Response
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A day in the life of a SOC analyst 
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Thinking like an Attacker

Rethinking Incident response 

Read more at: https://blog.qualys.com/product-tech/2021/10/05/assess-risk-ransomware-attacks-qualys-research
Read more at: https://blog.qualys.com/product-tech/2023/08/01/beating-the-challenge-of-cloud-detection-and-
response-with-qualys-totalcloud-deep-learning-ai

Reconnaissance Weaponization Delivery Exploitation Installation
Command/

Control
Action 

On Objectives

Ransomware Known CVEs Known Misconfigurations

Conti 24 61

Darkside 4 54

Netwalker 8 3

Lockbit 6 5

Petya 10 6

Clop 3 4

REvil 24 27

SOC teams 
only look here
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More to consider
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How does your team have 
unified risk elimination before, 
during, and after an attack?
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Need for 
Risk-based 
Approach 
for Endpoint 
Security
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AI is Automating Attacks

Phishing Attacks
LLMs generate convincing emails mimicking trusted sources 
to trick users into divulging sensitive information.

Social Engineering
LLMs assist attackers in crafting persuasive messages, social 
media posts, or chat interactions to manipulate targets.

Malware and Ransomware Creation
LLMs aid in generating code snippets, camouflage techniques,
or obfuscation methods to create sophisticated malware.

Automated Vulnerability Exploitation
LLMs automate the process of identifying and exploiting 
vulnerabilities in software or networks.
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AI needs to 
Automate 
Defense



Demo
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