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Challenges in Cloud Risk Prioritization

/ Q <1>
Cloud ROC Team Compliance Team Developers
v, Remediated Cloud Risks v Always get exception v Many security issues with no
are resurfacing requests with no concrete context for prioritization.
plans to remediate
v Increased attack surface v) Unaddressed compliance v Releases are rejected at a very
generates more findings issues persist for a long late stage, delaying product
duration rollouts.
v, Managing risks in v) Security Policies are evolving v, Security concerns are addressed
ephemeral environments at a later stage too late in the development

is always challenging. process.




In 2025, Qualys Research Unit identified that 70% of
O.I the Azure resources are misconfigured, leading to a
potential open attack surface.

And

breaches

are only Attackers injectec.j ma.licious code intp 1OOQs |
increasing 02 S e i
fOr th is security vulnerability

vector of

attack.

FTC fined a consumer DNA sequencing company
03 after determining 1000s of customer’s DNA
information was stored in public S3 buckets
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Qualys’ CNAPP
TotalCloud

Platform
Overview
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Qualys TotalCloud
The Risk-Minded CNAPP

Kubernetes and Container Security (KCS)
Prioritize Risks In Container Environments ) e
Manage Risk Across The Dev Lifecycle

Discover

—{

TotalCloud™

CNAPP

Assess
FlexScan™

Cloud Detection & Response (CDR)
Detect Malicious Threats In Runtime
Respond To Zero-Day Malware iy

TruRis|

Cloud Workflow Automation (CWA)

Implement Custom Remediation Workflows @ :é)i
Leverage 200+ Playbooks for Remediation

QV_\-I/% A Azure © Google Cloud
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Cloud Security Posture Management
(CSPM)

Prioritize Risk With Attack Path Context
Enforce Compliance From Code To Cloud (laC)

Cloud Infrastructure and Entitlement
Management (CIEM)

Manage Excessive Permissions and ldentities
Enforce Least Privilege At Scale

Cloud Workload Protection (CWP)

Achieve Full Vulnerability Coverage With Agent,
Agentless, Network, and API Scanning

ORACLE
Cloud




Risk Prioritization with Qualys Enterprise
TruRisk Management Platform

Visualize Attack
Path exposure

Correlate signals

fromm many source Blast Radius
Asset Level Risk Score impact ana|ysis

Toxic Combination
Complete 360 Context

_____

with Threat Intel &@ ‘---H
V4 Attack
TruRisk Path
TruRisk Insight
Score
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Visualize Risks with Attack Path

Multi-dimensional Approach to Cloud Security

@ Qualys. Cloud Platform

Vis u a I ize c ritica I reso u rc e expos u r e « Attack Path: Publicly exposed VM with vulnerability detected in last 7 days
Identify blast radius enabling proactive threat Summ.. - e
a n a IySiS : rs{:is::p;::tlz::fam57—Ofc974d06—8...
Prioritize risk findings w/ security graph | “™""

Navigate to important findings on critical resources

Understand resource relationships

Capture communication flows of attached resources

ewal
‘ s @ . @
Virtual Network Subnet
Internet Prod-VNet-EastUS AppSubnet-PublicAccess

Scale with rapid remediation of risk

Drive accelerated risk-based prioritized threat i
remediation
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Remediate Risks with Cloud Workflow Automation
No Code / Low Code QFlows

) Simplify workflow creation with drag
and drop visual nodes and no code

® Customize security control workflows

and scale inventory discovery [ e \
Trigger & i Azure Resource ¢ Filter 4
° . . ;@ Trigger Added Resources Added Filter Added
® Enrich the security teams by automating Trigger Type: Manl = s ok v cresions: (1)
) . . . esourceT e: Network Interface ilter(s! ; arém
eﬁorts to manage Securlty eﬁICIGntly Method: List by Resource Group No. of Filters: 1
Success l 47 Interfaces Found l 1 List Filtered E
=.°  Orchestrate remediation workflows and

oo integrate with DevOps and ITSM tools

Over 300 out-of-the-box remediation playbooks
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Announcing New
Capabilities

You asked
We are delivering

Q Qualys. ...~



Qualys Risk Operations Center For 7\ Azure
Policy Audit for Cloud, Containers and Al Models

Cloud Security Posture Management (CSPM)

Audit Ready Reporting

v Compliance monitoring of 35+ global frameworks
v Validate with the latest CIS v3.0.0 benchmarks

Attack Path Analysis
v Public exposure via load balancers, NSG, VNETSs,
gateways, and Azure Firewall

K8s Security Posture Management (KSPM)
v CIS for Azure Kubernetes (AKS)

Al Security Posture Management (AISPM)

v Misconfiguration rules for Azure Al Services and OpenAl

Shift Left - Scan Azure laC Templates
v Supports Terraform and ARM Templates

v Integrates with Azure DevOps pipelines
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< Attack Path: Suspicious communication on public VM

Summary ~

#  Source identifier: 1d767489-da0c-4948-a285-bf2c708c0586

g Resource Id: a1105b00-a203-4e76-8092-cc9279586f68

@ Region: eastus

NETWORK INTERFA...

ramyakazureexposuret...

;’ Go » <D

SUBNET
ramyakAzureTestingSu...

VIRTUAL NETWORK
rahul-new-vn

9

SECURITY GROUP
ramyakSubnetAzureEx...

Connects with  servicenow.

%

SECURITY GROUP
ramyakAzureExposure...

VIRTUAL MACHINE
ramyakAzureExposure...




Qualys Risk Operations Center For 7\ Azure Y

Extending VMDR to Azure Cloud

@ Qualys. Enterprise

< Inventory Details: 6a1e0a79-3781-48c3-a13c-4a598b...

Azure Workload Protection

Summary
1 ™
T TruRisk™ Scoree
U n m atc h ed Acc u r a cy of Dete ct io n s Tags The TruRisk™ Score is derived from the business criticality of an asset, its risk factors and its location within the network.
< BeSt l n Class S IX Sig ma ACC u raCy powered by VM D R contelsBuliates 2::;:;;;2 I1P(J.U.E).13 :ISS;I'WPE ?W"E’ ::crosuft Windows Server
. o 2022 Datacenter (21H2
v Correlates with 25+ external threat feeds R Buld 20348 3561) 64t
sset Summary

System Information

Age ntless a nd Ag ent-based Sca T e TruRisk™ Score and its Contributing Factors
v Ensures all your cloud workloads are scanned Open Ports

Installed Software o) Higy
& O,

v Covers agents, network, and snapshot-based scans Faffc Summary %
Business Information /\ Business Criticality 2 3 Top Risk Factors
Launching new - Azure Linux  secoy oty s Je o L WP
v Cloud Agent and Container Sensor support for new —— RSO it
Azure Default Operating System VMR Vulnerabiites Below re varlous scores assigned to the asset through multple tags -

VMDR Prioritization Calculated as of May 9, 2025

ASSET TAGS ASSET CRITICALITY SCO..
Software Compositi... ition

Scan VM Scale Sets . Patch Management 4 | Ac: TReaL-007 T|
v Ensures all your dynamic workloads are scanned before | = [ cowdpusicre 5]
they vanish to get visibility PR { serviceow 5]

Cloud Detection and ...

N =<
Connects with  servicenow. -iil J

=
@)
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Qualys Risk Operations Center For 7\ Azure v

CDR for Azure Virtual Machines and Containers

@ Qualys. Enterprise TruRisk™ Platform

Azure Threat Detection and Response

& Investigate Security Findings

Powered by Al/ML Framework

. . @ SEVERITY ™ ACCOUNTS/ SUBSCRIPTIONS/ PROJECTS
v Detects known and unknown threats in real-time .
v Ability to detect the mutated malwares gg < aws 20 accounts A 10 subscriptions
?g " 3 at risk 4 atrisk
Detection using Azure Flow Logs P 5 I £ 5 projects
v Monitor and analyze network traffic 0 -| .h ) —
Critical Hig Medium Low atris

v Detects suspicious patterns, and indicators of compromise

Detection using Azure VTAP Traffic

v Mirror network traffic from Azure virtual machines

v Deploy appliances using simple terraforrm commands GroupBy v | | <7 Filter \

C] DETECTED ON 17 TITLE SEVERITY
Detect Zero-Day Malware —
v In Azure Virtual Machines and Containers registry ;25.4"1"%2025 Malware download detected
v Detect runtime threats on AKS containers with EBPF
15 May, 2025 Port scan detected from Malicious source L L

Nno:-00 ANA
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Qualys Risk Operations Center For 7\ Azure Y

No code workflow automation using Qualys Flow

Azure Cloud Workflow Automation @"Edt B
— 1or

. . . Soft delete for storage accounts_cloned_17231.. /> Select Account | nzism_test |@® | Variables (1) Auto fit view
Build custom checks in minutes
v Handles all custom compliance use cases
- Integrates with TotalCloud CSPM for continuous

assessments Trigger % Azure Resource & W

© e O A e

Custom Remediations to reduce risks

¥ Build custom remediation workflows to address specific
security issues

Y Vulnerability scanning, patching, quarantine, and RAW om
triggering change control workflows. parallel Node @ Rl e e o—| v
fﬁ 2 branches
100+ Azure Cloud Playbooks T
v Best practices out-of-the-box workflows 10
RAW (2) ¢ M
v Based on real-world scenarios requested by users il cioress o Sarvican it ©— ¥
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Integrates with ServiceNow

Vulnerability Response
Container Vulnerability Response
Configuration Compliance

Vulnerability/Misconfiguration
Assignment and Remediation

Many Qualys customers use ServiceNow

Comprehensive Tracking and Action:

Enable extensive coverage of findings in
ServiceNow so that the IT team can efficiently
track and take timely action.

Automated Vulnerability Assignment:
Utilize automated workflows to assign
vulnerability fixes to developers based on
asset ownership seamlessly.

Wide Adoption of Key Capabilities:

® Many Qualys customers leverage these essential
integration features for enhanced vulnerability
and misconfiguration management.

Qualys CSPM Dashboard -~

Remediation Tasks of tickets by status H Open Remediation Task with Risk Rating H Open Remediation Tasks of tickets by cloud provider
£ 250
Closed 46 E
T < 200
15 150
E
& 100
g
& so
2 0
AWS AZURE
Cloud Prov
" 3- Medium 484
AWS AZURE
B 3-Medium 484 262 162

£ 0

i ﬁ ﬁ ﬂ R B e e
5 <® o ? o o o 5o o " ul &
4 e o o ! ¢ o o 3 A &
o 3 v of 3 o N o B
e & (o A\ o o o o o <&
0 o \}5\' e e o o - & oo I

s
L3¢ o
%‘c"“! “‘.WJL
o
K £ ol o < d
N o oF e i N o ¢ o
oo s & o g o o oo L
o S
© « @ © € «® « ¢ € @ €
Control Name
Ensure that Diagnostic Settings Ensure that Diagnostic Settings Ensure that Storage Accounts h Ensure that Storage accounts di Ensure that public network acce Ensure that Unattached disks ar Ensure that
2201 2201 2179 2060 1339 741 525
Ensure that all Attached VM Dis Ensure nio security groups allow. Ensure Object Storage Buckets Ensure Versioning is Enabled for, Ensure that VPC access for Lam Ensure secrets should be autor, Ensure no N
309 301 298 286 222 199 184
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Cloud Exploitability Prevention

. * Automatic Playbooks For CISA KEVs
3 TruRisk + « Fully automate patch deployment based on attack paths
Patch * Full support for any host, on-prem or cloud

* Leverage Qualys Flow Playbooks to apply

To.taICIOUd P TruRisk compensating controls while waiting for patch
With - N;::I I:te + « Includes ability to limit privileges, restrict network
TruRisk 9 access, and any APl supported by your CSP
Eliminate * Apply Admission Control Policies in Kubernetes
TruRisk * |Isolate hosts/VMs to ensure vulns cannot be exploited
(] Isolate + » Allow exceptions to ensure workloads and images can
be patched and managed

'\ DE-RISK YOUR BUSINESS



We secure your ©rRACLE tool

\

Configuration

Discovery and Assessment (CSPM)

Inventory

Cloud Connectors to Oracle
Cloud Tenancy Extensive coverage of the

security controls

Discovers from all

global regions of the CIS Foundation Benchmarks
OC-1 realm v2.0.0 and 40+ Global
Compliance mandates.

'\ DE-RISK YOUR BUSINESS

Know and
Eliminate the Risk

Build Custom Dashboard
and Reports

Supports Alert Rule
configurations — Email,
PagerDuty, Slack, MS Teams




@ Oualys. Enterprise TruRisk” Platform @ S \:SC:I

89 Dashboard - Oracle Cloud Dashboard

e Get an insight into your organization's security posture with executive summary reports. X

| Ay Al Last24Hrs ~ @

Total Widgets Count : 12 / 80 6 ¢ o &

Vulnerable Public Instances

Unscanned Cloud Instances Critical Misconfigurations Threats

40 3 0

Perimeter Vulns

0

0

Cloud TruRisk Score © 0OClI Tenancy by Failed Controls Top 5 Failed Controls
. Total Contributing Vulns TENANTID CONTROLS FAILED CONTROL RESOURCES FAILED
) oh (7op,, 1 1
¢

& 4 ocid1.tenancy.oc1..aaaaaaaax2gwhq3hszjghte5pg... 67 Ensure boot volumes are encrypted with Customer Man... 924

:-? a B critical 13 [ criticality [l High

'fr;rl B Medium 22 L
ey 654 = Ensure Bucket does not persists Expired Pre-Authentica... 419
% g
B T0% = Total Assets criticality (] High
%, Medium S 2

0 1000 showing last 1 day Ensure no security lists allow ingress from 0.0.0.0/0 or ::... 343

Criticality [l High

1000 °

0 Trend data not yet available Ensure Object Storage Buckets are encrypted with a Cus... 297

Today criticality [Jf] High

Resource distribution by type OCI PCI 4.0 Compliance 0OCI CIS Compliance OCI NIST CSF Compliance
@ Security List: 575 @ Compute Instance: 845
sy Pass Pass
Pass
845
575
494
Sec... Co... Buc... Loa... Kub... IAM...
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O SSepANSAMESATMIN$F ifities d

» Verify image hygiene and shift risk

Q prioritization and remediation to the left.
Software Composition Analysis
©;
We are © (S vuinevabilifycgetedtiens to Open-
Del iverin Source Software using Agentless Scans
g » Elevate the cloud workload security with
Customer more detections
Commitments!
5 &

DetecrSecrets usihgAgentiess

» Correlate the secrets on the exposed assets
with vulnerabilities and misconfigurations

'\ DE-RISK YOUR BUSINESS



Qualys’s Cloud
Vulnerability Scanner

Website that showcases our expertise Getting started with cloud security

https://www.cloudvulnerabilityscanner.com/

-~ Updates on the latest cloud threats

7 MIN READ

6 MIN READ 9 MIN READ
How experts address them? What Is Cloud Securing Dynamic The State of Cloud and
Scanning, and Why Cloud Env!ronr;\ents: Saa$ Security Report
. . o . Does it Matter? Best Practices for - 5E55 —
-~ Statistics on the most common cloud security issues Comprehensive s dats Sk
Cloud scanning emerges as Bcanning services and containerize
D the critical solution to secure applications has progressed
H oW ma ny d O yo U h ave: the ephemeral world of cloud Traditional approaches to unabated. See what more
computing, empowering vulnerability scanning are no than 100 security and IT...
security teams to navigate... longer sufficient to secure the
L3 L3 L3 o o 2 2
-~ Dive In with more cloud scanning articles oo e
ynamic cloud environments
H = While vulnerability...
Elevate your knowledge in specific areas eyt
Shrikant eb 1 Shrikant fed Dark Reading
g Dhanawade 2025 Dhanawade o Research

Qualys offers a Free customized
TruRisk Insights Report.
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We continue the
Innovation Journey!



Shift Left in Cloud Security
Evaluate Code before deploying to the Cloud

Shift-Left Security Runtime Security

Proactive Approach Reactive Approach

Pre-Deployment

Infrastructure Repository cl/cb Cloud .
as Code (laC) and Registries Instance/Containers/

p = . Serverless/WebApp
" O & o

m u A ﬁ @ e @ Resources

) v
® ® @ O o .

, , _ Identities
Terraform GitHub Jenkin
Cloud Formation Bitbucket Bamboo @
ARM Template Gitlab
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Bringing Risk Remediation to the Code

Turbocharge the code prioritization with run time security risk insights

Developers receive prioritized findings and

*
.. . . k (2
] 3
context to address critical issues first. © | S
N?/th-:lzlé-LT;ircf:’ce Virtual Machine e
- Empower developers with proactive, in-workflow i

security

v Correlate runtime risks to vulnerable code

>
L

Security Group
Allow-All-Inbound-SSH

(a) (o) ()

~ Prioritize and resolve cloud risks using ot i a1t
action a b|e insig htS. aaaaaa g/azure- cloud-terraform

Enable scalable, automated security remediation.

~ Strengthen security posture through informed,
effective risk management strategies.
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Industry and
Customer
Recognition
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Cloud Security Market Recognition
Recognized By Analysts. Trusted By Enterprises.

KuppingerCole

2024 Leadership
Compass for CSPM

MARKET

MICROSOFT
\ CHECK POINT

T— PALO ALTO NETWORKS

./- Wiz
ALGOSEC —~e
SYSDIG
./_
)% UPTYCS
2 ORCA SECURITY —\. /‘
P JUPITERONE
X s
CLOUDDEFENSE.Al —®@ CYSCALE

ARMO —y

OVERALL

d3avan

HIONITIVHI

Gartner
2024 Peer Insights Voice

Of The Customer - CNAPP

MARKET AVERAGE
Each quadrant is sorted alphabetically.

OVERALL EXPERIENCE

Strong Performer

CrowdStrike Sysdig

@ Customers’ Choice

SentinelOne

OrcgSecurity Trend Micro
Qualys Wiz

AN W

p ——
Aqua Security Software
Check Point Software Technologies
Lacework

Microsoft

Aspiring

Palo Alto Networks

Established

USER INTEREST AND ADOPTION =—>

As of Oct 2024

© Gartner, Inc

JOVYHIAVY LINYVYIN

GigaOm
2025 Cloud Workload
Security Radar

Leader
MATURITY
Challenger
1BM X Entrant
Broadcom
Sophes (VMware)
- | Tenable
'For(inet (Lacework)
‘CrowdStrIke
}Trend Micro
Orca
AClxo AAqua Security
N k:
_APalo Alto Networks <Trellix
« Sysdig
FEATURE <« Check Point _ PLATFORM
PLAY PLAY
SentlnalOne‘
<« Outperformer
-« Fast Mover
INNOVATION <« Forward Mover
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Free Custom Report

Do you know the
biggest risk to
your multi-cloud
and container
environment?

Get your free custom
assessment today!

.PE-RISK YOUR BUSINESS




Q Qualys.

Enterprise TruRisk™ Platforh

» n » |-
Measure, communicate, and eliminate cyber risk.

De-risk your business.

e *
L
s ®
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