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Myths about Qualys
Patch Management
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140M

Patches
Deployed in the
Past Year
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Qualys TruRisk Eliminate
Ranks as a Top Leader in the

GigaOm Radar for Patch
Management Solutions
2025
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Challenges

Not knowing Not knowing if patch What to do if patch
the right patch can break something is NOT available
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TruRisk Eliminate

Al Based Recommendation Engine

Map vulns to remediation & mitigation actions

% %

9 ® N2 —e e

Patch Fix Mitigate Customize to Isolate

+ Windows * Vulns with No * Vulns that cannot your Needs * As last resort

* MacOS Patch Available be patched due to + Library of * Vulns on those

* Linux * Qualys curated operational risk remediation assets are flagged

* 3rd party apps permanent fixes * Mitigated vulns are scripts in VM reports

+ Zero-Touch Patch available flagged in VM + Create your own + Allows trusted
Automation reports mitigations or apps

remediations to communicate
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The future of
vulns remediation -

Al Based Predictions and
Suggestions Engine

Integrate with your current
tools for more remediation
recommendations
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You have @
50 vulns to address (I:A
These can be
Remaining 10 are mitigated using
mapped to patches that Qualys TruRisk
might break the Eliminate or your

application if deployed IPS

40 vulns will be fixed
by automation in
3 days
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Leverage Al to predict the patch reliability
and its impact on your environment

Out of 3.8K Windows patches, 92% had
high reliability!

Predict your patch deployment
patterns

Leverage Non-Qualys solutions already
deployed in your environment to reduce
risk
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Complex

Top 10
Pat?:‘:\es & @ Vulnerabilities
For Maximum Risk Address with CAR
Qualys.

Reduction

. — -®
Top 5 Third 22500 Q’n’;* Isolate
Party Apps = o o-% Now
For Patch Automation Assets haven't been
Low Risk, High Impact patched since 3 months
Mitigate

When there's operational
risk
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About Us

Paytm Money is one of India’s
leading digital investment platforms,
offering mutual funds, equities, ETFs,
and NPS.

Designed to democratize wealth
creation, it provides transparent,
technology-driven tools for modern
investors.

With real-time execution, research
insights, and a secure, compliant
framework, Paytm Money is trusted
by millions across the country.
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Significance of IT Operations
and Security being a Fintech
organization

Robust security and IT operations are the

patching practices ('!'} backbone of our

are non-negotiable K ; -
. . business in Fintech.
In the Fintech space.

A single vulnerability ﬂgiggéfn?gfg

= n
can lead to data 7 7'\ iy :
: critical for protectin
@ breaches, fines, and ; P -tihg
customer financial
lost trust.
data.
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Prime Reliance on Linux
Platforms

Hybrid Cloud - AWS + On Prem

Assets - Windows, Linux -
Amazon Linux Graviton, RedHat,
Ubuntu

Distributed Assets presence across
regions
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What were the challenges? .

= @ Zero-downtime security updates

@ Automated vulnerability remediation
across 1,000s of Linux nodes

@ Consistent patching for Graviton-
based instances

@ End-to-end compliance reporting
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What all are the realized
benefits of using Qualys PM

@

Reduction in Achieved Graviton
overall risk Remediation Support
to 342 of Linux OS

Vuln across 2K
assets within
18 days
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(© Qualys. enterprise Trurisic piatforr @ 9 (& T

—_
% Jobs Windows Linux Mac
Q_ Search for jobs... R =
130 -
Total Jobs
6 * The final number of assets will be calculated some time before the job starts. Learn more... K
QUICK FILTERS
B Default Jobs i? Filters v 51-100 of 130 C {§}
STATUS -
Assets Responded 127 STATUS NAME OWNER | SCHEDULE PATCHES ASSETS TAGS
Prepared 2 '
Disabled 1 Assets Responded (100%) Equity NonProd Patch... ChiranjeeviT  Once, Jul 24, 2025 03:00 pm By 4
Install Job Jul 24, 2025
SCHEDULED Assets Responded (99%) Equity Prod Patching ... ChiranjeeviT  Once, Jul 24, 2025 05:00 pm 117 115
Once 116 Install Job Jul 24,2025
On-demand b Assets Responded (100%) MF/PF Non-Prod Patc... Jaynita Singh  Once, Jul 24, 2025 01:30 pm 10 6 PML_MF_DC_No...
Install Job Jul 24, 2025
JOB TYPE
Assets Responded (100%) MF/PF Prod Patch Jo... Jaynita Singh ~ Once, Jul 24, 2025 05:00 pm 60 26
Install 127 Install Job Jul 24,2025
Rollback 3
Assets Responded (100%) MF/PF Prod Patch Jo... Jaynita Singh  Once, Jul 22, 2025 05:00 pm 123 52
Install Job Jul 22, 2025
Assets Responded (99%) Eauitv Prod Patchina ... ChiranieeviT  Once. Jul 22. 2025 05:00 om 180N 118
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What’s Next?

Rollback Support for
Graviton

We are evaluating
TruRisk Eliminate
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Thank You!
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