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Why do we need to know User Identity?

breaches that occur involved privileged credentials - 
Forrester report 8/ 10

fail to revoke permissions after a privileged employee 
is removed. 55%

IT professionals do very little or no privileged 
account monitoring 57%
of organizations use MFA to secure their privileged 
accounts. > 40%

fail to enact secure logins for privileged access accounts.51%
of enterprises fail to discover all of the privileged accounts in 
their networks and 40% never bother to look in the first place  70%

Source: Thycotic’s report 

don’t have security alerts in place for failed privileged 
access account login attempts 63%

Source: Forrester report 

User Identity

https://solutionsreview.com/identity-management/thycotic-releases-2018-global-state-privileged-access-management-pam-risk-compliance/
Forrester%20report


Source for User Inventory

Connector to fetch user information



User inventory Domain users 
with comprehensive details

User Inventory Includes Attributes and Entitlements 

User Entitlements Rights or 
privileges granted to users, 
determining what actions they can 
perform or what resources they can 
access within a system.

User Attributes Properties of 
domain users 



User Identity Attack Surface 

TruRisk User Identity Risk Asset Risk



User Insights: Navigating Toxic Combinations 
Top 5 user insights 

Privileged user with MFA disabled has access to hosts 
affected by zero-day vulnerability

Privileged users are accessing highly sensitive files 
on Webservers

Privileged Accounts without Multi-Factor 
Authentication (MFA) have access to internet facing 
assets with tech-debt

Admin users with weak or default passwords have 
access to assets with middleware applications hosted 
on it

Privileged user access to critical assets with unpatched 
vulnerabilities



Default Response 
Ability to take default response 
actions on users such as disable 
user, enforce MFA, etc.

Eliminating User Risk

Custom Response
Ability to take custom response actions 
on users leveraging scripting capability 
provided by Qualys Custom 
Assessment and Remediation (CAR)



It's a Compliance Requirement Too!

Top 18 CIS Critical Security Controls include

https://www.cisecurity.org/controls/cis-controls-list



