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Recent Certificate Outages

Tailscale down for 90mins due to expired certificates

Microsoft SharePoint - A few minute of Outage disabled
Teams, Outlook, and a few other services due to an incorrect
certificate update

SpaceX - Starlink satellite was down for several hours
becasue to an expired certificate, due to an untracked
certificate

DetailGitHub Repo - The intruder gained unauthorized access
\and stole code signing certificates

Cisco SD-WAN & Meraki SD-WAN impacted 20k customers
due to expired certificates
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Qualys CertView Capability

Integrated certificate Discovery
with multiple sensor capability

Coverage across on-prem, Cloud
agents and cloud instances

Detailed certificate assessment
for Root, Intermediate & Leaf

Bulk Deploy Certificates &
Renew certificates using the
same platform
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Certificate View

Qualys Certificate View

[5 (ay_an )~ J ("Last30 Days v ] Total Widgets Count: 20 /80 (IR LD C &
If-Signed-Certs st | ignature Verification Faile

SSL Certs-Signature Verification

Certificates By Algorithm

Rename Certificate By Grades



Qualys CertView Benefits

DASHBOARD ASSETS ~ REPORTS ~ CONFIGURATION ~ DEPLOYMENT  RESPONSES

Certificate View CERTIFICATES

Certificates [ZIIE M Archived

Stop expired certificates from
interrupting business

i Q_ Search for Certificates...

0.02K

Total Certificates

4.25K

Expired

1.07K

Expiring

12.4K 71

Low Grade Qualys Renewable Potential Browser Distrust

Establish a baseline to be able to
detect anomalies (Insecure
Encryptions)

Get full visibility of certificates
across enterprise

Zero Touch certificate
deployment & renewals before
Cert expiration
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CERTIFICATE TYPE

1-50 of 9022

O m S

Leaf
Root

Intermediate

EXPIRING CERTIFICATES

Expired
In 90 Days
In 60 Days

n 30 Days

ALGORITHM

SHA256wWithRSA
SHATwithRSA
SHA384withRSA
SHAS512withRSA
MD5withRSA

NAME/ORGANIZATION

10.11.75.178
Embedded Certificate

ucs6248up-fia
wifi.acme.com
Acme, Inc.

COMODO RSA Extended Validation Secure Server CA
COMODO CA Limited

VeriSign Class 3 Public Primary Certification Author...

Verisign, Inc.

security.acme.com
Acme, Inc

marketing.qualys-demo.com
Oualvs. Inc

ISSUER

ucs6248up-fia

Symantec Class 3 EVS...

Symantec Corporation

COMODO RSA Certifica
COMODO CA Limited

VeriSign Class 3 Public.

VeriSign, Inc.

COMODO RSA Extende.
COMODO CA Limited

DigiCert Test SHA2 Int...

DiaiCert Inc

EXPIRATION

Nov 01,2025

Jan 15,2020

4year(s) ago

May 22,2018
6 year(s) ago

Feb 12,2027

Jul 17,2036

Jan 19,2019
5 year(s) ago

Jan 24,2020
4vear(s) aoo

ALGORITHM

SHAS12withRSA

SHATwithRSA

SHA256WithRSA

SHA384WithRSA

SHATwithRSA

SHA256withRSA

SHA256WithRSA

KEY SIZE

2048

LAST FOUND

Oct 05,2024
1 hours ago

Oct 05, 2024
1 hours ago

Oct 05,2024
1 hours ago

Oct 05,2024
1 hours ago

0ct 05,2024
1 hours ago

Oct 05,2024
1 hours ago

Oct 05, 2024
1 hours ado

ASSETS SOURCES TYPE

1 o)

o}

Intermediate



Qualys CertView - Free with VMDR

Certificate View “ DASHBOARD ~ CERTIFICATES ~ ASSETS ~ REPORTS ~ CONFIGURATION ~ DEPLOYMENT  RESPONSES

Certificates [ZIIE M Archived

i Q_ Search for Certificates...

0.02K

Total Certificates

4.25K 1.07K 12.4K 71

Expired Expiring Low Grade Qualys Renewable Potential Browser Distrust

CERTIFICATE TYPE 1-50 of 9022

Leaf
NAME/ORGANIZATION ISSUER EXPIRATION ALGORITHM KEY SIZE LAST FOUND ASSETS SOURCES
Root

Intenmediate 10.11.75.178 Nov 01,2025 SHAB12withRSA 2048 Oct 05,2024 @

Embedded Certificate 1 hours ago
o ° °
Qualys CertView is included -
4year(s) ago 1 hours ago
- ° ° Expired
W I t h o u r v M D R L I ce n S I n In 90 Days wifi.acme.com Symantec Class 3EVS.. May 22,2018 SHA256withRSA Oct 05, 2024
In 60 Days Acme, Inc Symantec Comporation 6 year(s) ago 1 hours ago

ERE COMODO RSA Extended Validation Secure Server CA COMODO RSA Certifica...  Feb 12,2027 SHA384WIthRSA Oct 05,2024 Intermediate
COMODO CA Limited COMODO CA Limited 1 hours ago

ALGORITHM
VeriSign Class 3 Public Primary Certification Author... VeriSign Class 3 Public..  Jul 17,2036 SHATwithRSA Oct 05, 2024

SHA256withRSA Verisign, Inc. Verisign, Inc. 1 hours ago

SHATWithRSA
security.acme.com COMODO RSA Extende...  Jan 19,2019 SHA256WithRSA Oct 05,2024

SHA3BAWIthRSA Acme, Inc. COMODO CA Limited 5 year(s) ago 1 hours ago

SHAS12withRSA

marketing.qualys-demo.com DigiCert Test SHA2 Int..  Jan 24, 2020 SHA256withRSA Oct 05,2024

Oualvs. Inc DiaiCert Inc 4vear(s) aoo 1 hours ado

MD5withRSA
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CertView Grades

Get grades for all your
certificates (Grades: A, B, C, D,
etc).

Grades Flags all are Insecure -
SSL2, SSL3, TLS1.0, TLS 1.1 - TLS
Server -

Monitor your certificate
expirations

Google Browser Distrust Certs -
Entrust: Detect & monitor
certificates

... DE-RISK YOUR BUSINESS
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Certificate Details

Certificate

A+ Protocol Support
ey hange

Cipher Strength

This server's certificate is not trusted.

SSLv3 is not Supported.

RC4 is not supported.

This server supports HTTP Strict Transport Security with long duration.

This server supports TLS_FALLBACK_SCSV to prevent protocol downgrade attacks.

Information

Certificate Path

Hosts

Certificate Path E DigiCert High Assurance EV Root CA

Valid from Nov 10, 2006 to Nov

Valid ssued by DigiCert High Assurance EV Root CA

DigiC

Raw

Activity Log



CertView Responses

‘ED Qualys. cioud Platforn

Trigger alerts for upcoming

expiring certificates - 7, 30, 60, o
ule Details
90 d ays Provide the following information to create the rule

Rule Information

Rule Name *

Responses can be by email, post (oo S0
to Slack, or by pager

Certificates Expiring in 30 days

Enroll / Renew certificates
issued by DigiCert Al cry

Provide a query to match particular source that will trigger the alert

Rule Query *

X certificate: (expiryGroup: "In 3@ Days")

CertView dashboard, reports - Ul
& end-end API operations

Choose an appropriate alert action

Actions *

TAMBR X
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CertView Expansions

CLM to automate the Certificate
deployment & renewal - ACME

Certificate Assessment for
Cloud Resources, Azure Key
Vault & AWS Certificate
Manager

CertView Insights Report for
your remediation teams

Cipher Suites Management for
your Certificates
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