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How many of you use Qualys
Cloud Agents?

How many of you know that existing
these existing agents can do File
Integrity Monitoring (FIM) and File
Access Monitoring(FAM)?
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Success Formula
For Your File Integrity Monitoring Program

OII Experience seamless onboarding with
ready-to-use set up for PCIl 4.0

Significant reduction
in operational costs for
managing FIM

02 Fine-tuned FIM solution with automated
noise cancellation

Zero issues in
= meeting PCl 4.0 FIM
Requirements

03 Most comprehensive FIM coverage for servers,
endpoints, network devices and containers
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Why FIM is a Must-have?

-

File Integrity
Monitoring

~

45%

Ransomware
attacks involve
changes to
user files

60% 35%

Advanced Rootkits modify
Persistent Threats registry keys to
(APT) use registry evade detection

changes for
persistence

... DE-RISK YOUR BUSINESS



Security Agencies Recommend FIM

;2} CSF Tools

‘Implement a configuration
change control process to detect
unauthorized modifications"

Critical Security Controls v8 > 3: Data Protection

CIS Critical Security Controls >

3.14: Log Sensitive Data Access ]
Threats Addressed: _—

IG3

Group:

Previous Version:  Critical Security Controls Version 7.1:
14.9: Enforce Detail Logging for Access or Changes to Sensitive Data

“‘Compare against expected
configuration changes and

patching plans to verify that
the changes are authorized”

Control Statement
Log sensitive data access, including modification and disposal.

[csf.tools Note: For more information on the Critical Security Controls, visit the Center for Internet Security.]

Related Controls

NIST Special Publication 800-53 Revision 5

» AC-6(9): Log Use of Privileged Functions

« AU-2: Event Logging
« AU-12: Audit Record Generation
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verizon’

Verizon 2024 Payment Security
Report marks FIM as one of
The 20 Biggest Control Gaps

Cost of non-compliance - Business comes to a halt

Source: Verizon 2024 Payment Security Report -Bottom-20 lists
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https://www.verizon.com/business/en-gb/reports/payment-security-report/2022/the-20-biggest-control-gaps/

Challenges with FIM Deployments

. A \

Not the Fail to Cover Alert
Right Sensor Blind Spots Fatigue
Sensors responsible for FIM on Network Devices, Inability to distinguish
FIM are found using Container-based FIM, File between legitimate
self-signed certificates Access Monitoring (FAM) changes from patches and

updates and potentially
malicious activity
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Challenges with Traditional FIM Solutions

Unauthorized File Access

Unable to detect unauthorized
access attempts

User Impersonation e Lack of Threat Intelligence
Cannot identify user impersonation /:\% AX Cannot detect malicious hashes
during file changes T dropped in critical locations
QL Detecting White Noise
Usability = Inability to distinguish between
Extremely difficult to use C_zo FIM legitimate changes from
and manage Challenges patches and updates and

potentially malicious activity

N\
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The Solution
and Its
Capabilities




One Platform for Most Comprehensive
FIM Coverage

Scanner Appliance
Agentless FIM
Scan-based FIM on network devices

Detect configuration changes in network devices
such as routers, switches, and firewalls.

sl Juniper

CISCO NETWORKS

Cloud Agent Ly
Agent-based FIM L |

Real time monitoring for
servers and endpoints

Real time File Access Monitoring (FAM)

Threat detection
sz}\ BE Windows

Container Sensor
Container Runtime Security
Real time FIM on containers

Track unauthorized access to critical
files on containers

©@0@ONe ‘o i

-~ &5 =@ Qualys FIM
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Noise Cancellation

Trust Status - Automated
Q reconciliation of change

events from known vendor

updates and patches

User and Process based
event suppression:
Eliminate 90%+ of false
positives by excluding FIM
events generated by known
good users and processes
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@ Qualys. Cioud Plattorm

&— Event Details : auth.log

File Create : auth.log
Created On : A day ago, Aug 04, 2024 at 12200:19 AM | Severity. I

{2 auth.log was created by user root

Basic Details Associated Incident

Event Activity

File Path
Mvarflog/auth.log

File Reputation Status File Trust Ststus

Yes

Triggers

MONITORING PROFRLE RE
Linux Monitoring Profile for PCI DSS - DO NOT DELETE Rule-11

Who-Data
& Effective User : root (0) G
£ Actual User :tom (1012) [

£ By Process
Just/sbin/logrotate

v File Hash

e3b0c44298fcicl 2427304

CATEGORY
PCI



File Access Monitoring (FAM)

LM&

13.1M

Total Unauthorized
Access Attempts
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2.22M

Highly Sensitive Files

Of unauthorized access attempts targeted highly sensitive.

BR Windows

14.6M
Total Unauthorized

Access Attempts
2M

Highly Sensitive Files



Identify User Impersonation

@Ouulvs Cloud Platfor

€— Event Details : hosts

E File Content : hosts (2t |
. Changed On - 3 days ago, Aug 04, 2023 at 01:26 AM | Severty INEIEEE ey
[2) Host was changed by user CARFIM\James Show Difference
o Basic Details Associated Incident
Event Activity Who-Data
Fiatah S o Effective User - CARFIM\James
CAWindows\System32\driversieicthosts Yes 7 §1:5:21-4189715595-3213726884-42123281331132 ]

Actual User - CARFIM\Alex
§-1-5-21-657214820-925904655-3777385490-1002 []

el By Process

Detects when a user [t RS
Impersonates another to =

MONITORING PROFILE Lt CATEGORY

gain unauthorized access
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Detect High Risk Activities on Your
Network Devices

Content Change Difference

v) Modification of access restrictions

Difference Removed Word Removed Difference Added Word Added
_. Modification of authentication or SRS BUSHAE Lnngrasmon o
authorization mechanisms Baseline File Event File 0
144 address-family ipv4 unicast 144 address-family ipv4 unicast
e . . 145 vrf-management 145 vrf-management
Modification of logging procedures 146 146
147 147
148 148
149 Logging console: enabled (Severity: critical) 149 Logging console: disabled (Severity: critical)
o (2 o 150 Logging monitor: enabled (Severity: notifications) 150 Logging monitor: disabled (Severity: notifications)
v MOd Iflcatlon Of the bOOt process 151 Logging linecard: enabled (Severity: notifications) 151 Logging linecard: disabled (Severity: notifications)
152 152
153 Logging server: enabled 153 Logging server: disabled
o 154 154
v Creatlon Of new VLANS! tunnels Or 155 Facility Default Severity Current Session Severity 155 Facility Default Severity Current Session Severity
V|rtua| |ﬂterfaces 156 B e e 156  --rmmo mmemssssssssssss sessssssssssssssssssssses
157  oaa 3 3 157 aaa 3 3
158 acllog 2 2 158 acllog 2 2
e ] 1 aclmgr 3 3 1 3 3
Allowing outbound connections from 2 =™
v ) 160 afm 3 3 160 afm 3 3
a network device 161 161

v) Enabling shell access
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Integrated Threat Intelligence

@Ouolys Cloud Platform

&— Event Details : 4de0c431cb9805chb419d42e5f3630a74393ed10409bf0e6d3d65c7b95e380aa5. exe

File Create : 4de0c431ch9805cb419d42e5f3630a74393ed10409bf0e6d3d65¢7b95e380aa5.exe r
Actions

B
Created On - 6 min ago, Aug 04, 2024 a1 1:26 AM ~ Severty HENEN

Built-in threat intelligence
enriches file reputation status R RS il e
for binaries and portable

b | f' | Basic Details Associated Incident
Event Activity Who-Data
Fila Patys o  Effective User - CARFIM\James (0
g;falsn:r:glljﬂltmonli\mﬂﬂCWWSCDM954205'363007439306INWDYUMZWSCMSQZB §-1-5-21-4189715595-3213726864-4212328133-1132 D
File Reputation Status Flle Trust Statis o Actual User : CARFIM\Alex
i T $-1-5-21-657214820-925904655-3777385490-1002 []
¥ By Process
C: X} 1.0 exe
File Hash

@

4de0cd31ch9805cb419d42e5/3630a74393ed 10409b10e6d3d65c7b95e380aa5

Quickly identify malicious
or suspicious hashes in .

. . riggers
monitored locations

Windows Monitoring Profile for PCI DSS Emulating Ransomware PCI
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What You'll See in the Demo

® Easyonboarding

® Real-time alerts for Sensitive data access
on containers

® User impersonation detection
® FIM on network devices

® Malicious hash detection

® Automated noise cancellation

® Automated FIM Report for PCI 4.0
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Key Takeaways

Qualys FIM Highlights

= i ©

No more No more No more fire No more being PCI DSS
manual siloed tools drills during in Continuous 4.0 Ready
reports Audits Audit mode
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Latest Updates

File Access Monitoring

> (FAM) to detect 0 iljrierersonation
e N \_/ unauthorized access to — g ef action
@ \ sensitive data
: FIM on
® FIM on containers network devices

Latest
Updates Roadmap
a n d ® Fully automated workflow for on-boarding FIM
® Automated noise cancellation
Roa d m a p @ Response capabilities in FIM — ability to execute commands or scripts on associated

hosts in response to FIM events, enabling immediate action and remediation.

Audit Trails in FIM to track FIM Profile modifications

FIM Executive Summary Report
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=Iransurban
Simon Gaiser - CISSP

Cyber Threat & Vulnerability
Specialist, Transurban
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5, Start Your 30-Day
ISR X e 2 Free Trial of Qualys FIM

and get executive FIM

)i report for PCl 4.0







