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What’s NewPCI 4.0

12 Principal 
requirements

Applicable to any 
organization which 
accepts, handles, 
stores or transmit 
cardholder data.

Maps to NIST 
Cybersecurity 
Framework (CSF)

New Approach: Risk based assessment

Customized Implementation Options

Emphasize authenticated Scans 
and continuous monitoring

Enhancement to protect cloud 
and container assets

Enhanced reporting , focus on more evidence 
based reporting
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PCI compliance across twelve requirements is mandatory for any 
business involved in payment card data storage, processing, or transfer. 

PCI DSS 4.0 Requirements
Complying with PCI DSS 4.0 is challenging

01 Install and maintain a firewall 
configuration to protect 
cardholder data

02 Do not use vendor-supplied 
defaults for system passwords

03 Protect stored cardholder data 04 Encrypt transmission of cardholder 
data across open, public networks

05 Use and regularly update 
anti-virus software or programs 06 Develop and maintain secure 

systems and applications

07 Restrict access to cardholder 
data by business need to know 08 Assign a unique ID to each person 

with computer access

09 Restrict physical access 
to cardholder data 10 Track and monitor all access 

to network resources and 
cardholder data

11 Regularly test security systems 
and processes 12 Maintain a policy that addresses 

information security for all personnel

Assess

PCI DSS 
 PROCESS

Remediate

Monitor 
& Maintain

Report



Why Is It 
Important?
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Compliance LandscapePCI DSS 
Statistics Only 43% of all regulated companies 

achieved 100% PCI-DSS validated compliance

Almost 90% of transaction cart reviews identified 
malicious, suspicious, or concerning security 
issues that could violate PCI DSS (Security Metrics)

Non-compliance fines can cost up to $500K per 
PCI DSS security incident (PCI)

Most compliance offerings are “point solutions”

Most solutions require manual efforts and leave 
multiple compliance gaps

Fines of up to 
$100,000 per month 
for non-compliance

Security breaches 
& brand reputation 
losses average $4M+

Lawsuits averaging 
$4M+ for violating 
PCI guidelines
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PCI DSS 4.0 Timeline

Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4

2022 2023 2024 2025

PCI DSS 4.0 
Release 
(64 new 
controls)

PCI DSS 
3.21 Retired

Effective date 
of PCI 4.0 
enforcement

March 31, 2025

Transition from PCI v3.21 to 4.0

Implementation of the 64 new controls
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How Does 
Qualys Help?
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Our ApproachGoals

Create roadmap for customers to reduce risk

Create quick wins using a targeted prioritization

Show measurable levels of key indicators 
for progress

Support financial and operational planning

Bring consistency in data for assessors

Help identify high 
risk targets

Start speaking common 
language when it 
comes to compliance 
using
a single platform

Show progress 
in risk reduction 
and compliance
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Qualys PCI 4.0 Solutions

VMDR Total Cloud+

PC FIM WAS CSAM PM CAR SAQ PCI EDR

One platform, one 
agent to manage

Full compliance with PCI DSS 
4.0 and PII & IP protection

One dashboard, less effort, 
improved security
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What Are the Challenges? 
 - An Assessors Point of View - 
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Call to Action

https://www.qualys.com/solutions/
pci-compliance/

Blog: PCI DSS 4.0: Get Audit-Ready for the 
New Requirements

01
Download the new PCI 4.0 Playbook 
https://cdn2.qualys.com/docs/qualys-pci-dss-
playbook.pdf 

02 Set up a free consultation with CompassIT and Qualys
• You will receive a quick gap analysis of your environment

• Develop your implementation roadmap

• Get expert guidance on how to protect your business 
and reputation with PCI 4.0

03 Get the latest copy of the Mandate report to get 
insights of your environment.

https://www.qualys.com/solutions/pci-compliance/
https://www.qualys.com/solutions/pci-compliance/
https://blog.qualys.com/qualys-insights/2024/06/03/pci-dss-4-0-complying-with-the-new-requirements
https://blog.qualys.com/qualys-insights/2024/06/03/pci-dss-4-0-complying-with-the-new-requirements
https://cdn2.qualys.com/docs/qualys-pci-dss-playbook.pdf
https://cdn2.qualys.com/docs/qualys-pci-dss-playbook.pdf



