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Why Compliance Is Challenging

Siloed tools - Most compliance offerings

V 11 . . n
are “point solutions @

> Manual excel sheets - Most solutions require manual o
efforts and leave multiple compliance gaps % NIST
Compliance
v Most organizations have 5+ frameworks/standards complexities are
escalating
v Limited resources and human errors E
FedRAMP
v | Complex & evolving regulations P
N4
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Gaps in Measuring Compliance Surface

Misconfigurations drive
80% of security exposure

32% of mission critical
assets are not assessed
for Compliance

Misconfigurations now
hold an unenviable

5th place on the Open
Worldwide Application
Security Project Top 10

Sources : Gartnher report, Verizon 2022 Breach Report, IBM Xforce study
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Inability to show compliance for
Critical Assets

No way to fix misconfigurations as soon
as they are detected. Too much dependency
on IT teams resulting in high MTTR.

Misconfigurations disconnected with
Risk element

Show Compliance against Regulatory
Standards, frameworks


https://venturebeat.com/business/takeaways-from-gartners-2021-hype-cycle-for-cloud-security-report/

Gaps in Compliance Program

Most other 03 Assess security configuration hygiene based on CIS/DISA
solutions only... (or create custom based on NIST or similar)
But not..‘
o1 03 04 05
Discover & Prioritize Failures/ Respond - Report,
Identify assets misconfigurations Ticketing, Fixing, Dashboard,
Accepting Risk Monitor
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The Solution
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Policy Compliance
Reduce compliance and s

~ Discover & inventory
assets for control assessment and
compliance with auto discovery

v Assess & prioritize
failing controls for compliance
based on mandates & threat
intel and risk

+~ Monitor & remediate
Auto-remediate and become
audit-ready quickly

v Unified tracking & reporting
of compliance to security standards,
regulations & frameworks in a
single-pane-of-glass

....DE-RISK YOUR BUSINESS

ecurity risks

Ml Dashboard 52~ sc
Ay

Remediable

65.9K ~ o

Overall Compliance

Totsl Assets Passed Comruin Fated Comrnin Total Assats

40.6K

NIST 800-53 (Special Publication) Rev 5 The NIST Cybersecurity Framework (CSF)

32%
Compliant

Control Distribution by Criticality Compliance Distribution by Geolocation

Criticality §



Discover
and Classify

Your Assets
Measure risk by
knowing your
compliance surface

....DE-RISK YOUR BUSINESS

ldentify the scope of Auto discover web

Compliance assets N servers, middleware,

automatically to avoid database technologies

audit failures from all locations,
based on running
process

Know your scope of Classify mission critical

critical technologies Th  assets for PCI
from CSAM compliance

or tags and simply
choose for compliance

344K  5.15K... 15.6K 8.89K

Unmanaged Assets £00 0! Support Sotware

818 1.98K o

Visng Requred Software

TRURSSE OF CRITICAL ASSETS

147K

- ™ . . “
‘ 491 @ han . e T—
‘ : 481K Ll




N

3 \

Risk Based Prioritization
Includes comprehensive risk elements

Selected Asset Tags

I Production | Win-Servers I Database

’ %
o Contributing Factors GL
18« Weaponized Vulns Vulnerabilities Malware
o (CVSS/EPSS)
680« publicly Exploitable Vulns
523 4 8.7« Associated Threat Actors
/|\ 3:16% 8K CISA Known Exploitable
Medium 330K External Facing Assets -o0— O
0 1000 @ .
. :ﬁ CISA Exploited by
;350 —a—-——"""’/—’—-—‘)\ e KEV threat actors
800 -
08/02 08/18 09/04 0919
-
Prioritize risk of your misconfigurations Qi\\’\ o
Tendng - oot
v Asset criticality v Control Severity Dark Web Code maturity
v MITRE ATT&CK v Ransomware
mapping Exposure
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Exploit Type
Real Threat
Indicator

®

Asset
Critically

O

Location of
the Asset

— 7S

Certificates

e

e8

Unauthorized
Ports

£od

Required
SW Missing

000
Unauthorized
Software

-o0—
—0
—0—

EoL & EoS
SW, OS, HW

Policy
Misconfigs




Pre-defined Library for lﬁ Automatically fix

e PCl 4.0 and NIST in compliance failures
Cl/CD before non-compliant
images

roll out in production

W ™ et
Compliant,
Stay Compliant

Eliminate the risk
from initial stages

compliance posture

Urgent Seriows Crivesl  Medwm  Minimal
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Respond to Risk

Reduce Risks for
Misconfigurations and Audit
Failures

v Pre-defined Library of Remediation Scripts

Golden policies for auto remediation through
CI/CD pipelines

ServiceNow & ITSM ticketing with rules-based
alerts to the right teams

~ Prevent exploits and improve overall
compliance posture

\... DE-RISK YOUR BUSINESS

@ Qualys

Policy Compliance ™ HOME DASHBOARD POSTURE POLICIES SCANS REPORTS EXCEPTIONS REMEDIATION ASSETS  USERS

Posture

Controls X posture.status:"Fail” and criticality:"CRITICAL"
3 91 K Assets X asset operatingSystem: 'Windows 12" and asset.trackingMethod:Agent
.
OVERALL COMPLIANCE FAILURE BY CRITICALITY

Total Control Instances

Compliance
0% ooy o -
Total Failed 391K

POSTURE
Fa 391K
- | | 9) Vv l Con::ols Assets
CRITICALITY
Remediate Now
CRITICAL 391K 0 CONTROL STATEMENT TECHNOLOGY/INSTANCE ASSET
y Fail 10353 ¢ Status of the Tur off Microsoft consumer Windows 10 WYQ-HADLEY-0008
EXCEPTION STATUS Nov 03, 2023 experiences’ setting 87030548
Fail 9009 ¢ Status of the ‘Allow Microsoft accounts tobe  Windows 10 WYQ-HADLEY-0008
Nov 0 optional' setting 870305480
Fail 10028 ¢ Status of the Turn on PowerShell Windows 10 WYQ-HADLEY-0008
Nov 03, 2023 Transcription’ setting 870305480
Fail 10593 ¢ Status of the ‘Hardened UNC Paths' setting for  Windows 10 WYQ-HADLEY-0008
Nov 03, 2023 Sysvol 870305480
Fail 10592 ©¢ Status of the Hardened UNC Paths' setting for  Windows 10 WYQ-HADLEY-0008
Nov 03, 2023 Netlogon 87030548
Fail 11281 ¢ Status of the 'SMB v1' protocol for Windows 10 WYQ-HADLEY-0008
Nov 03, 2023 L services on 870305480
Fail 13342 ¢ Permission set for "%ProgramFiles(x86)%' Windows 10 WYQ-HADLEY-0008
Nov 03, 2023 folder on Windows 64-bit systems 870305480
Fail 11186 ¢ Status of the version of McAfee product Windows 10 WYQ-HADLEY-0008
Nov 03 3 "Host ion' 305480
¢ Status of the ‘Base name of the installed Windows 10 WYQ-HADLEY-0008



Communicate Compliance to
Auditors

Out-of-the-box Reporting for Most Failed
Compliance Requirements

v Pre-built library of 90+ mandates mapped to controls
v Custom reports for on-demand audits

Unified assessment and tracking of Technical and
Procedural controls

v Ensures you're audit-ready

@M‘ toud Piattorm

NIST 800-53 (Special Publication) Rev 5

et regorts presents your overs! ) Ry S
Overall Compliance Score Overall Summary
Pas 87.11% \ " - e .
87.11% Fob 1289% Mandstes $AQ Templates Posces Wegurermerts Techescal Conmsols Pricedursl Controls
B 0% 1 3 4 20 751 499
Key Highlights
(" Insights 5 "
el © Recommendations
40% of s can be using Qualys Auto

Use Quaslys Auto Remediation 10 reduce manual effoct and improve compliance scores by
7% within a short timeframe.

35% controls overlap between NIST 800-53 Rev. 5 and NIST CSF Ver, 2

D 10% of sessts conelstently heve mout falled control over ee ecens. Review and remediate controls on the 10% of assets with most failed control. This

targeted action can yield a 6% compliance iImprovement

Technical Controls Procedural Controls

108 TAL G MEOTMNT counance scont TOOIAAMG ROV COMMUNCE SO0

Pas 85.12% e o Puss) 82.08% [a— 2760

85.12% BD 1450 e - 82.08% B 17.92% Fows 2030

Emor 0% B 0%

SR—— o 620

Requirement posture for NIST 800-53 (Special Publication) L R @ 7 L B o @
o - o i &

Access Conret 05.60% AmeoessmmdTinng  3520% st mnd Accoureabiey 20 Assessment, Auorization sed 29.20%
Monoring

} 2 |z| 10 o £ 2 1 6K | 7 |s:u( 0
” e AL} m » -« b 03
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Security Assessment
Questionnaire

_1 AC-1 Policy and Procedures

Total Questions: 8

Family: Access Control

AC-01a.[01]

40%
requirements are related to compliance
documentation in NIST, PCl 4.0, GDPR, HIPAA....

= Determine if an access control policy is developed and documented.

| AC-1 Policy and Procedur...
Satisfied

TR @) Partially satisfied
AC-2 Account Manageme... ‘ ‘
Not satisfied

@ | 0O Not applicable

AC-3 Access Enforcement

v Coverage for procedural controls

Won't implement based on risk-based decision

®

AC-4 Information Flow En... kla AC-012[02]

Determine if the access control policy and procedures are disseminated to organization-defined personnel or roles.

Create questionnaire and assign to

v :
respective stakeholders ®
AC-5 Separation of Duties o S
@) Partially satisfied
> Confirm availability of their policies & procedures e s Prine O et
as well as compliance control E—

AC-7 Unsuccessful Logon... @) VY(fn‘( i‘nlwple‘mem t?asefj on ris}l‘«based de}cilsilon

v Out-of-box template for internal assessments

... DE-RISK YOUR BUSINESS
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Qualys Policy Compliance

1200 22K

Out-of-the-box policies Controls + Custom scripting

450 100

Technologies Regulations and Frameworks
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CIS & Configuration Assessment vs. Management

Assessment (SCA) Management (PC)

@ Entry-level compliance solution @ Advanced compliance with CIS & configuration management
@ CIS and configuration assessments @ 1200 polices & 22K controls mitigate audit failures

@ Manual processes, ticketing, remediation @ Out-of-the-box policies reduce efforts from days to minutes
@ No customized compliance reporting @ Custom reporting & dashboard ensure you're audit ready
@ No auto-discovery @ Auto-discovery & OCA coverage eliminate blind spots

@ 98% more time and cost @ 98% less time and cost

':'\\....IZ_)E-RISKNOUR BUSINESS
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Business Outcomes
With Qualys Policy Compliance

“\... DE-RISK YOUR BUSINESS

Improve compliance and security

30%+ additional compliance & security coverage
Fills gaps not covered by CIS assessments alone
Reduce time and effort
Up to 98% time savings
Two budgeted FTE reduction = $200K*
Prevent security breaches and audit failures

Improve compliance posture by 50%
Potential $4M average breach cost savings

Improve functionality and CIS management

3.5X more capabilities
Auto-remediate, auto-discovery, custom reporting,
etc.




Demo
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PC 2.0 Preview
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Policy Compliance 2.0

Seamless Onboarding
flow to operationalize
policy compliance

Policy Compliance +
SAQ for unified
Compliance Management

Managing
risk of
non-compliance

Communicate compliance
to right teams, directly
in their tools

Automatically fix
non-compliance in
a controlled workflow

... DE-RISK YOUR BUSINESS



Dominique Dixon

Associate Director,
Threat and Vulnerability Management

N
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Start Your 30-Day
Free Trial of Qualys
Policy Compliance
and get Executive
Compliance report
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Thank You!
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