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Rapidly Expanding Attack Surface & Tool Sprawl
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elerated Rise of
adoption specialized tools*

*Enterprises have 70+ security tools on average
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Evolving Role of Vulnerability Management

Centralized Risk Orchestration
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Management Scanning & Patching . Continuous Risk Management
Traditional IT assets & cloud VMs Integrates IT Infra, Cloud, Applications
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22,254 CVEs

discovered as
of July 2024.
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30%

70%

56%

Increase in vulnerabilities and
exposures (CVEs) discovered worldwide.
— Qualys Threat Research

Decrease in average time to exploit a
vulnerability after its disclosure.
— Google Cloud

Data breaches occurred due to lack of
coordinated response.
— Verizon
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Risk Operations
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Centralized SPM for a Coordinated Response

VMDR
SSPM CSPM
# Single Vendor
xXSPM
= Unified Orchestration
ISPM DSPM
AISPM

b\
\ .,pE-RISK YOUR BUSINESS



Fragmented Response to Cyber Risk

Fragmented Risk Identification & Response Specialized Aggregated Threat Data in SOC
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Centralized Risk Orchestration with ROC

Coordinated Risk Orchestration & Response Aggregated Threat Data In SOC
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Foundations of a Risk Operations Center (ROC)

Security Posture Data

Centrally aggregated security
Q posture data (vulnerabilities &

misconfigurations) from

asset-specific tools

Threat Intelligence

¥ Vulnerability and threat intelligence to
accelerate decision-making and
prioritization at scale

Business Context

Contextualization with asset criticality

¢ and business impact metrics along
with attribution of asset and risk
ownership to enable automated
workflows
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e

Continuous Threat Exposure
Management (CTEM)
CISO

e ;

Cyber Risk Quantification (CRQ)
CFO

““ = ;

Automated Compliance
Chief Compliance Officer




Industry
Perspectives

Corey Amsler

Director, Risk Management
GE Vernova
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Introducing

Qualys Enterprise TruRisk

Management (ETM) ?

.
.
.
.
.
.
.
.

World’s First Risk Operations Center
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Qualys Enterprise TruRisk Management (ETM)
World's First Risk Operations Centre in the Cloud

TruRisk™ Summary: ACME Corp

TruRisk™ Score (i Business Entities
22 May 20041136 AM

Top Risky  Best Performing

Total Assets
Risk Appetite Checkout App
40 €3 Top Risk Factors [ Checkont Busness acp
Critical TSR
860 . prES———
40 Crtical imemet exposed asset & Wesk Credenniss
e e e T

Payment Service

Inventory

Shipping
(B

El

Top Trending Threats  v..s
 Hich |  HiH | . =3 -

Rust Standard XZ Utils SSHd Backdoo Unsecured storage - Open buckets
perabili 8

... DE-RISK YOUR BUSINESS

Measure, Communicate,
and Eliminate Risks

Qualys Enterprise TruRisk Management (ETM)
unifies asset management, vulnerability
aggregation, risk assessment in one platform,
providing real-time, contextual risk insights across
entire attack surface.

v Unified View of Risk Posture
v Enriched & Prioritized Risk Data

v Automated Risk Orchestration



One Platform for Centralized Risk Orchestration

Enrich with
Threat Intelligence

Enrich risk data with
Qualys-curated feeds from
25+ threat intelligence sources.

Risk Factors Aggregation

Consolidate risk findings

across different asset types— o*

including VMs, OT/IOT, cloud, o

code, user identities & more.
Unified Asset Inventory o

Visualize your attack surface
with a unified asset inventory, %'X
integrating data from Qualys >
and third-party sources.
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Quantify with
Business Context

Add business context to quantify
cyber risk in monetary terms by
evaluating loss attributes and
value at risk (VAR).

Prioritize with TruRisk™ Score

Prioritize risks by factoring in severity,
exploitability, asset criticality &
business impact.

Risk Response Orchestration

Orchestrate precise risk response
. using Al-driven workflows for
&) "patchless" remediation, automated
tickets & real-time alerts.

‘ Compliance &
Executive Reporting
600 Ensure compliance

readiness with tailored
executive reporting and
detailed audit trails.




Cyber
Security
Data Fabric

For shared visibility,
compliance and
security
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Let’s take a closer look

ETM Demo




® [ (sT 8 Client Logo

@ Qualys. Enterprise TruRisk™ Platform

Hi Roger
Welcome to Qualys i
Enterprise TruRisk™ Management ' a7

Everything you need to measure, communicate & eliminate your cyber risk in one place.

g? Business Entities
Let's kickstart your journey with Enterprise TruRisk Management
in 3 simple steps:

¢ @ 01 Set up Company Profile
B=| Risk Prioritization @ Connectors
02 Define Business Entities

03 Configure Connectors

You can then measure and analyze your enterprise risk.

% Enterprise Inventory ﬁ‘) TruRisk Insights

Need Help? () Watch Tutorials Quick Start Guide (@) FAQs &8 Join Community @3 Blogs




Qualys -
Best positioned
to deliver ROC
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Qualys - Best Positioned to Deliver a ROC

SN
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The only Largest risk data Near real-time access
comprehensive, resides in Qualys to consolidated
end-to-end platform platform security posture data
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