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How many assets you have?

The Crucial First Step in building
Attack Surface Management Program
Is knowing all your assets.
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Impact of Unknown Assets

Not Known to Your VM, But Known to Attackers

= - ® Only 9%
of orgs believe they actively monitor 100% of
their attack surface.

~30% .
Unknown Assets ® 43%
©) -0 of orgs spend more than 80 hours
70% discovering assets.
Known and
Managed Assets ® 69%
N or orgs experience an attack targeting
°© L ‘unknown’ assets.
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Success Formula

For Your Attack Surface Management Program

1 Discover and inventory ALL assets with
business context Outcomes

() Meet compliance
requirements (FISMA,

Monitor cyber risk with toxic FEDRAMP, DORA,
combinations beyond CVEs PCl, etc.)

Set the foundation for
actionable cyber risk

Operationalize with IT systems to management across
remediate faster your environment
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Asset Management, CAASM, EASM...

Multiple consoles to do the job?

IT Asset Management & Cyber Asset Attack Surface External Attack Surface
CMDB Management (CAASM) Management (EASM)
@ Known internal assets @ Quickly ingest and correlate @ Discover External Internet-facing
asset data from 3rd-party tools Unknown assets
(©) Greatsource for IT use cases
(Warranty, licensing, etc.) @ Confirm security coverage from @ Attribute assets to your different
multiple sources Subsidiaries and M&A

(©) Business Context: who owns/
Mmanages assets (© List of CVEs and misconfigs

x)  Not real-time

%X Does not have Cyber Risk context %/ Data becomes stale %X Noise and false-positives
X, Limited discovery & coverage x)  Datais limited & not always X,  Additional cost to correlate and
actionable, e.g. can’t find log4j, integrate with your VM Program

EoL/EoS, etc

Challenge: Disjoined portals, no single view of risk ...and increased TCO
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One Platform for Centralized Risk Management

Enrich & Contextualize
for Cyber Risk Quantification

®

Security Finding Prioritization with

Data Aggregation +° TruRisk™ Score
Unified Attack
Surface Management
Asset Exposure EoL/EoS TechDebt Missing Controls
Unified Risk @ A Risk
Visibility and e ) Misconfigurations Custom Attributes Un;aer:\clzitézzed Qe A Remediation
Assessment N/ . & Elimination
Org, Subsidiary, M&A C."t'cahty & Environment & Status
L J L Business Impact

Internet-Facing] [ Multi-Cloud ] { loT/OT } { End-points
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Qualys CyberSecurity Asset Management

Purpose-built for Cybersecurity teams for Unified Attack Surface Program

External Attack Surface

Attacker outside-in perspective

Continuously monitor internet-facing digital
footprint to discover unknowns

Attribute assets with confidence to Subsidiaries
& Lines of Business

Accurate risk prioritization with market-leading
vuln detection, threat intel and toxic combinations

Internal Attack Surface

Defender inside-out perspective

Discover Cloud, On-prem, Data center, IT, OT/loT
and Rogue Assets

Maintain asset relation with Business Entities &
Criticality to drive accurate Risk Prioritization

Accurate risk assessment with missing security
controls & tech debt increasing asset’s risk

[ ® L
Operationalize with IT tools to Respond to Compliance Audits Consolidate and reduce TCO!
orchestrate remediation with out-of-box playbooks

mt\
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External Attack Surface
Management (EASM)

Outside-in Attacker’s View



External Attack Surface Management (EASM)

Attackers’ View — Outside-in perspective

Real-time Attack Surface Monitoring

Discover ‘Previously Unknown’
internet-facing assets

Monitor Cyber Risk for M&A Entities and
Global Subsidiaries

Identify & remediate security gaps and
misconfiguration issues

Continuous monitoring: Be alerted when
unknown domains & subdomains are found

Operationalize asset data with One-click
into VM, WAS, Patch, ITSM & SOC

. DE-RISK YOUR BUSINESS

Asset Activation
A

ctivate assets for the modules selected below.
A\ Assets will be activated for the selected network and tracking method. If any of these assets are already activated in a different rk nga
will

different tracking method, new assets will be created. The assets will be shown in the inventory after the scan

\LUI Vulnerability Management

(W34l Certificate View

3l Policy Compliance

Note: Network, Asset Group, and Tracking Method are not considered for assets sourced from Cloud Connectors.

Global Default Network

EASM HIGH CONFIDENCE



Patent-pending EASM Discovery, United States Patent

Patent Pending: 18385892

Attribution & Risk Scoring

SYSTEM AND METHOD OF DISCOVERING
EXTERNAL ATTACK SURFACE BASED ON
IDENTIFICATION DATA

5 4 6 4 7

User Input:

Org / Top Domain Name

Organization Subsidiary BGP looku Horizontal Subdomain DNS L
i . . ooku
Name Lookup Enumeration P Enumeration Enumeration P scan
EASM Catalog Fetch all Query BGP ASN Query Whols for Query Whols, to find Resolve all domains Scan by resolved IPs
validates Org & subsidiaries & Catalog for related primary domains of sub-domains of each and subdomains to
Domain acquired orgs and Netblocks. Parent Org and primary domains IP Addresses
companies Subsidiaries.

crunchbase Lo > 7 Qualys Internet
: T & ” = ualys Interne
5 \‘:; W ':,“‘ _ SEC.gov EDGAR ‘ ( / A A1) !S @ GO gle m % SHODAN ..@ Scan)l:ers

@ OWI e r WIK?PEDIA Q2

A Meltwater Offering The Free Encyclopedia

Qualys Tech + Open Source & Commercial Feeds



Business Outcomes
With native, built-in Qualys EASM

36%

More assets discovered

Remove Blind-Spots

Find 30-40% unknown
internet-facing assets with
high fidelity and attribution

confidence scores.
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60%

Reduction in false positives

Accurate Risk Assessment

Leverage Qualys’ market-leading
Scanning to focus on critical,
confirmed vulnerabilities while
reducing noise.

3X

Faster Remediation

Operationalize Remediation

Fully integrated with CMDB & IT
Workflows / ITSM to accelerate
investigation, ticketing and
significantly reduce MTTR.




Internal Attack Surface
Visibility with Business
& Cyber Context

Inside-out Defender’s view



Focus on Use Case and Progressive Discovery

Active Sensors

@ @ @l e

Agents Remote Scanners
NPS CAPS

Cloud Connectors

Key IT Infra Connectors
am Servicenow vmware
)

Active Directory B bmc &

@ Qualys.
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Comprehensive visibility across
your dynamic environment



Connect for a

Extending the Power of Qualys Agent SSID: OSC.

Americas / QSC

to Discover Unmanaged Assets Americas 6E

Password:
QSC_2024

Complete Internal Attack Surface Coverage

o Completes your inventory risk program with visibility to loT devices,
unauthorized cloud instances and any network devices

Lays the Foundation for Zero Trust Security
= Architecture

CSAM With Cloud Agent S Proactively identifies in real-time devices connected to the network that are
N not authenticated, missing security agents, or otherwise, untrusted.
Passive Scanner (CAPS)

Enables already-deployed Qualys @ﬁ Fast-tracks CMDB Accuracy and Coverage

Agents tO. d ISC.OVGI’ u n.ma naged Correlates discovered assets to the configuration management database
devices in real time (CMDB), enabling IT with comprehensive visibility
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Extend your Inventory with Connectors
Integrating with Key IT Tools

CONNECTORS

SCANS APPLIANCE

Integrations

Find Assets Missing in Qualys

N Completes your inventory risk program with visibility
to loT devices, unauthorized cloud instances and any
unmanaged devices, while integrating with VMDR &
Compliance assessment program with one-click.

Sort By Last Added ) Search Connectors

My Connectors (5)  Catalog (5)

53 Qualys Webhook : now  ServiceNow : == Active Directory

ype canector Type Type
INTEGRATION INVENTORY INTEGRATION

Type
INTEGRATION

Connector Type
INVENTORY

for all Active Directo
ly on IP scans.

k connector lets you connect

ect and discover AQualys S
orles. The discov.

connector lets you connect and

ow. The discov.

Automate VM/PM Workflows

B BMC Helix BETA : @ VMware ESXi
CZ Import key attributes, such as Business Units, Groups,
—O0 . . . INVENTORY INTEGRATION INVENTORY INTEGRATION
virtual machine labels & custom attributes, to

Th lys BMC

automate vuln prioritization and patch management.
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Enrich Asset with Business Context

To drive accurate Risk Scoring & Assessment

®  Asset Ownership

& Support Group

/ Criticality

Business
App/Service

Environment
& Status

Custom Attributes
& more

@Ouolys 1d Platforn

CyberSecurity Asset Management

Che CSAM - CISO Dashboard

@ Getan insight into your organization's security posture with the TruR

[

Last30Days v |

HIGH RISK ASSETS BY BUSINESS APPLICATIONS

HIGH RISK ASSETS BY SUPPORT GROUP

£
l ”
- 1
TOp! Applicat Software

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN

HIGH RISK ASSETS BY GEOLOCATION

W mops: 54

] Application Security...
W software: 7

B 2pp Team: 1
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Inventory Risk Assessment

With Risk Factors Beyond Vulnerabilities

End-of-life and end-of-support tech contains unpatchable vulnerabilities.
Damage multipliers from high-profile attacks such as log4shell & WannaCry

° Tech Debt (EoL/EoS)

Misconfigured internet-facing ports can expose backdoors to the
environment.

@ Risky or Unauthorized Ports

Identify missing EDR agents or other required IT/Security software to
mitigate risk proactively.

@ Missing Security Controls

This software shouldn't be in the environment. In addition, 40% of
unauthorized software is EoL/EoS.

@ Unauthorized Software

CSAM includes “toxic combinations” in TruRisk

DE-RISK YOUR BUSINESS

TruRisk™ Score and its Contributing Factors

€5 Top Risk Factors

152 CISA Known Explodable

Business Criticality 8 8 9 o
H 50 Associated Theeat Actors
et Criticality Score| § |outof § 43 s
Critical £ 50 Associot od Matware
$
0 000 187 Weaponized vus
Risk Calculation
(320) L Ports (0)  End Of Support (25)  Missing Required Software (0)  Unauthorized Software (4)
. The following list includes Software and Operating Systems that are EOS and will be EOS in the future. The list also shows the Software and Operating Systems with unknown EOS but generally available in the p
Operating System Name 0S Lifecycle s
Microsoft Windows Server 2012 R2 Datacenter (6.3) 64-Bit EOL: Oct 08 2018 65
EOS: Oct 09 2023
Search
RELEASE CATEGORY LICENSE UFECYCLE
Commercial ! EOL: May 24 2021
F EOS: May 24 2021
Apache Tomcat Server Network Application Open Source EOL: Mar 30 2021
7.0 Web Servers Apache License 2.0 (Apache-2.0) E0S: Mar 302021



Align Security and T
Ops for Faster
Remediation

Q Qualys .-~



Engage with Every Key Stakeholder

To Drive Business Outcomes

Measure cyber risk

with a single source of truth for asset data,
criticality, and key risk indicators.

Communicate cyber risk

o to all stakeholders, including SecOps teams,
Y IT teams, executive stakeholders, and
compliance auditors.

Eliminate cyber risk

{:} with a fully-integrated approach through the
Enterprise TruRisk Platform and CMDB, ITSM,
SIEM tools, etc.

Provide value to all stakeholders
with flexible reporting & tracking

... DE-RISK YOUR BUSINESS
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Q_ Search for Reports...

NAME Asset Details

Daily Shodan Rej Software Details
Certificate Details

Daily Shodan Re} Missing Software Details

Asset Open Ports Details
Daily Shodan Rej

Technology Debt Report

Compliance Report >
Russ

Cloud Details >

Missing SW - Wil Externally Exposed Asset Deta... >

Compliance Templates

Create Report Create Interactive Report

CREATED BY

saesq2rcé

saesq2rc6

saesq2rcb

FedRAMP Template

saesq2mb

CREATED ON

6 October, 2...

06:15 AM

5 October, 2...

06:15 AM

4 October, 2...

06:15 AM

3 October, 2...

03:10 PM

3 October, 2...

NR‘58 AM

TEMPLA
Shod:

Shodz

Shod:

Asset

Missit



Keep Your CMDB Up-to-Date

To Align Security and IT Ops Teams

CMDB

Sbmc  servicenow

Qualys

Asset Criticality . Complete Inventory
Is the asset connected Criticality

OT/loT IT, OT/loT, External, Cloud,
to crown jewels? Software, etc.

Business Context

Cyber Risk Context
Owner, EoL/EoS, ]
A Support Missing EolL/EoS, unauthorized
sset owner, support Group Agents
group, etc.

services, missing security
controls, weak SSL, etc.

App Dependency

. Asset & Software
Business Asset
Dependencies, relationship Service

Config Software Catalog,
mapping Certificates, Config.

Eliminate cyber risk. Eliminate business disruption
...and Fix your Broken CMDB!

N\
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Driving
BuUusiness
Outcomes




Prioritize and Reduce Attack Surface Risk Exposure

Drive business outcomes and ROI

“»,  Mean-Time- '

‘A | to-Discovery 30 Days 2 Days

@  Asset ~50-70% ~100%

et} Coverage |

g Tech Debt Reactive . Planned up

0 Mitigation to 12 months
- Mean-Time-to-

e . . B <

- ® / Remediation 20+ Days > Days
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Positive Business Outcomes

Drive business outcomes and ROI

unauthorized software, and more

Qw Quickly meets and remediates PCI-DSS requirements for inventory, end-of-life,

Shaw) Reduced their MTTR (mean-time-to-remediate) by half, automating risk-based
prioritization and ticketing

a VERTIV. Reduced tech debt with real-time EOL/unauthorized software tracking

Linked m Saving 365 person-days each year on asset/software discovery and management

G Informatica Uses CSAM to continuously track FedRAMP compliance of their cloud infrastructure

. DE-RISK YOUR BUSINESS



Qualys Ranked as a “Strong Performer”

Among Top Vendors in Forrester Wave™ for ASM

“Qualys has a strong ASM roadmap, which includes

01 Innovation: enhancing attack surface coverage, and consolidating
factors from 3rd parties into Qualys TruRisk”

Q Qualys.

v

02 Qualys Strategy: “Qualys brings risks into proactive security..." RANKED AS A
: STRONG
03 Strong "Qualys provides strong remediation workflows for PERFORMER
Remediation: security policy gaps and exposures..”
. Forrester Wave™
¥ Attack Surface Management

“Reference customers appreciated how Qualys’ Q3 2024

04 Ease of use: consolidated product provides ease of use”

“Qualys is a good choice for existing Qualys customers or users
that are prioritizing remediation capabilities.”
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Demo Time

Seeing is believing....




@sc.

Customer Success: Q VERTIV.

Mike Orosz
CISO

s » %
2
o L]
° =
oooooooooo
....
° o
o
=



About Vertiv

Leading provider of equipment and
services for data centers

Founded: 1965 as Liebert Corp; 2016 Launched as Vertiv

Headquarters: Columbus, Ohio (global presence) a v E R I I vTM

Architects of Continuity
Employees: 27,000

Revenue: $6.9B J

Meeting the world’s accelerating demand for data
- with passion and innovation
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Critical Requirements “
for Attack Surface Management Ege!

Visibility across complex, hybrid IT
environments must be persistent

T R ~—

_y

Dynamic nature of cybersecurity threats
demands rapid identification - Unprotected

EOL/EOS technology tracking is a core @
element of proactive risk avoidance : 3

L&
- T —— e r— ]

Unauthorized software detection must be
near real time

Blind-spots unintentionally occur but can be
remediated

®
4
®
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How We Use CyberSecurity
Asset Management?

@ Complete asset and software visibility
across our hybrid environment

@ Accelerated, proactive detection of
EOL/unauthorized software to near-real-time

@ Risk remediation prioritization based on asset
criticality and business impact

@ CMDB integrations to operationalize ITSM
ticketing, to accelerate patching

Outcomes

(O Significantly Reduced
MTTR (mean-time-to-
remediate)

O Quickly meet SLA
expectations and
compliance requirements

&
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